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CS 60:

Computer Networks

Network layer: Data plane



Review from last class

Layer 4: TCP is connection oriented
* Three-way handshake to establish connection — SYN, SYN ACK, ACK
* Sender can’t be sure receiver got the Segment without a reply from the receiver
* Uses checksum, timer, and sequence numbers to handle
e Bitflips
* Dropped packets
* Packets arriving out of order
* Flow control: receiver uses a receive window field in the header to keep sender
and receiver in sync (e.g., make sure sender does not send too fast)

TCP streams bytes as a stream of data. Bytes from multiple segments that arrive
before recv is called are concatenated. Use a length or delimiter between messages

We did not discuss it, but there is also a mechanism to slow down if the network is
busy (e.g., the receiver can handle faster speed, but the network is slow)

TCP header is usually 20 bytes (although there can be optional info, so 20 is not
guaranteed, check offset field)
 UDP header is always 8 bytes



Today’s focus is on Layer 3: called the

Network or IP Layer that routes packets

Conceptual network layers

Interacts with application programs to send messages
Applications assigned a port, multiple instances can run (many browser pages)
Examples: HTTP, SSH, FTP, SMTP, DNS

7) Application

4) Transport

3) Network (IP)

2) Link (MAC)

1) Physical

https://www.ibm.com/think/topics/osi-model

Moves segments or datagrams

May provide error control, flow control, application addressing (ports)
Examples: TCP (connection-oriented), UDP (connectionless)

TCP provides sequencing, dropped packet resend, traffic congestion routing

Moves packets between local area networks (routing)
Each computer on the Internet identified by an IP address (IP v4 or v6)
Also called Layer 3 or IP layer (ICMP Ping is here)

Moves frames within a local area network (switching)
Each computer identified by a MAC address on its Network Interface Card (NIC)
Also called Layer 2, MAC layer, Data Link layer, or Ethernet layer

How data is physically transmitted

* Transmitter converts logical 1 and O bits to electrical/light pulses or
phase/amplitude of radio frequency (RF) and sends down wire or over air

* Receiver converts electrical/light or RF back to logical 1 and 0 bits



» 1. Review of network layers

2. A router has two jobs:
* Forwarding Today
* Routing

Network (IP) Layer header

AW

Forwarding
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. Supplemental material



Review: network layers

Network model

4) Transport

3) Network (IP)

2) Link (MAC)

1) Physical

Critical information

Application message to be sent across network

Y
Layer 7
message

Layer 7 messages normally
follow an RFC or web service
description that tell:

* How to format messages
* What to expectin reply



Review: network layers

Network model

7) Application

4) Transport

3) Network (IP)

2) Link (MAC)

1) Physical

Critical information
Application message to be sent across network

Source port Destination port

TCP or UDP \]

src and dst port — \ : J

TCP or Payload is
UDP Layer 7
header  message

Layer 4 connects processes
Ports used for mux/demux




Review:

network layers

Network model

7) Application

4) Transport

2) Link (MAC)

1) Physical

Critical information

Application message to be sent across network

TCP or UDP
src and dst port
Source IP Destination IP
rcand g o
IP address N T
ingl
Routing: IP-header Payload is Layer 4
Packets routed across LANs for routing segment which is
using IP addresses Layer 4 headers

plus Layer 7 data

Layer 3 connects hosts



Review:

network layers

Network model

7) Application

4) Transport

3) Network (IP)

1) Physical

Critical information

Application message to be sent across network

TCP or UDP
src and dst port

src and dst
IP address
Routing! Source MAC Destination MAC
s ssac T
address ——
o - |
Switching! MAC header Payload is Layer 3 packet which
Frames transmitted for switching  is Layer 3 headers plus Layer 4
within a LAN based headers plus Layer 7 data

on MAC address ?




Review: network layers

Network model . .
Critical information

7) Application Application message to be sent across network

TCP or UDP

4) T t
) Transpor src and dst port

src and dst
IP address
Routing!

src and dst MAC
address

/” """" -
Switching!
1) Physical Sends frames to another host over cable or RF

3) Network (IP)

""""""

2) Link (MAC)

10



1.

Review of network layers

» 2. A router has two jobs:

o v o W

* Forwarding
* Routing

Network (IP) Layer header

Forwarding

. Exercise

. Supplemental material

Network model

7) Application

4) Transport

3) Network (IP)

2) Link (MAC)

1) Physical

11



Network layer connects hosts

Note: routers shown with truncated
Network Layer network stacks because they do not
work at Layer 4 or above

mobile network

" Transport segments or datagrams from
sending to receiving host

* Sender: encapsulates segments,
passes packet down to Link Layer
application

* Receiver: delivers segments up to e
Transport Layer

= Network layer protocols in every Internet
device: hosts and routers

u ROUterS: gzis‘;:grr;ter
* Examines header fields in all IP packets
passing through it . :

network

* Moves packet from input ports to
output ports to transfer packet along
end-to-end path

 Send traffic between LANs 5

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Two key network-layer functions: forwarding

and routing

Analogy: taking a trip
= Forwarding: process of
getting through single

Network Layer functions:
1. Forwarding: move packets

from a router’s input link to interchange
appropriate router output
link Data plane (today) = Routing: process of planning

. . trip from source to destination
2. Routing: determine route P

taken by packets from

source to destination
Control plane (next class)

forwarding

routing

13

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Network Layer: Internet

IP headers give source and

Router network layer functions: destination IP addresses

Control plane
transport layer: TCP, UDP .
determines path
p—— IP protocol frorr! sender to
7” 5; ection o Header format receiver (next class)
algorithms: e |P addressing
network Implemented in ST e Packet handling conventions . .
laver - Routing protocols| [Forwarding Writes forwarding
y (OSPF, BGP) _table ICMP protocol table that takes
. — oF rti .
l SDN controller « Router “stanaling” packets received on
one port and sends
link layer them out another
physical layer port (quickly!)

Why is ICMP considered Layer 3?
Deals with IP addresses (so Layer 3)
No port numbers (so not Layer 4)

Does not carry higher level message (so not Layer 7)
14

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Forwarding process

values in arriving

packet heade; . —>
~ el

This router is connected to three other routers via three physical ports
Packet arrives

Goal: forward the packet to the next router or host (quickly!)

Router strips off Layer 2 header

If packet MAC matches router MAC, pass to this router’s Layer 3, else drop
Layer 3 looks at destination IP address in header

Determine IP address of the host that is the next hop

Determine physical port connected to next hop

Re-write Layer 2 header with next hop host’s MAC (using ARP to match
MAC address with IP address)

7. Send packet to next hop host via physical port 15

SN S i



Network layer: data plane and control

JENLE
Data plane: Control plane
" [ocal, per-router * Network-wide logic
function * Determines how packet is routed
= Determines how packet among routers along end-end
arriving on router input path from source host to
port is forwarded to destination host
router output port * Writes forwarding table

Next hop may not be the

fir o1 destination = Two control-plane approaches:

1. Traditional routing
ket reader algorithms: implemented in
each router

2 2. Software-defined networking
(SDN): implemented in
(remote) servers, rules sent
to each router 16

A Top-Down Approach




1) Traditional routing has per-router

control plane

Traditional routing
Individual routing algorithm components in each and every

router interact in the control plane
Routers

communicate
with each other

contol  to set the
plane .
- —-=-  forwarding table
data
plane

Each router has a
local forwarding
table that tells which
link to use based on
IP address in Layer 3
packet header

Each router
maintains its

values in arriving own forwa rding
packet heade table

Our focus today is on the data plane (how to
forward from input port to output port)

Next class will focus on control plane (which
output port has the next hop)

17

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



2) Software-Defined Networking (SDN) has a

separate control plane

Software Defined Network (SDN)

Remote controller computes routes, installs forwarding tables in routers
SDN: a central

controller gives each —> Remote Controller -«
router its forwarding ‘ | ‘ 4
| 4t 0t | |
table control
plane
Each router has a nOE | I | N data
R PR plane

Control Agent (CA)
that talks with the

SDN Controller H A é) @

values in arriving | g

|
packet header - | ¥l

Data plane in SDN
same as traditional

18

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



The network layer is a “best effort” model,

no guarantees of performance

Quality of Service (QoS) Guarantees ?

Network Service
Architecture Model Bandwidth Loss Order Timing
Internet best effort none no no no

— Network Layer “best effort” service model

No guarantees of:
i. Successful delivery to destination
ii. Timing or order of delivery
iii. Bandwidth available to end-end flow

TCP at Layer 4 provides guarantees of non-loss and
in-order delivery, but not bandwidth or timing

19



Other protocols have been proposed to

provide guaranteed performance

Quality of Service (QoS) Guarantees ?

Network Service
Architecture Model Bandwidth Loss Order Timing

Internet best effort none no no no
ATM Constant Bit Rate Constant rate yes yes yes
ATM Available Bit Rate Guaranteed min no yes no

Internet Intserv Guaranteed yes yes yes yes

(RFC 1633)
Internet Diffserv (RFC 2475) possible possibly possibly no

While other protocols have been proposed, the classic Internet best effort
approach has been “good enough”, even for demanding things like Netflix



1. Review of network layers

2.

» s

A router has two jobs:
* Forwarding
* Routing

Network (IP) Layer header

Forwarding

. Exercise

. Supplemental material

21



Layer 3 header format

Version Header length in 32-bit words Normally 0 Length of header **
= IPV4 (multiply by 4 to get bytes) Can prioritize some  plus payload NetworkH
= IPV6 &y / /I/traffic types ~ SLi‘c“ak‘_‘
cliset t]| L1 N AR ol EXENENI SN LI L 1 | Payload - Physical
Version 'Hté?:;?e' Type of Service (TOS) Total Length UDP/TCP header
PaCket ID 4 Identification LP FI:I)EQ;I Fragment Offset + App data
20
(used for . 8 Time To Live (TTL) Protocol Header Checksum ' S
fragmentation) Source Address {:WELH;t Fragmentation
........................ eace! .
H ° 16 Destination Address (nOt cove rl ng)
Time to live ) i — _3
(reca” IP Option (variable length, optional, not ‘
Bit 1 2 3 6 ?Iﬁrgrér1l2r3r4r Er?rﬁrg 0'1 3'4’5'6'?'8'9'3 1 CheCksum (dEtECt
traceroute) |
Nibble Byte —P}—Word \ =| bit fIipS)
Higher level g5 rce IP Destination IP Only for header!
protocol address address Removed for IPv6
UDP: 17 (rely on Layer 2
. and 4
;rCCI\I:I'PG 1 Optional information )
(Lay.er 3) (not commonly used)  Routers use this Layer 3 information

to decide where to send packets
Remember, Layer 3 decoded by

! i 22
receiver before Layer 4 Today’s topic



UDP and TCP requests

Network

Link

Physical

UDP: DNS Request TCP: HTTP Request
Message format: Message format:
Follow RFC 1034,1035 Follow RFC 7230-7235
UDP TCP

Port: 53 Port: 80

Request from DNS Request from web
name server server

src and dst MAC src and dst MAC

Bits Bits

Supplemental slides walk through UDP DNS and TCP
HTTP requests from Layer 7 down through Layer 2
Here we look at UDP DNS Request at Layer 3 23



DNS Layer 3

[SEED Labs] dns.pcapng — o App
1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
AN Z@DPIHIRE AQAC »I-—~E5FQaaQE
[W]dns [¥] -] @
. —
No. Time Source Destination Protocol Length Info ) Physical
2 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x09c4 HTTPS vibrantcloud.org
3 2025-10-03 1. 5 2 76 Standard 0x9994 A vibrantcloud.org
! 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query Oxea54 AAAA vibrantcloud.org
| 5 2025-10-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response @xea54 AAAA vibrantcloud.org SOA NSG5.DOMAI
| 6 2025-19-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response @x@9c4 HTTPS vibrantcloud.org SOA NSE@5.DOMA
oL 7 2025-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query 0x1329 A www.google.com
16 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query 0xc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 182 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 9@ Standard query response 0x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @xd7db A encrypted-tbn@.gstatic.com
75 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query 8x8a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0x0a9c AAAA encrypted-tbn@.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 162 Standard query response @xd7db A encrypted-tbn@.gstatic.com A 142.2
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbed4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv ©xd6a8 AAAA 1h3.aooaleusercontent.com b

» Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id @ -
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:75:9e:21)

» Destination: VMware_f5:9e:21 (00:50:56:f5:9e:21)

» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)

Type: IPv4 (0x08600)

.Internet Protocol Versiongd, Src: 192.168.159.129, Dst: 192.168.159.2
0100 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox0@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
-~ User Datagram Protecol, Src Port: 51658, Dst Port: 53

Source Port: 51658 =
0080 @0 50 56 f5 9e 21 00 6c 29 a8 dO 96 08 00 EENCE
[cchICINAO 3e 3d 98 00 00 40 11 7d 42 c® a8 9f 81 c@ af
0020 B c9 ca 00 35 00 2a cO 16 99 94 01 60 00 A1

J30 0O 00 GO 00 OO 00 Oc 76 69 62 T2 61 6e 74 63 6C

6f 75 64 03 6f 72 67 00 060 61 00 01

24




DNS Layer 3

[SEED Labs] dns.pcapnt N &=

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header
= , Byte

B @@\«}@l*o”sc"‘ﬁ||l|||]1|||l||||2|||l||||3|||L|||

App
Transport
Network

0 . IHL (Header
Version Type of Service (TOS Total Length
No. Time Source D Length) P ( ) 9

2 2025-10-03 19:1.. 192.168.159.129 1

10- . I IP Flags
- 3 2025-10-03 19:1.. 192.168.159.129 4 ldentification g Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM

2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

oy

8 Time To Live (TTL}) Protocol Header Checksum

T_

16 2025-16-03 19:1.. 192.168.159.129

12
17 2025-10-03 19:1.. 192.168.159.2 Source Address

18 2025-10-03 19:1.. 192.168.159.2

74 2025-10-03 19:1.. 192.168.159.129

16 e
75 2025-10-03 19:1.. 192.168.159.129 Destination Address

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

76 2025-10-03 19:1.. 192.168.159.2

77 2025-16-03 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129

20

IP Option (variable length, optional, not common)

L O = S S =Y

: 249 2025-10-03 19:1.. 192.168.159.129 l SR S B R l SIS L B
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bt 70 1 2 3 4567 889 0 123 45767889 0 123456788 0

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af Mibble —-+—B1ﬂﬂ —I-}—word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[l Iinternet Protocol Versiongyd, Src: 192.168.159.129, Dst: 192.168.159.2

0100 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox0@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 53

Source Port: 51658
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 EENCE
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@® a8 9f 81 c@ ag
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

25



Version is IPv4

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
) Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link |
No. Time Source D Length) Phvsical

2 2025-10-03 19:1.. 192.168.159.129 1 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset

4 2025-10-03 19:1. 192.168.159.129 x DM
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129 IHL
16 2025-10-03 19:1.. 192.168.159.129 12 Internet
17 2025-10-03 19:1. 192.168.159.2 Source Address {Header
18 2025-10-03 19:1.. 192.168.159.2 T4 rrryrrrrrrr\4rrrrrr1rrri Lenglh}
74 2025-10-03 19:1.. 192.168.159.129 16 Destination Address
75 2025-10-03 19:1.. 192.168.159.129

L ) | 1 1 1 I L L L ) | L 1 1 1 L L L 1 L 1 1

76 2025-10-03 19:1.. 192.168.159.2
IP Option (variable length, optional, not common)

Type of Service (TOS) Total Length

20
Bytes

oy

ime To Live (TTL) Protocol Header Checksum

T_
-~
(ST
o

77 2025-106-03 19:1.. 192.168.159.
248 2025-10-03 19:1.. 192.168.159 9

249 2025-10-83 19:1.. 192.168.153¢129

4 " L L =T T r| T I'.Il'lr T rlr L rl2rr r| L L r1rr3
» Frame 3: 76 bytes on wire (668 ts), 76 bytes Bit 123456?&90123456?390123456?890

1

-~ Ethernet II, Src: VMware_a8:deg86 (00:0c:29:af Mibble —-+—B1ﬂﬂ —I-}—word

+ Destination: VMware f5:9e: (00:50:56:T5:9

» Source: VMware a8:d0:96 (@0:0c:29:a8:d0:96)

Type: IPv4 (0x08600)

.'Internet Protocol Versiol , Src: 192.168.159.129, t: 192.168.159.2
0180 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox0@ (DSCP: CS@, HCN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)

20

[ A
-
-

.
Protocol: UDP (17) 4 - IPV4 Nlbble
Destination Address: 192.168.159.2
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@® a8 9f 8. v aj

Header Checksum: 8x7d42 [validation disabled]
~ User Datagram Protocol, Src Port: 51658, Dst Po 53
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81

Flags: OX00 o 6006 - Fragnent offect: 6 IP version (1/2 byte) What is 1/2 byte called?
[Header checksum status: Unverified] 6

Time to Live: 64
Source Address: 192.168.159.129
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 LGN
6f 75 64 03 6 72 67 0@ 060 @1 00 01

26




IP header length is 5 *4 = 20 bytes

[SEED Labs] dns.pcapnt¢ — o App
1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
_ — ) - Byte
; —~ N
Am® D @ & <€ > ¥l onset | |1 E E Network
|I|d I N . I N . I R b I N R .
ns [ R IHL {(Header .
0 Version L‘ h Type of Service (TOS) Total Length Lmk‘_‘
No. Time Source D ength) Physical
2 2025-10-03 19:1.. 192.168.159.129 1 =
SpR7 0 (BB S TR : 4 Igentification ags Fragment Offset
i 4 2025-10-03 19:1. 192.168.159.129 1 x D M 20
| 5 2025-10-03 19:1.. 192.168.159.2 1 Byt
; 6 2025-10-03 19:1.. 192.168.159.2 1 8 . : es
L 7 20251603 191 199 168 159 2 i Tige To Live (TIL) Protocol Header Checksum
15 2025-10-03 19:1.. 192.168.159.129 1 IHL
16 2025-10-03 19:1.. 192.168.159.129 1 12 (Internet
17 2025-10-03 19:1.. 192.168.159.2 1 Source Address Header
18 2025-10-83 19:1.. 192.168.159.2 1 I  — I I — I I I l I I — I I 1 I I — I I I Lenglh}
74 2025-10-03 19:1. 192.168.159.129 1 Destination Add
75 2025-10-03 19:1.. 192.168.159.129 1 estnaton Aodrass
?6 2@25_16_03 19:1--- 192-168-159-2 1 L L L 1 1 1 ) | L L L ) | 1 1 1 I L L L ) | L 1 1 1 L L L 1 L 1 1
77 2025-10-03 19:1.. 192.168.159.2 1 ] ; l
248 20251603 19-1. 199 168 159 129 20 IP Option (variable length, optional, not common)
: 249 2025-10-03 19:1.. 192.168.159.129 1 T T y——— l SRR F A B
6 7 8 9 0 12 3'4 5 6 7 8 9 0

» Frame 3: 76 bytes on wire (608 bits), 76gbyte: Bit 70 1 2 4 56788 0 123 435 1
-~ Ethernet II, Src: VMware_a8:de:96 (00:Q€:29:af I"—Nibbl Byte —I-}—word -
» Destination: VMware f5:9e:21 (00:50456:f5:9
» Source: VMware aB8:d0:96 (00:0c:2948:d0:96)
Type: IPv4 (0x08600)
[l Iinternet Protocol Versiongd, Srcpd192.168.159.129, Dst: 19).168.159.2 |
0100 .... = Version: 4

| Ditferentiated sorvices rieia: ores oace: cso, eon: e INternet Header Length (IHL) in number of 32-bit words
Total Length: 62 . . . .
Tdentification: exadse (15769) Nibble, righthand half of byte (lefthand is Version)

...0 0PEM EEEE OO = Fragment Offset: ©

Time to Live: 64 5 means 20 bytes here (multiply by 4 like TCP offset)

Protocol: UDP (17)

Header Checksum: 8x7d42 [validation disabled] . .
[Header checksun status: Unverified) Layer 3 has optional components, so length is not
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
- User Datagram Protocol, Src Port: 51658, Dst Po 53 alwayS 20 bytes
Source Port: 51658 -

0008 00 50 56 f5 9e 21 00 Oc 29 a8 do 96 08 00 [ENCE
(N0 3e 3d 98 00 00 480 11 7d 42 c@® a8 9f 81 Lu af
0020 EJ@EM cS ca 00 35 60 2a cO@ 10 99 94 01 00 60 O1
G020 00 00 00 GO OO OO Oc 76 69 62 72 61 6e 74 63 6C
6T 75 64 03 6f 72 67 0@ 00 01 @0 01

27




TOS usually zero

1Eile Edit View Go Capture Analyze Statistics Telephrmv

BORE A< >V on

Offset

Wwliralace

[SEED Labs] dns.pcapnt = & &

IP header

tj|||l|||]1|||l||||2|||l||||3|||t|||

Tanle Haln

App
Transport
Network

0

Time Source D
2 2025-10-03 19:1.. 192.168.159.129 1

IHL (Header Type of Service (TOS) Total Length

Version Length)

3 2025-16-63 19:1.. 192.168.159.129 4
4 2025-10-83 19:1.. 192.168.159.129
2025-10-03 19:1.. 192.168.159.2

IP Flags

Identifi x D M

on Fragment Offset

oy

2025-10-83 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.129

T_

Time To Live (TT rotocol Header Checksum

2025-10-03 19:1.. 192.168.159.129
2025-16-63 19:1.. 192.168.159.2
26825-19-83 19:1.. .168.159.2
2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129
2025-10-03 19:1.. .168.159.2

2825-168-83 19:1.. .168.159.2 20

Source Address

Destination Address

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

2025-16-83 19:1. .168.159.129
26825-18-83 19:1. .168.159.129

L O = S S =Y

» Frame 3: 76 bytes on wire (608 bits), 76 byte: B

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af

» Destination: VMware _f5:9e:21 (00:50:56:f5:9

» Source: VMware a8:d0:96 (00:0c:29:a8:d0:96
Type: IPv4 (0x08600)

[El internet Protocol Versiongd, Src: 192.168

it 0
|« Nibbie —»|—B

IP Option (variable length, optional, not common)

T I'.II' L) T T T T T L I2r T T
8 9 0 12 3 4 EIE 7 8 9 0 1 2 3
Word

T
1 2 3 4 5 ?1 |45

LA e L
3
6789,

9.129, Dst: 192.168.159

0100 . = Version: 4
. 9101 = Header Length: 20 bytes )
Differentiated Services Field: 0x@@ (DSCP: CSO,
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 5
Source Port: 51658
00 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 LN
0 3e 3d 98 00 90 40 11 7d 42 c@® a8 9f 81 c@ ay
EEMNCl 9 ca 00 35 00 2a cO 10 99 94 01 00 00 01
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

0000
0010
0020

ECN: Not-ECT)

Type of service
0x00 = best effort
0xB8 = expedited (for things like VOIP)
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Total length = IP header + payload

1Eile Edit View Go Capture Analyze Statistics Telephrmv

PEORE @< > on

Wwliralace

[SEED Labs] dns.pcapnt

IP header

tj|||l|||]1|||l||||2|||l||||3|||t|||

Tanle Haln

App
Transport

Network

|I|dn5 ]
No. Time Source D
2 2025-10-03 19:1.. 192.168.159.129

=

IHL (Header Type of Service (TOS) Total Length

Version Length)

3 2025-10-03 19 192.168.159.129
4 2025-10-83 19:1.. 192.168.159.129
5 2825-1€-83 19:1.. 192.168.159.2

-

=

IPE

Identification Fragment Offset

6 2025-10-03 19:1.. 192.168.159.2
7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

Time To Live (TTL}) col Header Checksum

16 2025-16-03 19:1.. 192.168.159.129
17 2025-16-63 19:1.. 192.168.159.2
26825-19-83 19:1.. .168.159.2

Source Address

2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129

Destination Address

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

2025-10-03 19:1.. .168.159.2

2825-168-83 19:1.. .168.159.2
2025-16-83 19:1. .168.159.129
26825-18-83 19:1. .168.159.129

20

L = Y == SOy ARy

» Frame 3: 76 bytes on wire (608 bits), 76 byte:
-~ Ethernet II, Src: VMware_aB8:d0:96 (00:0c:294
» Destination: VMware f5:9e:21 (08:50:5 19
» Source: VMware a8:d0:96 (00:0c:29:3##d0:96)
Type: IPv4 (0x08600)

Bl Internet Protocol Versiongd, 192.168.159.129, D,

F“'Nmbb

IP Option (variable length, optional, not common)

L e r|rr1r Li T L

lrrrlzrrr|r
01239/ 67'89 ,12345%78973123'45¢6738

Byte Wiord

192.168.159.2

0100 . = Version: 4
. 9101 = Header Le
Differentiated Se
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 DOOO OEEE EOBG = Fragment
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @x7d42
[Header checksum stat
Source Address: 19
Destination Addr
-~ User Datagram Pr

: 20 bytes (5)
es Field: @x@@ (DSCP:

©, ECN

set: O

lidation disabled]
Y Unverified]
8.159.129
: 192.168.159.2
col, Src Port: 51658, Dst Port: 53

Source Portg#51658
0880 00 50 f5 9e 21 00 Ac 29 a8 de 96 08 00 06
0010 [l d 98 00 @0 40 d 0 a8 9f 8 0 a8
0820 c9 ca 00 35 00 2a cO 10 99 94 01 GO 80 A1
O30 GO A0 0O O 0 e8 Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6f 72 67 00 060 61 00 01

weeery TOtal length = IP header + payload
Payload = UDP header + App message
Payload
+ 20 bytes IP header (from IHL field)
= 62 bytes total = Ox3E

42 bytes (8 bytes UDP header + DNS query)
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Packet has identification number for

fragmentation

1 File Edit View o
(W@ NERE QL )Yk

| Offset

Go Capture Analyze Statistics Telephrmv

Wwliralace

[SEED Labs] dns.pcapnt

IP header

tj|||l|||l1|||l||||2|||l||||3||||.|||

Tanle Haln

App
Transport
Network

|I|dn5 ]
No. Time Source D
2 2025-10-03 19:1.. 192.168.159.129

=

IHL (Header Type of Service (TOS) Total Length

Version Length)

Link
Physical

3 2025-10-03 19 192.168.159.129

4 2025-10-83 19:1.. 192.168.159.129

5 2825-1€-83 19:1.. 192.168.159.2

6 2025-10-83 19:1.. 192.168.159.2

7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-16-03 19:1.. 192.168.159.129
17 2025-16-63 19:1.. 192.168.159.2
26825-19-83 19:1.. .168.159.2
2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129
2025-10-03 19:1.. .168.159.2

-

=

IP Flags

Identification x DM

Fragment Offset

20

Time To e (TTL) Protocol Header Checksum

Bytes
IHL

Source Address

(Internet
Header

Length)

2825-168-83 19:1.. .168.159.2
2025-16-83 19:1. .168.159.129
26825-18-83 19:1. .168.159.129

N N T = S SOy gy

» Frame 3: 76 bytes on wire (608 bits), 76 Bit
- Ethernet II, Src: VMware_a8:de:96 (ee:e
» Destination: VMware f5:9e:21 (008:50;
» Source: VMware aB8:d0:96 (00:0c:29;
Type: IPv4 (0x08600)

e
9:at

:f5:9

:dB:96)

IP Option (variable length, optional, not common)

L | T T T ‘ L I'.Il' Li T L

lrrrlzrrr|r
1234567'89 712345% 7889 ,123'45678

Nibble Byte Word

Y

[El internet Protocol Versiongd, Srcg192.168.1

29, Dst: 192.168.159.2

0100 . = Version: 4

. 9101 = Header Length:
Differentiated Services
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 DOOO OEEE 0OBG = Fragme
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d4
[Header checksum sta
Source Address: 19
Destination Addr
~ User Datagram Pro

Source Port: 658
0P8 00 50 56 9e 21 00 Bc 29 a8 do 96 08 00 [N
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@ a8 9f 81 c@ aj
0020 [EjgMck CY9 Ca 00 35 00 2a c@ 10 99 94 @1 00 00 81
D030 0O OO 0B OO OO PO Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

D bytes (
1d: exee

SCP: CSO,

offset: 0

validation disabled]
: Unverified]
68.159.129
1 192.168.159.2
col, Src Port: 51658, Dst Port: 53

ECN: Not-ECT)

ID number
15768 = 0x3D98
Used for fragmentation
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Flags and fragmentation offset

[SEED Labs] dns.pcapnc - o x App

1F|le Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
_ > Byte

l.:l.@@«)}r@'l*om"ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link

No. Time Source D Length) Physicall
2 2025-16-03 19:1.. 192.168.159.129 \

> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset

; 4 2025-10-03 19:1.. 192.168.159.129 X M

i 5 2025-10-03 19:1.. 192.168.159.2

: 6 2025-10-03 19:1.. 192.168.159.2

L 7 2025-16-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-03 19:1.. 192.168.159.129
17 2025-10-03 19:1. 192.168.159.2
18 2025-10-03 19:1. 192.168.159.2
74 2025-10-03 19:1.. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-10-03 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129

y 249 2825-10-83 19:1.. 192.168.159.129 | l L L L | L B B s e |

2
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 4 56 7 8 0123456?&90123456?89

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af |-d— ‘b+— Word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[El internet Protocol Versiongd, Src: 192.168.159 , Dst: 192.168.
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes

Differentiated Services Field: 0x0g SCP: CS@, ECN: N ECT) H
Porat Longen: 62 Fragmentation
Identification: ©x3d98 (1576
Flags: 6xee 0 - f d
...0 00DBO EOEE PEA® = Fragment Offset: @ nOt ragmente
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validatio sabled]
[Header checksum status: Unverifj#d]
Source Address: 192.168.159.1
Destination Address: 192.1697159.2
~ User Datagram Protocol, SrgfPort: 51658, Dst Port: 53
Source Port: 51658 -
0P00 00 50 56 f5 9e 21700 Bc 29 a8 do 96 08 00 EGNC[
cIchIcAOE 3e 3d 98 @0 00 40 11 7d 42 c@® a8 9f 81 c@ aj
0020 [Elglck c9 ca oo 00 2a cO 10 99 94 01 00 B0 01
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

Type of Service (TOS) Total Length

=

=

20
Bytes

8 Time To Live (TTL}) Protocol Header Checksum
IHL

12 Source Ad < (Internet
Header
L L L ) § L 1 1 ) | L L L 1 L 1 1 LEHg”’I}
16 Deggffation Address

20 IP Option#friable length, optional, not common)

L = Y == SOy ARy
-
-

[ )

Y

31




Time To Live (TTL) is 64 hops

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
. o Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

[W]dns ol versi IHL (Header Link
ersion ‘
No. Time Source D Length) Phvsical
2 2025-10-03 19:1.. 192.168.159.129 \
52 S B THEE Sl T S 1 A s ) 4 Identification IP Flags Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM
5 2025-16-03 19:1. 192.168.159.2
6 2025-10-03 19:1.. 192.168.159.2
HL 7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-03 19:1.. 192.168.159.129
17 2025-10-03 19:1.. 192.168.159.2
18 2025-10-03 19:1.. 192.168.159.2
74 2025-10-03 19:1. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
e e e 20 IP Option (variable length, optional, not common)

: 249 2025-10-03 19:1. 192.168.159.129 1 PRSI  B h be s l T T T T

_ 2 ™
» Frame 3: 76 bytes on wire (608 bits), bytesE 123456?&90123456?890123456?89

itg* 0
-~ Ethernet II, Src: VMware_a8:de:96 (0g#bc:29:af |'¢—Nibble —b+—B1,r|a —Iv}—word

» Destination: VMware _f5:9e:21 (00 0:56:Ff5:9
» Source: VMware aB8:d0:96 (00:0c:g8:a8:d0:96)

Type: IPv4 (0x08600)

Bl Internet Protocol Versiongd, : 192.168.1590€129, Dst: 192.168.159.2
0100 .... = Version: 4
. 9101 = Header Lengt 20 bytes (5)

[ﬁ%ferentiated Service ield: o@xee (DEP: CSO, ECN: Not-ECT) H H
Total Length: 62 Tlme TO lee (ttl)

Identification: ©x3g#@8 (15768)

Pl oo ae0 ol . o Number of hops remaining

= Fragment Of

Type of Service (TOS) Total Length

=

=

20
Bytes

8 Time To Live (TTL}) Protocol Header Checksum
IHL

2 Source Address (Internet
Header

1 I I I 1 I I I 1 I I I l I I I 1 I I I 1 I I I 1 I I I Lenglh}

L A

Y

Time to Live: 64

Protocol: UDP (17) 64 = 0)(40
Header Checksum: 8x7d42 [vali ion disabled]

[Header checksum status: Unvefified]

Source Address: 192.168.159 429

Destination Address: 192.168.159.2

- Usesrnu?it;a%rna;rz:Prﬁi‘goﬁgol, Srcgfort: 51658, Dst Port: 53 Reca" Lab 1 traceroute .

0eE8 00 56 56 f5 Se 21 0O 29 a8 do 96 08 00 [N
(R0 3e 3d 98 00 00 48 11 7d 42 c@ a8 9f 81 cO af
0020 B c9 ca 00 3500 2a cO 16 99 94 01 00 66 A1
G020 00 00 00 GO OO OO Oc 76 69 62 72 61 6e 74 63 6C
6T 75 64 03 6f 72 67 0@ 00 01 @0 01
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Protocol is UDP (17 = 0x11)

Layer 2 that tells if Layer 3 is IPv4 or IPv6

[SEED Labs] dns.pcapnt IP h d = & & App
1Eile Edit View Go Capture Analyze Statistics Telephr‘ﬂé IU'imlntc Tanle  Haln ea er Transport
o - - - yle
y (3] - al
A = ® 0D G ® € > V¥ I+ ofsar a | I2 E Network
T N N N Y Y LU [ N I [N A (A N [N N N [ S I .
ns ( R IHL {(Header .
0 Version L‘ th Type of Service (TOS) Total Length Lmk‘_‘
No. Time Source D ength) Physical
2 2025-16-03 19:1.. 192.168.159.129 1 P Fi
3 2025-18-03 19:1. 4 Identification ags Fragment Offset
i 4 2025-10-03 19:1. 192.168.159.129 1 x DM 20
i 5 2025-10-83 19:1.. 192.168.159.2 1 Byt
: 6 2025-10-83 19:1.. 192.168.159.2 1 B : P es
L 7 20251603 191 199 168 159 2 i Time To Live (TTL}) Protocol Header Checksum
15 2025-10-03 19:1.. 192.168.159.129 1 IHL
16 2025-160-83 19:1.. 192.168.159.129 1 12 (Internet
17 2025-10-03 19:1. 192.168.159.2 1 Source Address Header
18 2025-10-03 19:1.. 192.168.159.2 1 | —— —— rrrrrr84r4rv¢orr4rrqorrrrrri Lenglh}
74 2025-10-03 19:1.. 192.168.159.129 1 16 Destination Add
75 2025-10-03 19:1.. 192.168.159.129 1 estnaton Aodrass
?6 2@25_10_03 19:1--- 192-168-159 2 1 L L L 1 1 ) | L L ) | 1 1 1 I L L L ) | L 1 1 1 L L L 1 L 1 1
77 2025-10-03 19:1. 192.168.159.2 1 20 ) . i
248 2025-10-03 19:1. 192.168.159.129 1 IP Option (variable Iength. optional, not commaon)
- 249 2025-10-03 19:1.. 192.168.159.129 1 1 T l T | P
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 2 3 4 7.8 9 0 123 45767889 0 123456788 0 1
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af Mibble yie Word ==-I
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[El internet Protocol Versiongd, Src: 192.168 .129, Dst: 192 #68.159.2 |
0100 .... = Version: 4
. 9101 = Header Length: 20 byte 5) ° I h' ° h
\ bifferentiated Services Field: opfl (bsce: cso, Ecngfot-EcT) Gives Layer 4 protocol (this is the Layer 3
Total Length: 62
Identification: ©x3d98 (157
+ Flags: 0Ox00 header)
...0 0REO OEEE BEEE = gment Offset: ©
Tine to Live: o Network stack knows what to expect at
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation djfabled] .
[Header checksum status: Unverified Layer 4 When deCOdlng
Source Address: 192.168.159.129
Destination Address: 192.168.15 . —
~ User Datagram Protocol, Src Porjf 51658, Dst Port: 53 UDP- 17 - 0X11
Source Port: 51658 -
0000 66 50 56 f5 9e 21 00 Oc 29 a8 do 96 08 00 FENCEE o -
CESCAMO0 3¢ 3d 98 00 80 40 11 7d 42 cO a8 9f 81 c@ ag TCP' 6 OXOG
0020 ELNEF c9 ca 00 35 00 Za cO 160 99 94 61 00 060 01
9630 B 0O 6B @O PO @A Oc 76 69 62 72 61 e 74 63 6C |CMP' 1 = 0X01
6f 75 64 03 6f 72 67 60 00 01 00 01 °
33



Checksum is for the header bytes only
(unlike Layer 4)

1 File Edit View Go Capture Analyze Statistics Telephrrv Wiralace Tanle Haln IP header Transport
(0@ BORE A< )Y Fom Network

l'.—d o ooy oy |2| B A EIR )
[dns 0] version | 'HL(Header Llnk‘
Physical

No. — cource . Length) Type of Service (TOS) Total Length

2 2025-10-03 19:1.. 192.168.159.129
52 S B THEE Sl T S 1 A s ) 4 Identification IP Flags Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM
5 2025-10-03 19:1.. 192.168.159.2
6 2025-10-03 19:1.. 192.168.159.2
HL 7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-03 19:1.. 192.168.159.129
17 2025-10-03 19:1.. 192.168.159.2
18 2025-10-03 19:1.. 192.168.159.2
74 2025-10-03 19:1. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-10-03 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129
249 2025-10-03 19:1.. 192.168.159.129 L SRS Lo
0

4 ) L L L Li T T T T T 1
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit IO 123 435 8 8 0 1 3 457 789 0 123456788

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af I-‘—Nibble ] —I-}—word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[El internet Protocol Versiongd, Src: 192.168.159.129, Dst, .168.159.2
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: , ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 DDOO OEEE OBBG = Fragmen fset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658 st Port: 53
Source Port: 51658
000 00 50 56 f5 9e 21 @0 Bc 29 a8 96 08 00 [EMlc
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@ a8 9f 81 c@ aj
0020 [k c9 ca 00 35 00 2a CO 10 99 94 @1 0 00 01
D030 0O OO 0B OO OO PO Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

=

=

20
Bytes

8 Time To Live (TTL}) Protocol Header Checksum
IHL

12 Sour dress (Internet
Header

Length)

16 estination A 55

20 P @fftion (variable Igsfth, optional, not commaon)

L = Y == SOy ARy
-
-
-
-
-
'

Checksum

16 bits, one’s complement

Computed on header only

Not used for IPv6 (rely on Layer 2 and 4)
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Source and destination IP address

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
= ) Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link

No. Time Source D Length) P sical‘
2 2025-10-83 19:1.. 192.168.159.129 1 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset
4 2025-160-03 19:1.. 192.168.159.129 x D M
2025-10-03 19:1.. 192.168.159.2
2925-16-83 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-63 19:1.. 192.168.159.129
17 2025-10-63 19:1.. 192.168.159.2
18 2025-10-03 19:1.. 192.168.159.2
74 2925-10-03 19:1.. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-10-63 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129
y 249 2025-10-03 19:1.. 192.168.159.129 l T T .
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 70 1
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af F“'thb
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[l Iinternet Protocol Versiongd, Src: 192.168.159.129, Dst:
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x@@ (DSCP: CSg
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEO EEEE A = Fragment Offsg
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @x7d42 [ fdation disabled
[Header checksum status: verified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658
Source Port: 51658

Type of Service (TOS) Total Length

20
Bytes

oy

8 Time To Live (TTL}) Protocol Header Checksum

T_

IHL

2 Source Address (Internet
Header

I I I 1 I I I 1 I I I 1 I I I Lenglh}

20

{variable length, optional, not common)

L O = S S =Y

L Li T T T l L L L Li ¥ T T

| L B
012345 0

2 |
6789 ,123'4567839

g
d
i A

Source IP address
192.168.159.129 = 0xC0.A8.9F.81

Dst Port: 53

0000
0010
0020

c@® a8 9f 81

00 0O 00 0O OO 00 OCc 76 69 62 72 61 6e 74 63 6¢C
6T 75 64 03 6f 72 67 0@ 00 01 @0 01
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Source and destination IP address

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
= ) Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link

No. Time Source D Length) P sical‘
2 2025-10-03 19:1.. 192.168.159.129 1 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-03 19:1.. 192.168.159.129
17 2025-10-03 19:1.. 192.168.159.2
18 2025-10-03 19:1.. 192.168.159.2
74 2025-10-03 19:1. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-10-83 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129
249 2025-10-03 19:1.. 192.168.159.129

Type of Service (TOS) Total Length

20
Bytes

oy

8 Time To Live (TTL}) Protocol Header Checksum

F

IHL

2 Source Address (Internet
Header
L L L ) § 1 1 1 ) § L L L ) § 1 1 1 l L L L ) § L 1 1 ) | L L L 1 L 1 1 Lenglh}

tion (variable length, optional, not common)

L O = S S =Y

L Li T T T l L L L Li ¥ T T

| L B
9012345 0

: 2 !
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 6 7 889 0 1.2 3 14 567 88
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[ internet Protocol Versiongd, Src: 192.168.159.129, Dst: 1
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x0@@ (DSCP: CSO,
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation dj
[Header checksum status: Unverified
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 5165 Dst Port: 53
Source Port: 51658

g
d
i A

) Destination IP address
192.168.159.2 = 0xC0.A8.9F.02

0000
0010
0020

94 01 00 UTC
UUb 00 00 00 00 Oc 76 69 62 72 61 6e 74 63 6C
6T 75 64 03 6f 72 67 0@ 00 01 @0 01
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No optional values in this packet

[SEED Labs] dns.pcapnt N &=

IP header

tj|||l|||]1|||l||||2|||l||||3|||t||

Wwliralace Tanle Haln

1Eile Edit View Go Capture Analyze Statistics Telephrmv

PEORE @< > on

App
Transport

Network

|I|dn5 ]
No. Time Source D
2 2025-10-03 19:1.. 192.168.159.129

IHL (Header Type of Service (TOS) Total Length

Version Length)

=

IP Flags
x D M

3 2025-10-03 19 192.168.159.129 4
4 2025-10-83 19:1.. 192.168.159.129
5 2825-1€-83 19:1.. 192.168.159.2

5 Identification Fragment Offset

=

6 2025-10-03 19:1.. 192.168.159.2
7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

8 Time To Live (TTL}) Protocol Header Checksum

16 2025-16-03 19:1.. 192.168.159.129

17 2025-16-63 19:1.. 192.168.159.2 Source Address

26825-19-83 19:1.. .168.159.2

2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

2025-10-03 19:1.. .168.159.2

2825-168-83 19:1.. .168.159.2
2025-16-83 19:1. .168.159.129

20 IP Option (variable length, optional, not common)

L = Y == SOy ARy
-
-
-
L
-
-
'

: 2025-16-03 19:1.. .168.159.129 l ———T l T T
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 01234567879 0 23 45767889 0 123

L L L) ¥

| .y
4 56 7 8 9

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af Mibble Byte Word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[l Iinternet Protocol Versiongyd, Src: 192.168.159.129, Dst: 192.168.159.2

0100 . = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x0@@ (DSCP: CSO,
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 53
Source Port: 51658
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 EENCE
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@® a8 9f 81 c@ ag
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
D030 0O OO 0B OO OO PO Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

ECN: Not-ECT)

No optional components

How do we know no optional components?
IHL was 5, so header ends after 20 bytes
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1. Review of network layers

2. A router has two jobs:
* Forwarding
* Routing

3. Network (IP) Layer header
» 4. Forwarding
5. Exercise

6. Supplemental material
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IP addresses: how to get one?

That’s actually two questions:

1.Q: How does a host get IP address within its network (host part of
address)?

2.Q: How does a network get IP address for itself (network part of
address)

How does host get IP address?

1. Hard-coded by sysadmin in config file (e.g., /etc/rc.config in UNIX)

2. DHCP: Dynamic Host Configuration Protocol: dynamically get
address from a server

* “plug-and-play”
e Often part of a LAN’s router

39



The network get an IP address from the

ISP’s range of addresses

Q: How does network get subnet part of IP address?
A: Gets allocated portion of its provider ISP’s address space

ISP's block 11001000 00010111 00010000 00000000 200.23.16.0/20 .
32-20 = 12 bits the ISP could use to create up
to 212 = 4096 unique networks from this block

ISP can then allocate out its address space to clients: But each network could

have no hosts if it did!
Organization 0 11001000 00010111 00010000 00000000 200.23.16.0/23
Organization1 11001000 00010111 00010010 00000000 200.23.18.0/23
Organization 2 11001000 00010111 00010100 00000000 200.23.20.0/23

Organization 7 11001000 00010111 00011110 00000000 200.23.30.0/23

Here the ISP gives /23 subnet to each client

Uses 3 bits to uniquely identify each client’s subnet
ISP can create 8 subnets with these 3 bits (23 = 8)
Each client can have 23223 = 29= 512 hosts (or could
create subnets of smaller size) 40

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Router architecture overview

. . ] . Routing processor handles
High-level view of generic router architecture: i,k going up and down

Processor executes routing

protocols and computes routing, management . Link failure

) o routing control plane (software)  detection can
forwarding table ! processor operates in millisecond
| time frame ~ Operate at

forwarding data  Second scale

|
: " l —" e éﬁiﬁgfﬁ Implemented in
Forwarding table * | high-speed o ”atri‘r‘:fgfaorgg software
copied to ports e i switching . Input, output ports and
¥ switching fabric
> i implemented in hardware
Router input ports Router output ports for speed
1. Physical connection SWwitching fabric connects If 100 Gbps link
2. Link layer functions input and output ports * 64-byte IP packet arrives

* 5.12 nanosecs to process
before next packet arrives

If N ports, must be N times

faster (or work in para!lllel!)

3. Lookup function to
find output port

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Input port functions

link lookup,
fimael e [ taver | forwarding | switch
. 5| termination protocol I"""" fabric
- (receive)
queueing
A, /

Physical layer: ~
Bit-level reception
Convert electrical Decentralized switching:

signal into bits = Using header field values, lookup output port using forwarding
table in input port memory (“match plus action”)

Link layer: Goal: complete input port processing at ‘line speed’

e.g., Ethernet (Layer 2) ® Input port queuing: if data arrive faster than forwarding rate

Assemble into Ethernet into switch fabric, then queue for delivery

frame (next class)
Check MAC address
Drop if not addressed

to this router .

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Input port functions

L

fink folr?/\(/): ;Jdr')rinq
¢ line layer | |
Y Lot protocol
+# ¥ termination (receive) I""""
/ queueing
Physical layer: ~
Bit-level reception
Convert electrical Forwarding

signal into bits

Link layer:
e.g., Ethernet (Layer 2)
Assemble into Ethernet
frame (next class)
Check MAC address
Drop if not addressed
to this router

switch
fabric

= Destination-based forwarding: forward based only on
destination IP address (traditional)

= Generalized forwarding: forward based on any set of
header field values (SDN)

43

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Destination-based forwarding, look up

destination from IP header

If packet passes version number, checksum and ttl

* Destination forwarding looks up output link based on Layer 3
destination IP address

So, we just use a hash table from CS10 to get O(1) look up, right?

* With 32-bit IP addresses there are 23% = 4.2 billion possible
addresses

* Can not have one entry per address!
* Instead create ranges of IP addresses for each output port
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Forwarding table gives output port for a

range of destinations

Suppose a router has four output links
Numbered O to 3

If destination IP address in this range,

go out this output port
forwarding table

Link Interface

11001000 00010111 00010000 nnnnnnnnl \
through 0

Destination Address Range

11001000

00010111

00010111

11111111

11001000

through
11001000

00010111

00010111

00011000

00011000

00000000

11111111

11001000

through
11001000

00010111

00010111

00011001

00011111

00000000

11111111

otherwise

Could have a look up table with only 4 entries
Just match the prefix to find the output link
But what if ranges do not fall out so nicely?

45

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



of addresses

Problem: Links may not fall out nicely to ranges

Destination Address Range

forwarding table

11001000

through
11001000

00010111 00010000

00010111 00010111

GDGDGDDD/

11111111

11001000

through
11001000

00010111 00011000

00010111 00011000

00000000

11111111

11001000

through
11001000

00010111 00011001

00010111 00011111

00000000

11111111

otherwise

This portion
of the
address
range
should go
out port 3

Does not go
out port 0
like the rest
of the range
does

46

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Match the longest prefix in the forwarding

%=10][=

- Longest prefix match

When looking for forwarding table entry for given
destination address, use longest address prefix that
matches destination address.

examples:

Link inte — * means
inati ink i

Destination Address Range match
11001000 00010111 O0010*** Fxkkkk*xx 0 anything
11001000 00010111 00011000 s*x**kk*xx 1

11001000 00010111 000Llxs* H**kkxxxx | 2

otherwise 3

11001000 00010111 00010110 10100001 wWhichinterface?

11001000 00010111 00011000 10101010 whichinterface?

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach
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Match the longest prefix in the forwarding

%=10][=

- Longest prefix match

When looking for forwarding table entry for given
destination address, use longest address prefix that
matches destination address.

Only the
first range
matches

11001000 00010111 0001

Choose
interface 0

11001000 00010111 0001C
Easy!
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Match the longest prefix in the forwarding

%=10][=

- Longest prefix match

When looking for forwarding table entry for given
destination address, use longest address prefix that
matches destination address.

Matches

[11001000 00010111 OOOlI- interface 2

( h 4

111001000 00010111 00011

49



Match the longest prefix in the forwarding

%=10][=

- Longest prefix match

When looking for forwarding table entry for given
destination address, use longest address prefix that
matches destination address.

Destination Address Range Link interface Also
11001000 00010111 00010%%% s#sxxxxx | O !11atches
—_— interface 1

11001000 00010111 000110008 s#sxsxxx | 1

11001000 0010111 0001 1kss Fhkxkxsx | 2 Choose

otherwise i 4| 3 longest
' (most

11001000 OOlOlll 00010110 10100001 whichinterface? specific
examples: P )

|11001000 00010111 OOOllOOOl 10101010 which interface? Interface 1

Once output link found, ready to send to switch fabric to connect input link with output link
May queue here, however, if fabric is busy 50

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



TCAMS allow 1 clock cycle look up

* Longest prefix matching: often performed using Ternary
Content Addressable Memories (TCAMs)

— Content addressable: present address to TCAM: retrieve
address in one clock cycle, regardless of table size

— Cisco Catalyst: ~1M routing table entries in TCAM

* “Match plus action” protocol
— Match: find output link from destination IP

— Action: send packet to link  \we will make “match plus action”
more sophisticated later today
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Switching fabrics need to be fast to steer

input data to output ports

Transfer packet from input link to appropriate output link

= Switching rate: rate at which packets can be transferred from
inputs to outputs

* Often measured as multiple of input/output line rate
* N inputs: switching rate N times line rate desirable

R :DD > (rate: N*R, D: R
ideally)
- high-speed
N input ports : switching ) N output ports
fabric
R—=——> H——=> &
R = line speed 52

N = number of ports



Output port queuing occurs if data arrives

faster than it can be sent out a port

What if N packets arrive on N input ports, all destined for the same out port?
If Rjine in = Riine out» then N-1 packets will buffer (at each time step!)

_ datagram
switch buffer link i
. layer Ine
ff:l bNrIC »I | I l I I I | l By protocol ’| termination N >
(rate: NR) queueing (send) R

= Buffering required when datagrams
arrive from fabric faster than outbound
link transmission rate. Drop policy: which ’
datagrams to drop if no free buffers?

Datagrams can be lost due
to congestion, lack of
buffers

» Scheduling discipline chooses
among queued datagrams for »
transmission

Priority scheduling — which
datagrams get best
performance (network
neutrality issue)
» Packet scheduler chooses which

buffered packet to send
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Output port queuing

. - - - - - > mmE---\ | [®
\
<
/e \J
— W= - ===y | _ = iten M1
switch," | [ Sueh '\ ;|_'
— fabrig apric,” '\
mm---7s || — mm=--7 Y |
at t, packets move one packet time later

from input to output

= Buffering when arrival rate via switch exceeds output line speed
" Queueing (delay) and loss can occur due to output port buffer overflow!

What algorithm to use to decide which packet to send?

54

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Buffer Management

datagram
switch buffer link R
fabric layer line -
g II""I” *| protocol |termination
queueing (send)
scheduling

Abstraction: queue

—_— packet
packet departures

arrivals queue link
(waiting area) (server)

Buffer management:

" Drop: which packet to add or
drop when buffers are full

" Tail drop: drop arriving
packet

" Priority: drop/remove on
priority basis

= Marking: which packets to
mark to signal congestion
(we have not discussed
Explicit Congestion
Notification)

56

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Packet Scheduling: FIFO

Packet scheduling: deciding

which packet to send next on FIFO: packets transmitted in
link order of arrival to output port
— First come, first served = Also known as: First Come
— Priority First Served (FCFS)
— Round robin = Recall Queues from CS10

— Weighted fair queueing

Abstraction: queue
—

packet
packet departures

arrivals queue link
(waiting area) (server)
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Scheduling policies: priority

Priority scheduling: high priority queue
 Arriving traffic classified, queued arrivals R
by class | —
classify departures

— Any header field can be used
for classification Ex.: TOS field from IP layer

low priority queue

= Send packet from queue
with highest priority that packe!
has buffered packets service

 FIFO within priority class departires

arrivals

v

v

Packet 2 waits until high
priority queue is empty

58

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Scheduling policies: round robin

Round Robin (RR) scheduling:

* Arriving traffic classified,
queued by class

— Any header fields can
be used for classification

W

= Server cyclically,
repeatedly scans class classify link departures
queues, sending one arrivals
complete packet from each ‘
class (if available) in turn

59



Scheduling policies: weighted fair queueing

Weighted Fair Queuing (WFQ):
* Generalized Round Robin
= Each class, i, has weight, w,,

and gets weighted amount
of service in each cycle:

Wi

W

Sw cossty
= Minimum bandwidth
guarantee (per-traffic-class)
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Generalized forwarding: match plus action

Review: each router contains a forwarding table (aka: flow table)
" “match plus action” abstraction: match bits in arriving packet, take
action

* Destination-based forwarding: forward based on destination IP address
* Generalized forwarding:

* Many header fields can determine action
* Many actions possible: drop/copy/modify/log packet
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Generalized forwarding allows action on

any header field (not just destination IP)

* Flow: defined by header field values (from link-, network-, transport-
layer fields)

* Generalized forwarding: simple packet-handling rules
— Match: pattern values in any packet header fields

— Actions: for matched packet: drop, forward, modify, or send matched
packet to controller

— Priority: disambiguate overlapping patterns
— Counters: #bytes and #packets

Flow table Router’s flow table defines
__match | action match+action rules
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Flow table abstraction makes match plus

action more powerful

* Flow: defined by header field values (from link-, network-, transport-
layer fields)

* Generalized forwarding: simple packet-handling rules
— Match: pattern values in any packet header fields

— Actions: for matched packet: drop, forward, modify, or send matched
packet to controller

— Priority: disambiguate overlapping patterns
— Counters: #bytes and #packets

src = *.* * * dest=3.4.*.*| forward(2)
src=1.2.*.*, dest=*.*.** | drop
src=10.1.2.3, dest=*.*.*.* | send to controller

: — * : wildcard
(S —

Flow table
|_match | action
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OpenFlow: flow table entries allow actions

other than just forward

Match Action Stats

Packet + byte counters

1. Forward packet to port(s)

2. Drop packet
3. Modify fields in header(s)
4. Encapsulate and forward to controller

Header fields to match:

Ingress TCP/UDP  TCP/UDP

Port MAC MAC  Type ID Pri Src Dst Proto ToS Src Port Dst Port

1 || 1
Link layer Network layer Transport layer



OpenFlow: examples give a sense of the

flexibility gained by generalized forwarding

Destination-based forwarding:

Switch| MAC | MAC | Eth [ VLAN | VLAN IP IP IP IP TCP | TCP Acti
Port | src dst | type ID Pri Src Dst | Prot | ToS | s-port|d-port ction
* * * * * * * 51.6.0.8  * * * * port 6

IP datagrams destined to IP address 51.6.0.8 should be forwarded to router output port 6

Firewall:
Switch| MAC | MAC | Eth | VLAN | VLAN IP IP IP IP TCP | TCP Acti
Port | src dst | type ID Pri Src Dst | Prot | ToS | s-port|d-port ction
* * * * * * * * * * * 22 drop
Block (do not forward) all datagrams destined to TCP port 22 (ssh port #)
Switch| MAC | MAC | Eth | VLAN | VLAN IP IP IP IP TCP | TCP Acti
Port | src dst | type ID Pri Src Dst | Prot | ToS | s-port|d-port ction
* * * * * *  128119.1.1 * * * * drop

Block (do not forward) all datagrams sent by host 128.119.1.1

65

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



OpenFlow: examples give a sense of the

flexibility gained by generalized forwarding

Layer 2 destination-based forwarding:

Switch| MAC | MAC | Eth | VLAN | VLAN IP IP IP IP TCP | TCP
Port | src dst | type ID Pri Src Dst | Prot | ToS | s-port|d-port

Action

22:A7:23:

* * 1:E1:02 ¥ * * * * * * * * port 3

Layer 2 frames with destination MAC address 22:A7:23:11:E1:02
should be forwarded to output port 3
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OpenFlow abstraction allows a router to

act like other types of network devices

e Match+action: abstraction unifies different kinds of devices

Router Firewall
* Match: longest destination IP * Match: |P addresses and
prefix TCP/UDP port numbers
* Action: forward out a link * Action: permit or deny
Switch
* Match: destination MAC NAT
address  Match: IP address and port

* Action: forward or flood * Action: rewrite address and port
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OpenFlow example

Host h6 Orchestrated tables can
create network-wide
behavior, e.g.,:

= " datagrams from hosts h5 and

10.3.0.5 TN h6 should be sent to h3 or h4,
via s1 and from there to s2

Host h1 _.

- ——= 7/ Host h4
10.1.0.1 = N

L 10.2.0.4

B
Host h3
10.2.0.3

68

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



OpenFlow example

match action
IPSrc=10.3.*.*
IP Dst = 10.2.** | foward(3)
%\y
Host h5
10.3.0.5
Host h1
101,01
match action
ingress port = 1
IP Src = 10.3.*.*| forward(4)
IP Dst = 10.2.*.*

Orchestrated tables can
create network-wide
behavior, e.g.,:

= datagrams from hosts h5 and

h6 should be sent to h3 or h4,
via s1 and from there to s2

g

e match action
Host h3 ingress port = 2
10.2.0.3 N
IP Dst = 10.2.0.3 forvard(3)
ingress port = 2
IP Dst = 10.2.0.4| foward(4)
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Generalized forwarding: summary

= “Match plus action” abstraction: match bits in arriving packet header(s) in
any layers, take action
 Matching over many fields (link-, network-, transport-layer)
e Local actions: drop, forward, modify, or send matched packet to
controller
* “Program” network-wide behaviors
I Simple form of “network programmability”
* Programmable, per-packet “processing”
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1. Review of network layers

2. A router has two jobs:
* Forwarding
* Routing

3. Network (IP) Layer header

4. Forwarding

» 5. Exercise

6. Supplemental material
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Exercise: Parse IP fields

def parse_ipv4_packet(packet_bytes):

#TODO: decode layer 3 fields %, Layer 3 header starts at packet_bytes
DGRAM removed Layer 2

parse_ip_starter.py

if _name__=="_main__":
try:
# AF_PACKET: Sniff directly at the device driver level (Linux)
# socket.SOCK_DGRAM: Drop Layer 2 headers, but keep Layer 3 headers
# socket.htons(3): ETH_P_ALL captures ALL protocols (IP, ARP, IPv6, etc.) incoming & outgoing
sniffer = socket.socket(socket.AF_PACKET, socket.SOCK_DGRAM, socket.htons(3))
# sniffer.bind(("tun0", 0)) #capture only on this interface, otherwise capture o%rfaces

Create socket

print("Starting to sniff... (Ctrl+C to stop)")

except PermissionError: * AF_PACKET: sniff directly at device
print("You must run this script with 'sudo") .
sys.exit(1) driver
ry: * SOCK_DGRAM: strip Layer 2 headers
while True: .
# Receive IP packets (Max size 65535 bytes) * soc ket' ht0n5(3) ‘ captu re a" prOtOCOIS

raw_data, _ = sniffer.recvfrom(65535)

if len(raw_data) < 20: \

print("Not an IP packet")
continue

Receive packets including Layer 3 and above
headers (but not Layer 2 due to DGRAM)

# Extract packet fields
packet_info = parse_ipv4_packet(raw_data)

“-
except Keyboardinterrupt: Parse bytes to extract header fields
print("\nSniffer terminated by Ctrl+C")
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Exercise: Parse IP fields

Begin with parse_ip_starter.py on the course
web page for today

Parse Layer 3 bytes extracting:

Start program running

IP version (4 or 6)

Header length (probably 20 bytes)

Upper layer protocol: s«
« ICMP =1 d
« TCP=6 )
 UDP=17
Time to live ’
Source IP 12
Destination IP 16
20

Bit

Ping 8.8.8.8

|‘7'|||J||||1|||||||2||||||||3|||L|||
Version 'Hté::ti?er Type of Service (TOS) Total Length
Identification IF Flags Fragment Offset
x D M
20
Time To Live (TTL) Protocol Header Checksum Bytes
IHL
Source Address (Internet
Header
T Length)
Destination Address
1 1 L L I 1 1 L
IP Option (variable length, optional, not comman)
l T ¥ T L} T ¥ T | T I.I T L T ¥ T l T ¥ T I2 ¥ T T | ¥ T T L T I'S
0123456?390123456?390123456?3901
| Nibble —}—Byte —#}— Word >

Watch with Wireshark to confirm packets
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1. Review of network layers

2. A router has two jobs:
* Forwarding
* Routing

3. Network (IP) Layer header
4. Forwarding
5. Exercise

» 6. Supplemental material
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UDP and TCP requests

Network

Link

Physical

UDP: DNS Request

Message format:
Follow RFC 1034,1035

UDP
Port: 53

Request from DNS
name server

src and dst MAC

Bits

TCP: HTTP Request

Message format:
Follow RFC 7230-7235

TCP
Port: 80

Request from web
server

src and dst MAC

Bits
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UDP: DNS request

( [SEED Labs] dns.pcapng = O € App I:I

|Eile Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
Y . @RI RE A » ¥ ~-1= QA @E Network
[W]dns HED -|e Link
—
No. Time Source Destination Protocol Length Info L Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query ©x09c4 HTTPS vibrantcloud.org
T 3 2025-10-03 19:1.. 192.168.159.129 |192.1BE.1Q§.2 DNS 76 Standard query ©x9994 A vibrantcloud.org
| 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS Standard query Oxea54 AAAA vibrantcloud.org
i 5 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 7 Standard query response ©xeaS54 AAAA vibrantcloud.org SOA NS©S5.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 7 Standard query response @x89c4 HTTPS vibrantcloud.org SOA NSES5.DOMA
L 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 2 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 4 Standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 4 Standard query @xc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 2 Standard query response Oxc72e AAAA www.google.com AAAA 2607:f8bo:4
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 DNS @ Standard query response ©0x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 6 Standard query @xd7db A encrypted-tbn@.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 6 Standard query 0x0a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 4 Standard query response ©x@aSc AAAA encrypted-tbne.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 2 Standard query response @xd7db A encrypted-tbn@.gstatic.com A 142.2
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 5 Standard query ©Oxbed4d A 1lh3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 5 Standard auerv ©xd6a8 AAAA 1h3.aocoaleusercontent.com

Checksum: 8xc®1@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

v [Timestamps]
UDP payload (34 bytes)

Domain Name System (query)

Transaction ID: ©x9994
Flags: 0x0100 Standard query

Arower RRe: 0 These are all the bytes in the message
Authority RRs: @ . .
_ haditional Res: 0 76 bytes in total (each row is 16 bytes)

~ vibrantcloud.org: type A, class IN

Name: vibrantcloud.org

[Name Length: 16]

[Label Count: 2]

Type: A (Host Address) (1)

Class: IN (@xeeei)
[Response In: 7]
00 50 56 f5 Se 21 @0 Bc 29 a8 do 96 08 00 45 G
00 3e 3d 98 GO €0 40 11 7d 42 c® a8 9f 81 c@ a8
9f 02 c9 ca 60 35 00 2a c0 10 EERCERCERNCICRCTONC]
00 0O OO 00 0O B0 Bc 76 69 62 72 61 Ge 74 63 6c|
6f 75 64 B3 6f 72 67 @@ 0O 01 0O ©

« Layer 7 in this packet is a DNS query
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UDP: DNS request

( [SEED Labs] dns.pcapng = O € App I:I

|Eile Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
Y . @RI RE A » ¥ ~-1= QA @E Network
[W]dns HED -|e Link
—
No. Time Source Destination Protocol Length Info L Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query ©x09c4 HTTPS vibrantcloud.org
T 3 2025-10-03 19:1.. 192.168.159.129 |192.1BE.1Q§.2 DNS 76 Standard query ©x9994 A vibrantcloud.org
| 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query Oxea54 AAAA vibrantcloud.org
i 5 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response @xeaS4 AAAA vibrantcloud.org SOA NSES.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 8x@9c4 HTTPS vibrantcloud.org SOA NS@5.DOMA
L 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response ©x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query @xc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response @xc72e AAAA www.google.com AAAA 2607:f8ho:4
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 DNS 9@ Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @xd7db A encrypted-tbn@.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query Ox0a9c AAAA encrypted-tbne.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 standard query response @x@aSc AAAA encrypted-tbn@.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response @xd7db A encrypted-tbn@.gstatic.com A 142.Z2
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query Oxbed4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 standard auerv ©xd6a8 AAAA 1h3.aooaleusercontent.com

Checksum: 8xc®1@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

v [Timestamps]
UDP payload (34 bytes)

Domain Name System (query)

» liggg?céigzeénétgﬁggaj query
Anower RR: 8 — Wireshark decodes the bytes into an
Authority RRs: @

_ Additional Ris: o easy-to-read format

~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]

types & (ot xaress) (o Remember, just these 76 bytes are sent
[Response fn: 71 across the network

00 50 56 f5 9e 21 ©0 ©c 29 a8 do 96 08 0O 45 0O
00 3e 3d 98 @0 0@ 40 11 7d 42 c® a8 9f 81 c@ a8
9f 02 c9 ca 60 35 00 2a c0O 10 ElRREENckRNCIoNCIcaC]
00 00 GO OO B0 GO Oc 76 69 62 72 61 6e 74 63 6c
6T 75 64 03 6f 72 67 0@ 00 01 0O ©
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DNS Layer 7

( [SEED Labs] dns.pcapng = O € App I:I

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
DNS t format :
iy L ® D (REOTE S I WS [== R Q@ E request forma Network
[W]dns HED -|e Link
| - :2 t) > < :Z t) _______;_'_ —
No. Time Source Destination Protocol Length inf® yteS » N yteS —2 Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
5> 3 2825-10-63 19:1.. 192.168.159.129 192.15&.1ﬁ§:2 DNS 76 5
E 4 2025-16-03 19:1.. 192.168.159.129 192.166.159.2 DNS 76 5
i 5 2825-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 S —
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 S ID—OX9994 FIagS
L 7 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Vs
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS S
16 26025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 5 .
17 2625-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 102 S
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 D 90 S # queStlonS # anSWe rS
74 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 S 86
75 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 8
76 2025-16-63 19:1.. 192.168.159.2 192.168.159. DNS S . g
77 2025-10-03 19:1.. 192.168.159.2 192.168.159#M29 DNS 25| # authorlty # additional
248 2025-16-03 19:1.. 192.168.159.129 192.16 G DNS 85 5
249 2025-10-83 19:1.. 192.168.159.129 19 Sl DNS 85 S

Checksum: 8xc®1@ [unverified]
L aeatus; Unverified] questions=vibrantcloud.org: type A
v [Timestamps]
UDP payload (34 bytes)
Do q
Transaction ID: ©x9994
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
~ Queries
~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]

00 50 56 f5 9e 21 ©0 ©c 29 a8 dgPec 08 0O 45 0O
00 3e 3d 98 @0 0@ 40 11 7d 42 c@ a8 9f 81 c@ a8
9f 02 c9 ca 60 35 00 2a c0O 10 ElREcEENckRNCIoNCIcaC]
00 00 GO OO B0 GO Oc 76 69 62 72 61 6e 74 63 6c
6T 75 64 03 6f 72 67 0@ 00 01 0O ©
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DNS Layer 7

( [SEED Labs] dns.pcapng = O € App I:I

| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
Am @B &R > ¥I-—= QQQE DNS reqUESt format Network
[W]dns _ [X] j@ Llnk‘ ‘
No. Time Source Destination Protocol Length Inf———— 2 byteS LN 2 byteS — Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
5> 3 2825-10-63 19:1.. 192.168.159.129 192.15.15&.2 DNS 76 5
E 4 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 5
i 5 2825-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 S — —
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 5 ID_0X9994 / Flags_0x0100
L 7 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 5
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 74 S
16 26025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 5
17 2625-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 102 S
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 DNS 90 S # anSWe rS
74 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 86 5
75 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS S
76 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS - g
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 s # additional
248 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 S
249 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 S

Checksum: 8xc®1@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

v [Timestamps]

UDP payload (34 bytes)
Domain Name System (query)
Transaction ID: ©x9994
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @

Authority RRs: @
Additional RRs: @
~ Queries
~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]

ons=vibrantcloud.org: type A

0 = query (not reply)
recursive

=
I

00 50 56 f5 9e 21 00 ©c 29 a8 do 96 08
00 3e 3d 98 @0 0@ 40 11 7d 42 c@ a8 9f
9f 02 c9 ca 60 35 00 2a c0O 10 ElRR-EECERNCIoR:IcaC]
00 00 GO OO B0 B0 Oc 76 69 62 72 61 G6e 74 63 6c
6T 75 64 03 6f 72 67 0@ 00 01 0O ©
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DNS Layer 7

( [SEED Labs] dns.pcapng = O € App I:I

| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
DNS t format :
Y (M ) B &< >»FI——l= R Q@ E request rorma Network
[W]dns _ [X] j@ Llnk‘ ‘
No. Time Source Destination Protocol Length Inf———— 2 byteS LN 2 byteS — Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
—l—- 3 2825-10-63 19:1.. 192.168.159.129 192.15.15&.2 DNS 76 5
E 4 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 5
i 5 2825-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 S — —_
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 5 ID_0X9994 Flags—oxo100
L 7 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 5
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 74 S
16 26025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 5 .
17 2625-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 102 S —
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 DNS 90 S # queStlons_1 # anSWe rS
74 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 86
75 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS
76 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 14 S . g
77 2025-10-03 19:1.. 192.168.158.2 192.168.159.129 DN 102 S uth Orlty # additional
248 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 85 5
249 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 85 S

Checksum: 8xc®1@ [unverified]
L aeatus; Unverified] questions=vibrantcloud.org: type A
v [Timestamps]
UDP payload (34 bytes)
Do q
Transaction ID: x99
» Flags: 0x01e0 S rd query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
~ Queries
~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]

00 50 56 f5 9e 21 @0 ©c 29 a8 dO 96 ©8 GO 45 @
00 3e 3d 98 60 0@ 40 11 7d 42 c® a8 9f 81 c@ ai
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DNS Layer 7

|Eile Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help

[SEED Labs] dns.pcapng = (=

DNS request format

Checksum: 8xc®1@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

v [Timestamps]

UDP payload (34 bytes)
Domain Name System (query)
Transaction ID: ©x9994
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @

Authority RRs: @
Additional RRs: @
~ Queries
~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]

de 96 08 00 45 0O

00 50 56 f5 9e 21 @O
] cB aB 9f 81 c@ a8

00 3e 3d 98 B0 0O 4
ca ee g

AE OB RE QC IIEEQAQQE
[W]dns HED - ©
No. Time Source Destination Protocol Length inf% 2 byteS > < 2 byteS —_
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
- 3 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 5,
'y 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 S
i 5 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 s _ _
i 6 2025-10-03 19:1.. 182.168.159.2 192.168.159.129 DNS 147 S ID—0X9994 FlagS—OX01 00
AL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 s
15 2025-16-03 19:1. 192.168.159.129 192.168.159.2 DNS 74 S
16 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 745 .
17 2025-18-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 S # —
18 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 98 s queStlonS 1 # answers
74 2025-18-83 19:1.. 192.168.159.129 192.168.159.2 DNS 86 S
75 2025-18-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 S
76 2025-16-83 19:1. 192.168.159.2 192.168.159.129 DNS 114 § . oy
77 2025-16-03 19:1. 192.168.159.2 192.168.159.129 DNS 102 S # authorlty # additional
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 s
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 S

ons=vibrantcloud.org: type A

These fields are zeros for query
Filled in by reply

Aee [

Transport

Network
Link

Physical‘
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DNS Layer 7

|Eile Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help

[SEED Labs] dns.pcapng = &©® ¢

DNS request format

Checksum: 8xc®1@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

v [Timestamps]

UDP payload (34 bytes)
Domain Name System (query)
Transaction ID: ©x9994
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @

Authority RRs: @
Additional RRs: @
~ Queries
~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]

00 50 56 f5 9e 21 0O ©c 29 a8 do 96 08 OO 45
00 3e 3d 98 @0 0@ 40 11 7d 42 c® aB 9f 81 c@
99 94 @1 ee ee
00 00 GO OO B0 GO Oc 76 69 62 72 61 6e 74 63
U @l

AE OB RE QC IIEEQAQQE
[W]dns HED - ©
No. Time Source Destination Protocol Length inf% 2 byteS > < 2 byteS —_
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
- 3 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 5,
'y 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 S
i 5 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 s _ _
i 6 2025-10-03 19:1.. 182.168.159.2 192.168.159.129 DNS 147 S ID—0X9994 FlagS—OX01 00
AL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 s
15 2025-16-03 19:1. 192.168.159.129 192.168.159.2 DNS 74 S
16 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 745 .
17 2025-18-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 S # —
18 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 98 s queStlonS 1 # answers
74 2025-18-83 19:1.. 192.168.159.129 192.168.159.2 DNS 86 S
75 2025-18-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 S
76 2025-16-83 19:1. 192.168.159.2 192.168.159.129 DNS 114 5 . "
77 2025-16-03 19:1. 192.168.159.2 192.168.159.129 DNS 102 S # authorlty # additional
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 s
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 S

questions=vibrantcloud.org: type A

Aee [

Transport

Network
Link
Physical
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DNS Layer 7

| [SEED Labs] dns.pcapng - o App EI
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
. — — DNS request format
4d = EDIRE A< I Q@E request rorma Network
—
[A]dns HED -|e Link
S~ > < —— —
No. Time Source Destination Protocol Length inf® 2 byteS » N 2 byteS —2 Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
5> 3 2825-10-63 19:1.. 192.168.159.129 192.15.15@_.2 DNS 76 5
< 4 2025-16-03 1 DNS 76 S
i 5 2825-18-83 1 ASCII t bI DNS 147 S — FI _0 01 00
i 6 2025-16-03 1 a e DNS 147 S ID—0X9994 agS— X
- 72025-10-03 1_ . ___ . _______._ .. DNS 92 S
Dec HxOct Char Dec Hy Oct Himl Chr |Dec Hx Oct Himl Chr| Dec Hx Oct Himl Chr
0 0 000 WUL {null) 32 20 040 &#3Z; Space| A4 40 100 s#64: [ | 95 60 140 s#96: . —
1 1001 50H (start of heading) 33 2L 04l s#33; ! 65 4l 101 «#65; A | 97 61 141 «#97; 2 # quest|0n3—1 # answers
2 2z 002 5T (start of text) 34 22 042 o#34; 7 66 42 102 s#66: B | 05 62 142 «#98: b
3 3 003 ETX (end of text) 35 23 043 &#35; # 67 43 103 &#67: C | 99 63 143 «#99; ©
4 4004 EOT {end of transmission) 36 24 044 s#36; § 65 44 104 s#68; D 100 64 144 #1007 d
5 5 005 ENQ [endquiry) 37 25 045 &#37; % A0 45 105 s#68: E 101 65 145 #101; ¢
6 & 006 ACKE {acknowledge) 35 26 046 #38; & 70 46 106 «#70; T |102 66 146 s#l02; © # th t # ddt I
7 7 007 BEL (bell) a0 27 047 o#39; 71 47 107 s#71: G |103 67 147 s#103; O au Orl y a | |Ona
8 B 010 B (backspace) 40 25 050 &#40; ( 72 45 110 &#72: H |104 68 150 &#104; I
9 9 011 TAE (horizontal tab) 41 29 051 &#4l; | 73 43 111 =#73: T |105 69 151 «#105; i
¢ 10 & 012 LF (NL line feed, new line)| 42 2i 052 &#42; * 74 4h 112 s#74; 7 |106 G4 152 #106; J
11 B 013 ¥T (vertical tab) 43 ZE 053 s#43; + 75 45 113 &#75; K |107 6B 153 &#107; k
1z C 014 FF (NP form feed, new page)| 44 2C 054 s#4d; , 76 AC 114 s#76: L |108 60 154 s#108; 1 . .
13 D 015 CR [carriage return) 45 2D 055 &#45; - 77T 4D 115 &#77: M |109 6D 155 &#109; 1 t — b t I d . t A
14 E 016 50 (shift out) 46 ZE 056 s#46; . 78 4E 116 &#78: M |110 6E 156 &#110; n queS IOnS—VI I'an C OU .Ol'g. ype
15 F 017 51 (shift in) 47 ZF 057 «#47; / 70 4F 117 &#79: 0 |111 6F 157 s#1ll: o
16 10 020 DIE (data link escape) 45 30 060 s#d; 0 &0 50 120 &#80; P |11z 70 160 &#112; b
17 11 021 DCL {dewice control 1) 40 31 0L &#48; 1 gl Bl 121 «#8l; 0 |113 71 16l «#113; g
B 18 12 022 D02 {device control 2) 50 32 062 &#50; 2 B2 G2 122 &#82: R (114 72 12 s#1l4; ¢
19 13 023 DC3 (dewice control 3) 51 33 063 &#51; 3 83 53 123 &#83; 5 |115 73 163 &#115; =
20 14 024 DC4 (dewice control 4) 52 34 064 o#52; 4 G4 54 124 s#84; T |116 74 le4 s#lle; t ASC” co es
21 15 025 NAK [negative acknowledge) | 53 35 065 &#53; 5 85 55 125 &#85: U |117 75 165 &#117; u
22 16 026 SYN (synchronous idle) 54 36 066 s#54; 6 86 55 126 s#86: ¥ %
23 17 027 ETE (end of trans. hlock) 55 37 067 &#55: 7 BT 57 127 &#87: U & : VvV = 0x76
24 16 030 CAN {cancel) 56 35 070 s#56; 6 &5 55 130 &#88; ¥ |120 78 170 &#120; x
25 19 031 EM (end of medium) 57 38 071 &#57; 0 g0 5O 131 &#88: ¥ 121 79 171 s#121: ¥
26 14 032 SUB [substitute) 55 3L 072 &#58; : 90 Sh 132 &#90: I |122 TA 172 &#1233; =
27 1B 033 ESC (escape) 53 3B 073 &#59; ; 91 5B 133 &#91:; [ |123 7B 173 «#1233; |
28 1C 034 F& (file separator) 60 30 074 s#60; < 92 5C 134 &#92:; 124 70 174 s#l24; |
Z9 1D 035 G5 (group sSeparator) 61 3D 075 &#6L; = 93 5D 135 «#93; 1 |125 7D 175 «#l25; |
30 1E 036 R§ (record separator) 62 3E 076 &#62; > 94 EE 136 s#94; * |126 TE 176 «#1236; -
31 1F 037 U3 {unit separator) 63 3F 077 &#63; 7 95 SF 137 &#95: _ |127 7F 177 &#127; DEL
Source: www.LookupTables .com
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]
00 50 56 f5 9e 21 @O Bc 29 a8 d© 96 08 OO 45
00 3e 3d 98 @O @0 40 11 7d 42 c® a8 9f 81 c@
99 94 01 00 O
00 GO OO 00 00 B0 Oc 76 69 62 72 61 Ge 74 63
1 WU O




DNS Layer 7

| [SEED Labs] dns.pcapng - o App EI
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
AN 0PN RE Q< »I--EQQQE request forma Network
—
[A]dns HED -|e Link
- > < —— —
No. Time Source Destination Protocol Length inf® 2 byteS » N 2 byteS —2 Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
5> 3 2825-10-63 19:1.. 192.168.159.129 192.15.15@_.2 DNS 76 5
< 4 2025-16-03 1 DNS 76 S
i 5 2825-18-83 1 ASCII t bl DNS 147 S — —_
i 6 2025-16-03 1 d e DNS 147 8 ID—0X9994 FlagS—OX01 00
- 72025-10-03 1_ . ___ . _______._ .. DNS 92 S
Dec HxOct Char Dee Hx Oct Hinl Chr |Dec Hyx Oct Himl Chr| Dec Hy Oct Htral Chr
0 0 000 WUL (null) 32 20 040 &#3Z; Space| 64 40 100 &#64: B | 96 60 140 &#96: . —
1 1001 50H (start of heading) 33 2L 04l s#33; ! 65 4l 101 «#65; A | 97 61 141 «#97; 2 # quest|0n3—1 # answers
2 2 002 ST (start of text) 34 22 042 o#34; 7 66 42 102 s#66: B | 05 62 142 «#98: b
3 3 003 ETX (end of text) 35 23 043 &#35; # 67 43 103 &#67: C | 99 63 143 «#99; ©
4 4004 EOT (end of transmisaion) 36 24 044 s#36; § 65 44 104 s#68; D 100 64 144 #1007 d
5 5 005 ENQ [endquiry) 37 25 045 &#37:; % A0 45 105 s#68: E 101 65 145 #101; ¢
6 & 006 ACKE {acknowledge) 35 26 046 #38; & 70 46 106 «#70; T |102 66 146 s#l02; © # th t # ddt I
7 7 007 EEL (bell) a0 27 047 o#39; 71 47 107 s#71: G |103 67 147 s#103; O au Orl y a | |Ona
8 B 010 BS (backspace) 40 25 050 &#40; ( 72 45 110 &#72: H |104 68 150 &#104; I
9 9 011 TAE (horizontal tab) 41 29 051 &#4l; | 73 43 111 =#73; I %
¢ L0 & 012 LF (ML line feed, new line)| 42 24 052 &#42; * 74 4h 112 s#74; 7 ?
11 B 013 ¥T (vertical tab) 43 ZE 053 s#43; + 75 45 113 &#75; K |107 6B 153 &#107; k
12 C 014 FF (NP form feed, new page)| 44 2C 054 «#dd; , 76 AC 114 s#76: L |108 60 154 s#108; 1 . .
13 D 015 CR [carriage return) 45 2D 055 &#45; - 77T 4D 115 &#77: M |109 6D 155 &#109; 1 t — b t I d . t A
14 E 016 50 (shift out) 46 ZE 056 s#46; . 78 4E 116 &#78: M |110 6E 156 &#110; n queS IOnS—VI I'an C OU .Ol'g. ype
15 F 017 %I (shift in) 47 ZF 057 «#47; / 70 4F 117 &#79: 0 |111 6F 157 s#1ll: o
16 10 020 DLE (data link escape) 45 30 060 s#d; 0 &0 50 120 &#80; P |11z 70 160 &#112; b
17 11 021 DLl {device control 1) 40 31 0L &#48; 1 gl Bl 121 «#8l; 0 |113 71 16l «#113; g
B 18 12z 022 0C2 (device control 2) 50 32 062 &#50; 2 B2 G2 122 &#82: R (114 72 12 s#1l4; ¢
19 13 023 DC3 (device control 3) 51 33 063 &#51; 3 83 53 123 &#83; 5 |115 73 163 &#115; =
20 14 024 DC4 (device control 4) 52 34 064 o#52; 4 G4 54 124 s#84; T |116 74 le4 s#lle; t ASC” co es
z1 15 025 NLE (negative acknowledge) | 53 35 065 &#53; 5 85 55 125 &#85: U |117 75 165 &#117; u
22 16 026 37N (synchronous idle) 54 36 066 s#54; 6 86 55 126 s#86: ¥ %
23 17 027 ETE (end of trans. hlock) 55 37 067 &#55: 7 BT 57 127 &#87: U & : v - 0x76
z4 16 030 CAN (cancel) 56 35 070 s#56; 6 &5 55 130 &#88; ¥ |120 78 170 &#120; x
25 19 031 EM (end of medium) 57 38 071 &#57; 0 g0 5O 131 &#88: ¥ 121 79 171 s#121: ¥
26 1k 032 5UE (substitute) S5 3A 072 &#58; @ 90 SA 132 &#90; I |12z 7A 172 s#l22; = _i—-—o-x-s-g
27 1B 033 L5C (escape) 53 3B 073 &#59; ; 91 5B 133 &#91:; [ |123 7B 173 «#1233; | -
28 1C 034 % (file separator) 60 30 074 s#60; < 92 5C 134 &#92:; 124 70 174 s#l24; |
Z9 1D 035 G5 (group sSeparator) 61 3D 075 &#6L; = 93 5D 135 «#93; 1 |125 7D 175 «#l25; |
30 1E 036 R (record separator) 62 3E 076 &#62; > 94 EE 136 s#94; * |126 TE 176 «#1236; -
31 1F 037 U3 (unit separator) 63 3F 077 &#63; 7 95 SF 137 &#95: _ |127 7F 177 &#127; DEL
Source: www.LookupTables .com
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]
00 50 56 f5 9e 21 @O Bc 29 a8 d© 96 08 OO 45
00 3e 3d 98 @O @0 40 11 7d 42 c® a8 9f 81 c@
99 94 01 00 O
00 GO OO 00 00 B0 Oc 76 69 62 72 61 Ge 74 63
1 WU Wl




DNS Layer 7

| [SEED Labs] dns.pcapng - o App EI
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
‘ [ | @ l:l @ @ < 2?2 <% [+~ —’l_'_ = @@@.E re ues orma Network
—
[A]dns HED -|e Link
- > < —— —
No. Time Source Destination Protocol Length inf® 2 byteS » N 2 byteS —2 Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
5> 3 2825-10-63 19:1.. 192.168.159.129 192.15.15@_.2 DNS 76 5
< 4 2025-16-03 1 DNS 76 S
i 5 2825-18-83 1 ASCII t bl DNS 147 S — FI _0 01 00
i 6 2025-16-03 1 a e DNS 147 S ID—0X9994 agS— X
- 72025-10-03 1_ . ___ . _______._ .. DNS 92 S
Dec HxOct Char Dee Hx Oct Hinl Chr |Dec Hyx Oct Himl Chr| Dec Hy Oct Htral Chr
0 0 000 WUL (null) 32 20 040 &#3Z; Space| A4 40 100 s#64; [ | 95 60 140 s#96: . —
1 1001 50H (start of heading) 33 2L 04l s#33; ! 65 4l 101 «#65; A | 97 61 141 «#97; 2 # quest|0n3—1 # answers
2 2 002 ST (start of text) 34 22 042 o#34; 7 66 42 102 s#66: B | 05 62 142 o#898: b
3 3 003 ETX (end of text) 35 23 043 &#35; # 67 43 103 &#67: C a
4 4004 EOT (end of transmisaion) 36 24 044 s#36; § 65 44 104 s#68; D 100 64 144 #1007 d
5 5 005 ENQ [endquiry) 37 25 045 &#37:; % A0 45 105 s#68: E 101 65 145 #101; ¢
6 & 006 ACKE {acknowledge) 35 26 046 #38; & 70 46 106 «#70; T |102 66 146 s#l02; © # th t # ddt I
7 7 007 EEL (bell) a0 27 047 o#39; 71 47 107 s#71: G |103 67 147 s#103; O au Orl y a | |Ona
8 B 010 BS (backspace) 40 25 050 &#40; ( 72 45 110 &#72: H |104 68 150 &#104; I
9 9 011 TAE (horizontal tab) 41 29 051 &#4l; | 73 43 111 =#73; I %
¢ L0 & 012 LF (ML line feed, new line)| 42 24 052 &#42; * 74 4h 112 s#74; 7 ?
11 B 013 ¥T (vertical tab) 43 ZE 053 s#43; + 75 45 113 &#75; K |107 6B 153 &#107; k
12 C 014 FF (NP form feed, new page)| 44 2C 054 «#dd; , 76 AC 114 s#76: L |108 60 154 s#108; 1 . .
13 D 015 CR [carriage return) 45 2D 055 &#45; - 77T 4D 115 &#77: M |109 6D 155 &#109; 1 t — b t I d . t A
14 E 016 50 (shift out) 46 ZE 056 s#46; . 78 4E 116 &#78: M |110 6E 156 &#110; n queS IOnS—VI I'an C OU .Ol'g. ype
15 F 017 %I (shift in) 47 ZF 057 «#47; / 70 4F 117 &#79: 0 |111 6F 157 s#1ll: o
16 10 020 DLE (data link escape) 45 30 060 s#d; 0 &0 50 120 &#80; P |11z 70 160 &#112; b
17 11 021 DLl {device control 1) 40 31 0L &#48; 1 gl Bl 121 «#8l; 0 |113 71 16l «#113; g
B 18 12z 022 0C2 (device control 2) 50 32 062 &#50; 2 B2 G2 122 &#82: R (114 72 12 s#1l4; ¢
19 13 023 DC3 (device control 3) 51 33 063 &#51; 3 83 53 123 &#83; 5 |115 73 163 &#115; =
20 14 024 DC4 (device control 4) 52 34 064 o#52; 4 G4 54 124 s#84; T |116 74 le4 s#lle; t ASC” co es
z1 15 025 NLE (negative acknowledge) | 53 35 065 &#53; 5 85 55 125 &#85: U |117 75 165 &#117; u
22 16 026 37N (synchronous idle) 54 36 066 s#54; 6 86 55 126 s#86: ¥ %
23 17 027 ETE (end of trans. hlock) 55 37 067 &#55: 7 BT 57 127 &#87: U & : v - 0x76
z4 16 030 CAN (cancel) 56 35 070 s#56; 6 &5 55 130 &#88; ¥ |120 78 170 &#120; x
25 19 031 EM (end of medium) 57 38 071 &#57; 0 g0 5O 131 &#88: ¥ 121 79 171 s#121: ¥
26 1k 032 5UE (substitute) S5 3A 072 &#58; @ 90 SA 132 &#90; I |12z 7A 172 s#l22; = _i—-—o-x-s-g
27 1B 033 L5C (escape) 53 3B 073 &#59; ; 91 5B 133 &#91:; [ |123 7B 173 «#1233; | -
28 1C 034 % (file separator) 60 30 074 s#60; < 92 5C 134 &#92:; 124 70 174 s#l24; |
Z9 1D 035 G5 (group sSeparator) 61 3D 075 &#6L; = 93 5D 135 «#93; 1 |125 7D 175 «#l25; |
30 1E 036 R (record separator) 62 3E 076 &#62; > 94 EE 136 s#94; * |126 TE 176 «#1236; - b = 0x62
31 1F 037 U3 (unit separator) 63 3F 077 &#63; 7 95 SF 137 &#95: _ |127 7F 177 &#127; DEL
Source: www.LookupTables .com
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]
00 50 56 f5 9e 21 @O Bc 29 a8 d© 96 08 OO 45
00 3e 3d 98 @O @0 40 11 7d 42 c® a8 9f 81 c@
99 94 91 08 80
00 GO OO 00 00 B0 Oc 76 69 62 72 61 Ge 74 63
1 WU Wl




DNS Layer 7

| [SEED Labs] dns.pcapng - o App EI
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help t t Transport
d = EDIRE A< I Q@E request rorma Network
—
[W]dns HED -0 Link
N N b o ' —
No. Time Source Destination Protocol Length Inf% 2 byteS wN 2 byteS — Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
5> 3 2825-10-63 19:1.. 192.168.159.129 192.15.15@_.2 DNS 76 5
< 4 2025-16-03 1 DNS 76 S
i 5 2825-18-83 1 ASCII bl DNS 147 S — FI _0 01 00
i 6 2025-16-03 1 ta e DNS 147 S ID—0X9994 agS— X
- 72025-10-03 1_ . ___ . _______._ .. DNS 92 S
Dec HxOct Char Dee Hx Oct Hinl Chr |Dec Hyx Oct Himl Chr| Dec Hy Oct Htral Chr
0 0 000 WUL (null) 32 20 040 &#3Z; Space| A4 40 100 s#64; [ | 95 60 140 s#96: . —
1 1001 50H (start of heading) 33 2L 04l s#33; ! 65 4l 101 «#65; A | 97 61 141 «#97; 2 # quest|0n3—1 # answers
2 2 002 ST (start of text) 34 22 042 o#34; 7 66 42 102 s#66: B | 05 62 142 o#898: b
3 3 003 ETX (end of text) 35 23 043 &#35; # 67 43 103 &#67: C a
4 4004 EOT (end of transmisaion) 36 24 044 s#36; § 65 44 104 s#68; D 100 64 144 #1007 d
5 5 005 ENQ [endquiry) 37 25 045 &#37; % A0 45 105 s#68: E 101 65 145 #101; ¢
6 & 006 ACKE {acknowledge) 35 26 046 #38; & 70 46 106 «#70; T |102 66 146 s#l02; © # th t # ddt I
7 7 007 EEL (bell) a0 27 047 o#39; 71 47 107 s#71: G |103 67 147 s#103; O au Orl y a | |Ona
8 B 010 BS (backspace) 40 25 050 &#40; ( 72 45 110 &#72: H |104 68 150 &#104; I
9 9 011 TAE (horizontal tab) 41 29 051 &#4l; | 73 43 111 =#73; I %
¢ L0 & 012 LF (ML line feed, new line)| 42 24 052 &#42; * 74 4h 112 s#74; 7 ?
11 B 013 ¥T (vertical tab) 43 ZE 053 s#43; + 75 45 113 &#75; K |107 6B 153 &#107; k
12 C 014 FF (NP form feed, new page)| 44 2C 054 «#dd; , 76 AC 114 s#76: L |108 60 154 s#108; 1 . .
13 D 015 CR [carriage return) 45 2D 055 &#45; - 77T 4D 115 &#77: M |109 6D 155 &#109; 1 t — b t I d . t A
14 E 016 50 (shift out) 46 ZE 056 s#46; . 78 4E 116 &#78: M |110 6E 156 &#110; n queS IOnS—VI I'an C OU .Ol'g. ype
15 F 017 %I (shift in) 47 ZF 057 «#47; / 70 4F 117 &#79: 0 |111 6F 157 s#1ll: o
16 10 020 DLE (data link escape) 45 30 060 s#d; 0 &0 50 120 &#80; P |11z 70 160 &#112; b
17 11 021 DLl {device control 1) 40 31 0L &#48; 1 gl Bl 121 «#8l; 0 |113 71 16l «#113; g
B 18 12z 022 0C2 (device control 2) 50 32 062 &#50; 2 G2 52 122 &#82: R cf11d: T
19 13 023 DC3 (device control 3) 51 33 063 &#51; 3 83 53 123 &#83; 3 %& ;
20 14 024 DC4 (device control 4) 52 34 064 o#52; 4 G4 54 124 s#84; T |116 74 le4 s#llé; t ASC” co es
z1 15 025 NLE (negative acknowledge) | 53 35 065 &#53; 5 85 55 125 &#85: U |117 75 165 &#117; u
22 16 026 37N (synchronous idle) 54 36 066 s#54; 6 86 55 126 s#86: ¥ %
23 17 027 ETE (end of trans. hlock) 55 37 067 &#55: 7 BT 57 127 &#87: U & : v - 0x76
z4 16 030 CAN (cancel) 56 35 070 s#56; 6 &5 55 130 &#88; ¥ |120 78 170 &#120; x
25 19 031 EM (end of medium) 57 38 071 &#57; 0 g0 5O 131 &#88: ¥ 121 79 171 s#121: ¥
26 1k 032 5UE (substitute) S5 3A 072 &#58; @ 90 SA 132 &#90; I |12z 7A 172 s#l22; = _i—-—o-x-s-g
27 1B 033 L5C (escape) 53 3B 073 &#59; ; 91 5B 133 &#91:; [ |123 7B 173 «#1233; | -
28 1C 034 % (file separator) 60 30 074 s#60; < 92 5C 134 &#92:; 124 70 174 s#l24; |
Z9 1D 035 G5 (group sSeparator) 61 3D 075 &#6L; = 93 5D 135 «#93; 1 |125 7D 175 «#l25; |
30 1E 036 R (record separator) 62 3E 076 &#62; > 94 EE 136 s#94; * |126 TE 176 «#1236; - b = 0x62
31 1F 037 U3 (unit separator) 63 3F 077 &#63; 7 95 SF 137 &#95: _ |127 7F 177 &#127; DEL
Source: www.LookupTables .com
Type: A (Host Address) (1) r= 0x72
Class: IN (@xeeei)
[Response In: 7]
XX}
00 50 56 f5 9e 21 @O Bc 29 a8 d© 96 08 OO 45
00 3e 3d 98 @O @0 40 11 7d 42 c® a8 9f 81 c@
99 94 01 00 O
00 GO OO 00 00 B0 Oc 76 69 62 72 61 Ge 74 63
1 WU Wl




DNS Layer 7

[SEED Labs] dns.pcapng

Aee [

Checksum: 8xc®1@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
v [Timestamps]
UDP payload (34 bytes)
Do q
Transaction ID: ©x9994
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
~ Queries
~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 16]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeei)
[Response In: 7]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
DNS t format :
Y . ® D B &< IS EQQ@E request forma Network
[W]dns HED -0 Link
—
No. Time Source Destination Protocol Length Inf———— 2 byteS > < 2 byteS — Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
j* 3 2825-10-63 19:1.. 192.168.159.129 192.15‘.1%?.2 DNS 76 5
E 4 2025-16-03 19:1.. 192.168.159.129 192.166.159.2 DNS 76 S|
i 5 2825-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 5| — —_
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 §| ID_0X9994 Flags_oxo100
L 7 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 5
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 74 S
16 26025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 5 .
17 2625-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 102 §| e
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 DNS 90 S # queStlonS 1 # answers
74 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 86
75 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 86 S
76 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 114 §] . g
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS w28  # auth Orlty # additional
248 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 5
249 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 85 5]

questions=vibrantcloud.org: type A

ASCII codes
v = 0x76

Type
1(0x0001) = A

15 (0X000F) = MX

87



DNS Layer 7

[SEED Labs] dns.pcapng o @ § App EI

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
DNS t format :
Y . ® D B &< IS EQQ@E request forma Network
[W]dns HED -0 Link
—
No. Time Source Destination Protocol Length Inf———— 2 byteS > < 2 byteS — Physical
2 2925-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query wxwwca niiPS vibrantcloud.org
—l—- 3 2825-10-63 19:1.. 192.168.159.129 192.168. lqp 2 DNS 76 5
E 4 2025-16-03 19:1.. 192.168.159.129 192.166.159.2 DNS 76 S|
i 5 2825-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 5| — —_
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 §| ID_0X9994 Flags_oxo100
L 7 2025-16-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 5
15 2025-16-83 19:1.. 192.168.159.129 192.168.159.2 DNS 74 S
16 26025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 5 .
17 2625-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 102 §| e
18 2825-168-83 19:1.. 192.168.159.2 192.168.159.129 DNS 90 S # queStlonS 1 # answers
74 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 86
75 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 86 S
76 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 114 §] . g
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS w28  # auth Orlty # additional
248 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 5
249 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 85 5]

Checksum: 8xce1@ [unver.?fJ:Led]

L aeatus; Unverified] questions=vibrantcloud.org: type A
v [Timestamps]

UDP payload (34 bytes)

Transaction ID: ©x9994 d
» Flags: ©x810@ Standard query ASC” co es
Questions: 1
Answer RRs: @8 —_—
Authority RRs: @ v OX76
°

Additional RRs: @
~ Queries I - oxsg

- vibrantclqud.crg: type A, class IN
e b = 0x62 Type
%:2?1;?:2;; igldress) (1) r = 0x72 OXOO]- = A

Class: IN (@xeeei)

[Response In: 7] OXOOF - MX

00 50 56 f5 9e 21 ©0 OC N\ 48 dO 96 08 00 45 0

Class 38
0x001 = IN (Internet)




DNS Layer 4: UDP on

Source Port: 51658
Destination Port: 53
Length: 42
Checksum: @xc01@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
v [Timestamps]
UDP payload (34 bytes)
~ Domain Name System (query)
Transaction ID: ©x9994
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: ©
Queries
=~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org
[Name Length: 167
50 56 f5 9e 21 @@ 6c 29 a8
3e 3d 98 00 @0 40 11 7d 42
CPElcO ca 00 35 00 2a cO 10
00 90 0@ 00 00 Oc 76 69 62
75 64 83 6f 72 67 0@ @O 01

de
c
99
72
0o

0020

User Datagram Protocol, Src Port: 51658, Dst Port: 53

96 08 00 45 o PV

ag 9f 81 coe a8 3=

94 01 00 00 01 BN .. 5. % . . A
61 6e 74 63 6C - - - v ibrantcl
01 oud-org .

[SEED Labs] dns.pcapng = (O
|Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN @ BIORE @ VI -~EE5E QAQQE
(A dns <=3l
No. Time Source Destination Protocol Length Info —
2 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query @x89c4 HTTPS vibrantcloud.org
3 2025-10-083 1. 5 2 76 Standard 0x9994 A vibrantcloud.org
! 4 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query @xea54 AAAA vibrantcloud.org
| 5 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response B@xea54 AAAA vibrantcloud.org SOA NS@5.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response ©x@9c4 HTTPS vibrantcloud.org SOA NS©5.DOMA
L 7 2025-10-83 19:1.. 192.168.159.2 192.168.159.129 DNS 92 standard query response ©x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query 8x1329 A www.google.com
16 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query 0xc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response BOxc72e AAAA www.google.com AAAA 2607:T8b8:4
18 2025-10-63 19:1.. 192.168.159.2 192.168.159.129 DNS 90 Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @xd7db A encrypted-tbn@.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard gquery 8x8a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0xBad9c AAAA encrypted-tbn@.gstatic.com AAAA
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 162 Standard query response @xd7db A encrypted-tbn®.gstatic.com A 142.2
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query @xbe4d A 1h3.googleusercontent.com
- 249 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv @xd6a8 AAAA 1lh3.aooaleusercontent.com =
Destination Address: 192.168.159.2

App

Transport

Network
Link
Physical

89



DNS Layer 4: UDP on port 53

1 [SEED Labs] dns.pcapng B O € App
|Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
AN IZODPDIRE AACIVI——IE = QAQ@E Network
T
[A]dns IS R3 ) Link
N N —
No. Time Source Destination Protocol Length Info J—) Physical
2 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query @x89c4 HTTPS vibrantcloud.org
3 2025-10-03 .159.2 DNS 76 Standd T
! 4 2025-10-83 : 1 0 5 5 .159.2 DNS 76 Stande l1 (j
i 5 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stand: UDP ea er org SOA NS85.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stande . , .0org SOA NS©5.DOMA
L 7 2025-10-83 19:1.. 192.168.159.2 192.168.159. Byte
15 2025-10-03 19:1.. 192.168.159.129 192.168.159. Offset
16 2025-10-03 19:1.. 192.168.159.129 192.168.159. - o' 0| [N T L T T O I A T T |3 I
17 2025-10-63 19:1.. 192.168.159.2 192.168.159. 0 . . *
18 2025-10-63 19:1.. 192.168.159.2 192.168.159. Source Port Destination Port 8
74 2025-10-03 19:1.. 192.168.159.129 192.168.159. | ) B S S —————— ——— | s s | — ————— BY‘GS
75 2025-10-03 19:1.. 192.168.159.129 192.168.159. 4 Length Checksum +
76 2025-10-63 19:1.. 192.168.159.2 192.168.159.
77 2025-10-63 19:1.. 192.168.159.2 192.168.159. L B e I P e — L L B I L B B B e - |
248 2025-10-03 19:1.. 192.168.159.129 192.168.159. Bt "0 1 2 3 4 5 6 7°8 9 ;1 2 3 4 576 7889 51234567829 51
249 2825-18-83 19:1.

.192.168.159.129 192.168.159. |<_m,ble_,|_EMe _,'_WO,G :_:

Destination Address: 192.168.159.2 =
User Datagram Protocol, Src Port: 51658, Dst Port: 53

Source Port: 51658
Destination Port: 53

Length: 42 UDP header is always 8 bytes

Checksum: @xc01@ [unverified]

[Checksum Status: Unverified] ° °
[Strean index: 2] TCP is variable length
v [Timestamps]
UDP payload (34 bytes)
~ Domain Name System (query)
Transaction ID: ©x9994
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Queries
=~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org

4

[Name Length: 167 -
00 50 56 f5 9e 21 0@ Oc 29 a8 do 96 08 00 45 @O ' D ERR E-
00 3e 3d 98 00 00 40 11 7d 42 c@ a8 9f 81 co a8 =@ }B-- -
9f 02 [:ECEcRCENCR-ERNcERl) 99 94 01 00 00 81 B - -5 F - -
00 00 0O 00 PO OO Oc 76 69 62 72 61 6e 74 63 6 - - v ibrantcl
6f 75 64 03 6T 72 67 00 0O 01 00 01 oud-org-

90




DNS Layer 4: UDP on port 53

1 [SEED Labs] dns.pcapng B O € App
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Tran sport
= = L . — =
AN @ BIORE @ VI -~EE5E QAQQE Network
T
[A]dns IS R3 ) Link
— —
No. Time Source Destination Protocol Length Info J—) Physical
2 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query @x89c4 HTTPS vibrantcloud.org
3 2025-10-03 .159.2 DNS 76 Standd T
! 4 2025-10-03 : . . . . .159.2 DNS 76 Standz l1 (j
i 5 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stand: UDP ea er org SOA NS85.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stande . , .0org SOA NS©5.DOMA
L 7 2025-10-83 19:1.. 192.168.159.2 192.168.159. B}‘IO
15 2025-10-63 19:1.. 192.168.159.129 192.168.159. Offset
16 2025-10-03 19:1.. 192.168.159.129 192.168.159. - oo 0| [ I L R LN |3 I I
17 2025-10-63 19:1.. 192.168.159.2 192.168.159. 0

Source Port Destination Port g

18 2025-10-63 19: 192.168.159.

74 2025-10-03 19: I —— S - Bytes
75 2025-10-83 19: Checksum +
76 2025-10-03 19:

77 2025-10-63 19:
248 2025-10-03 19:
249 2025-10-03 19:

T r ] T ! T I T y T L ! T T

l
2
1 2 3 4 5% 7 8 9 g1 2345 6 7 8 9 o 1

~

1.
il
il
1.
1.
1.
1. 192.168.159.2
al—
il
1l
1.
il
il

Destination Address:
User Datagram Protocol _.c Port: 51658, Dst Port: 53
Source Port: 51658
Destination Port: 53
Length: 42
Checksum: @xc01@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
v [Timestamps]
UDP payload (34 bytes)
~ Domain Name System (query)
Transaction ID: ©x9994
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: ©
Queries
+ vibrantcloud.org:
Name: vibrant
[Name LengtQh
fc 21 00 Oc 29 a8 do 96 08 @@ 45 @8  PV..l.. )..... E-
00 00 40 11 7d 42 cO a8 9f 81 c@ a8 =@ }B-- -
or 02 RN 00 94 01 00 00 01 [EEETEE
00 00 "UUU® 00 OO Oc 76 69 62 72 61 6e 74 63 6 - - v ibrantcl

6T 75 64 03 6f 72 67 00 @O 01 €0 ©1 oud-org-

sport 51658 = OxC9CA

4

Fpe A, class IN

91




DNS Layer 4: UDP on port 53

[SEED Labs] dns.pcapng = App
|Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
AN @BDIRB ACII--EEQQQE Network
[A]dns IS R3 ) Link
N N —
No. Time Source Destination Protocol Length Info J—) Physical
2 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query @x89c4 HTTPS vibrantcloud.org
3 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standd T
4 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standz l1 (j
! 5 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stand: UDP ea er org SOA NS85.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stande . , .0org SOA NS©5.DOMA
L 7 2025-10-83 19:1.. 192.168.159.2 192.168.159. Byte
15 2025-10-63 19:1.. 192.168.159.129 192.168.159. Offset |
16 2025-10-03 19:1.. 192.168.159.129 192.168.159. - o' 0| [N T L T T O I A T T |3 I
17 2025-10-63 19:1.. 192.168.159.2 192.168.159. 0 . . *
18 2025-10-63 19:1.. 192.168.159.2 192.168.159. Source Port Destination Port 8
74 2025-10-03 19:1.. 192.168.159.129 192.168.159. | ————— ——— | — — ————— Bytes
75 2025-10-63 19:1.. 192.168.159.129 192.168.159. 4 Length Checksum +
76 2025-10-63 19:1.. 192.168.159.2 192.168.159.
77 2025-10-63 19:1.. 192.168.159.2 192.168.159. T LG L I L B B B e
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.  Bit 789 431234567889 451
249 2825-19-83 19:1.. 192.168.159.129 192 -1 -_-_l
Destination Address: 192.168.159. =

User Datagram Protocol, Src Port: 51658 L Port: 53
Source Port: 51658
Destination Port: 53
Length: 42
Checksum: @xc01@ [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
v [Timestamps]
UDP payload (34 bytes)
~ Domain Name System (query)
Transaction ID: ©x9994
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: ©
Queries
-~ vibrantcloud.org: type A, clas
Name: vibrantcloud.org
[Name Length: 167

08 50 56 TS 9e 21 Gagl

dport 53 = 0x0035
Recall DNS operates on port 53

How did the receiver know this is a DNS query
at Layer 7?

4

29 a8 do 96 08 0O 45 00 PVl ) E-

910 @0 3e 3d 98 00 00 MY 11 7d 42 c@ a8 9f 81 co a8 =@ }B-- - . o

0020 9f 02 [:Ee-EcRCLNCIIRV-ERNcERI] 99 94 01 60 00 81 B - -5« d d d

026 20 ee 72 61 6e 74 63 6C - .- - v ibrantcl When eco Ing Layer 4’ It Saw the atagram
040 6F 75 64 83 6T 72 67 00 00 01 00 01 oud-org .

was sent to dport 53, so demultiplexed to that
port (where DNS listens) 92




DNS Layer 4: UDP on port 53

1 [SEED Labs] dns.pcapng B O € App
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Tran sport
AEZODORE ACHII--EEQQQE Network
T
[A]dns IS R3 ) Link
— —
No. Time Source Destination Protocol Length Info J—) Physical
2 2025-10-83 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query @x89c4 HTTPS vibrantcloud.org
3 2025-10-03 .159.2 DNS 76 Standd T
! 4 2025-10-83 : 1 0 5 5 .159.2 DNS 76 Stande l1 (j
i 5 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stand: UDP ea er org SOA NS85.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stande . , .0org SOA NS©5.DOMA
L 7 2025-10-83 19:1.. 192.168.159.2 192.168.159. Byte
15 2025-10-03 19:1.. 192.168.159.129 192.168.159. Offset
16 2025-10-03 19:1.. 192.168.159.129 192.168.159. - o' 0| [ I L N N |3 I
17 2025-10-63 19:1.. 192.168.159.2 192.168.159. 0 . . *
18 2025-10-63 19:1.. 192.168.159.2 192.168.159. Source Port Destination Port 8
74 2025-10-03 19:1.. 192.168.159.129 192.168.159. | ) B S S —————— ——— | s s | — ————— BY‘GS
75 2025-10-03 19:1.. 192.168.159.129 192.168.159. 4 Length Checksum +
76 2025-10-63 19:1.. 192.168.159.2 192.168.159.
77 2025-10-63 19:1.. 192.168.159.2 192.168.159. L I P e — L L B I L B .
248 2025-10-03 19:1.. 192.168.159.129 192.168.159. =¥ 12 3 4 6 789 45312345% 7889 3123456782941
1l ==

249 2025-10-03 19:

.192.168.159.129 192.168 - |4—Nibble fite —F'—Word .._._:

Destination Address: 192.168.159.2 =
User Datagram Protocol, Src Port: "~ .ud, Dst Port: 53

Source Port: 51658

Destination Port gl

Length: 42

Checksum: @xc01@ [unverified] Iength 42 - OXOOZA

[Checksum Status: Unverified]

 Binean andes 2 Layer 4 header + Layer 7 message
UDP payload (34 bytes)
O ansastion 10: 043904 =8 + 34 =42 bytes

» Flags: 0x0100 Standard query

Questions: 1

Answer RRs: ©

Authority RRs: @

Additional RRs: @

Queries

-~ vibrantcloud.org: type A, clas N
Name: vibrantcloud.org

4

[Name Length: 167 -
00 50 56 f5 9e 21 00 Oc 9 a8 do 96 08 00 45 00 ' D ERR E-
00 3e 3d 98 00 0@ 40 1. 7d 42 c@ a8 9f 81 co a8 =@ }B-- -
9f 02 [:ECERCENCR-EENcEEl) 99 94 01 00 00 81 B - -5 F - -
00 00 00 00 PO GO W g 69 62 72 61 6e 74 63 6C .- - v ibrantcl
6f 75 64 03 6T 72 67 00 0O 01 00 01 oud-org-

93




DNS Layer 4: UDP on port 53

1 [SEED Labs] dns.pcapng B O € App
| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Tran sport
= = L L — =
AEZODORE ACHII--EEQQQE Network
T
[A]dns BE -|e Link
— —
No. Time Source Destination Protocol Length Info J—) Physical
2 2025-10-83 192.168.159.2 DNS 76 Standard query @x89c4 HTTPS vibrantcloud.org
3 2025-10-03 .159.2 DNS 76 Standd T
! 4 2025-10-83 : 1 0 5 192.168.159.2 DNS 76 Stande l1 (j
i 5 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stand: UDP ea er org SOA NS85.DOMAI
i 6 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Stande . , .0org SOA NS©5.DOMA
L 7 2025-10-83 19:1.. 192.168.159.2 192.168.159. Byte
15 2025-10-03 19:1.. 192.168.159.129 192.168.159. Offset
16 2025-10-03 19:1.. 192.168.159.129 192.168.159. - o' 0| [N T L T T O I A T T |3 I
17 2025-10-63 19:1.. 192.168.159.2 192.168.159. 0 . . *
18 2025-10-63 19:1.. 192.168.159.2 192.168.159. Source Port Destination Port 8
74 2025-10-03 19:1.. 192.168.159.129 192.168.159. | ) B S S —————— ——— | s s | — ————— BY‘GS
75 2025-10-03 19:1.. 192.168.159.129 192.168.159. 4 Length Checksum +
76 2025-10-63 19:1.. 192.168.159.2 192.168.159. o
77 2025-10-63 19:1.. 192.168.159.2 192.168.159. L B e I L ! T T I L A B B e - |
248 2025-10-03 19:1.. 192.168.159.129 192.168.159. Bit "0 1 2 3 4 5 6 7 S~ 1 2 3 4 576 89 51234567889 451
y 249 2825-19-83 19:1.. 192.168.159.129 192.168.159. |<—Nibble Ll Word -_-_l

Destination Address: 192.168.159.2 =
User Datagram Protocol, Src Port: 51658, Dst Port: 52

Source Port: 51658
Destination Port: 53

Chokoum: ‘oxce1o MNEPTTed] checksum = 0xC010

[Checksum Status: Unverified]
[Stream index: 2]
v [Timestamps]
UDP payload (34 bytes)
~ Domain Name System (query)
Transaction ID: ©x9994
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Queries
=~ vibrantcloud.org: type A, class IN
Name: vibrantcloud.org

4

[Name Length: 167 -
00 50 56 f5 9e 21 00 Oc 29 a8 (Qg¥G 08 00 45 @O ' D ERR E-
00 3e 3d 98 00 00 40 11 7d 42 4% a3 9T 81 co a8 =@ }B-- -
9f 02 [:ECEcRCENCR-EEcEElo 99 94 01 00 00 81 B - -5-¢ . . R
00 00 00 00 PO OO Oc 76 WEWOZT72 61 6e 74 63 6 - - v ibrantcl
6f 75 64 03 6T 72 67 00 0O 01 00 01 oud-org-

94




DNS Layer 3

[SEED Labs] dns.pcapng — o App
1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
AN Z@DPIHIRE AQAC »I-—~E5FQaaQE
[W]dns [¥] -] @
. —
No. Time Source Destination Protocol Length Info ) Physical
2 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x09c4 HTTPS vibrantcloud.org
3 2025-10-03 1. 5 2 76 Standard 0x9994 A vibrantcloud.org
! 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query Oxea54 AAAA vibrantcloud.org
| 5 2025-10-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response @xea54 AAAA vibrantcloud.org SOA NSG5.DOMAI
| 6 2025-19-83 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response @x@9c4 HTTPS vibrantcloud.org SOA NSE@5.DOMA
oL 7 2025-16-83 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query 0x1329 A www.google.com
16 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query 0xc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 182 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 9@ Standard query response 0x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @xd7db A encrypted-tbn@.gstatic.com
75 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query 8x8a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0x0a9c AAAA encrypted-tbn@.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 162 Standard query response @xd7db A encrypted-tbn@.gstatic.com A 142.2
248 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbed4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv ©xd6a8 AAAA 1h3.aooaleusercontent.com b

» Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id @ -
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:75:9e:21)

» Destination: VMware_f5:9e:21 (00:50:56:f5:9e:21)

» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)

Type: IPv4 (0x08600)

.Internet Protocol Versiongd, Src: 192.168.159.129, Dst: 192.168.159.2
0100 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox0@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
-~ User Datagram Protecol, Src Port: 51658, Dst Port: 53

Source Port: 51658 =
0080 @0 50 56 f5 9e 21 00 6c 29 a8 dO 96 08 00 EENCE
[cchICINAO 3e 3d 98 00 00 40 11 7d 42 c® a8 9f 81 c@ af
0020 B c9 ca 00 35 00 2a cO 16 99 94 01 60 00 A1

J30 0O 00 GO 00 OO 00 Oc 76 69 62 T2 61 6e 74 63 6C

6f 75 64 03 6f 72 67 00 060 61 00 01

95




DNS Layer 3

[SEED Labs] dns.pcapnt N &=

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header
= , Byte

B @@\«}@l*o”sc"‘ﬁ||l|||]1|||l||||2|||l||||3|||L|||

App
Transport
Network

0 . IHL (Header
Version Type of Service (TOS Total Length
No. Time Source D Length) P ( ) 9

2 2025-10-03 19:1.. 192.168.159.129 1

10- . I IP Flags
- 3 2025-10-03 19:1.. 192.168.159.129 4 ldentification g Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM

2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

oy

8 Time To Live (TTL}) Protocol Header Checksum

T_

16 2025-16-03 19:1.. 192.168.159.129

12
17 2025-10-03 19:1.. 192.168.159.2 Source Address

18 2025-10-03 19:1.. 192.168.159.2

74 2025-10-03 19:1.. 192.168.159.129

16 e
75 2025-10-03 19:1.. 192.168.159.129 Destination Address

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

76 2025-10-03 19:1.. 192.168.159.2

77 2025-16-03 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129

20

IP Option (variable length, optional, not common)

L O = S S =Y

: 249 2025-10-03 19:1.. 192.168.159.129 l SR S B R l SIS L B
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bt 70 1 2 3 4567 889 0 123 45767889 0 123456788 0

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af Mibble —-+—B1ﬂﬂ —I-}—word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[l Iinternet Protocol Versiongyd, Src: 192.168.159.129, Dst: 192.168.159.2

0100 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox0@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 53

Source Port: 51658
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 EENCE
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@® a8 9f 81 c@ ag
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

96



DNS Layer 3

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
) Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link |
No. Time Source D Length) Phvsical

2 2025-10-03 19:1.. 192.168.159.129 1 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset

4 2025-10-03 19:1. 192.168.159.129 x DM
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129 IHL
16 2025-10-03 19:1.. 192.168.159.129 12 Internet
17 2025-10-03 19:1. 192.168.159.2 Source Address {Header
18 2025-10-03 19:1.. 192.168.159.2 T4 rrryrrrrrrr\4rrrrrr1rrri Lenglh}
74 2025-10-03 19:1.. 192.168.159.129 16 Destination Address
75 2025-10-03 19:1.. 192.168.159.129

L ) | 1 1 1 I L L L ) | L 1 1 1 L L L 1 L 1 1

76 2025-10-03 19:1.. 192.168.159.2
IP Option (variable length, optional, not common)

Type of Service (TOS) Total Length

20
Bytes

oy

ime To Live (TTL) Protocol Header Checksum

T_
-~
(ST
o

77 2025-106-03 19:1.. 192.168.159.
248 2025-10-03 19:1.. 192.168.159 9

249 2025-10-83 19:1.. 192.168.153¢129

4 " L L =T T r| T I'.Il'lr T rlr L rl2rr r| L L r1rr3
» Frame 3: 76 bytes on wire (668 ts), 76 bytes Bit 123456?&90123456?390123456?890

1

-~ Ethernet II, Src: VMware_a8:deg86 (00:0c:29:af Mibble —-+—B1ﬂﬂ —I-}—word

+ Destination: VMware f5:9e: (00:50:56:T5:9

» Source: VMware a8:d0:96 (@0:0c:29:a8:d0:96)

Type: IPv4 (0x08600)

.'Internet Protocol Versiol , Src: 192.168.159.129, t: 192.168.159.2
0180 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: Ox0@ (DSCP: CS@, HCN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)

20

[ A
-
-

H
|

Flags: 6xee 1
...0 0PEM EEEE OO = Fragment Offset: © IP ve rSIon
Time to Live: 64
Protocol: UDP (17) IPV4

Header Checksum: 8x7d42 [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.159.129 6 IPV6

Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Po 53

Source Port: 51658 -
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 LGN
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@® a8 9f 8. v aj
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

97




DNS Layer 3

i [SEED Labs] dns.pcapnt = & & App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
Byte

l.:l@@\«)}%l*om"ﬁ||l|||]1|||l||||2|||l||||3|||L Network

[W]dns ol versi IHL (Header Link
ersion ‘
No. Time Source D Length) Phvsical
2 2025-10-03 19:1.. 192.168.159.129 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 identification IP Flags Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM
5 2025-10-03 19:1.. 192.168.159.2
6 2025-10-83 19:1.. 192.168.159.2
HL 7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-16-03 19:1.. 192.168.159.129
17 2025-10-03 19:1. 192.168.159.2
18 2025-10-03 19:1. 192.168.159.2
74 2025-10-03 19:1.. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
e e e 20 IP Option (variable length, optional, not common)

249 2825-10-83 19:1.. 192.168.159.129 1

] " " : | T r| T I'.Il'lr T rlr L rl2rr r| L L r1rr3
» Frame 3: 76 bytes on wire (608 bits), 76gbyte: Bi = 456?&90123456?890123456?890

it *O0 1 1

-~ Ethernet II, Src: VMware_a8:de:96 (00:Q€:29:af Mibbil B ﬂ—l'}—Word

» Destination: VMware f5:9e:21 (00:50456:f5:9 I-‘_ v

» Source: VMware aB8:d0:96 (00:0c:2948:d0:96)

Type: IPv4 (0x08600)

[l Iinternet Protocol Versiongd, Srcpd192.168.159.129, Dst: 19).168.159.2
0100 .... = Version: 4

. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: t-ECT) . .
Total Length: 62 Internet Header Length (IHL) in number of 32-bit words
Identification: ©x3d98 (15768)
Flags: 6xee

78 o800 0se 0000 = Fragnent OFfset: 8 5 means 20 bytes here (multiply by 4)

Time to Live: 64

Protocol: UDP (17) 3 h H I I h H

Header Checksum: 8x7d42 [validation disabled] Layer as optlona componentsl So engt Is nOt

[Header checksum status: Unverified] 2

Source Address: 192.168.159.129 I y 0 by

Destination Address: 192.168.159.2 a wa s tes
~ User Datagram Protocol, Src Port: 51658, Dst Po 53

Source Port: 51658 -
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 LGN
[cIchIcAOE 3e 3d 98 @0 00 40 11 7d 42 c@ a8 9f 81 vu aj
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
D030 0O OO 0B OO OO PO Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

Type of Service (TOS) Total Length

=

=

20
Bytes

8 Tige To Live (TIL) Protocol Header Checksum

IHL

2 Source Address (Internet
Header

I I 1 I I I 1 I I I l I I I 1 I I I 1 I I I 1 I I I Lenglh}

R N N S SOy Ry
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DNS Layer 3

1Eile Edit View Go Capture Analyze Statistics Telephrmv

BORE A< >V on

Offset

Wwliralace

[SEED Labs] dns.pcapnt = & &

IP header

tj|||l|||]1|||l||||2|||l||||3|||t|||

Tanle Haln

App
Transport
Network

0

Time Source D
2 2025-10-03 19:1.. 192.168.159.129 1

IHL (Header Type of Service (TOS) Total Length

Version Length)

3 2025-16-63 19:1.. 192.168.159.129 4
4 2025-10-83 19:1.. 192.168.159.129
2025-10-03 19:1.. 192.168.159.2

IP Flags

Identifi x D M

on Fragment Offset

oy

2025-10-83 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.129

T_

Time To Live (TT rotocol Header Checksum

2025-10-03 19:1.. 192.168.159.129
2025-16-63 19:1.. 192.168.159.2
26825-19-83 19:1.. .168.159.2
2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129
2025-10-03 19:1.. .168.159.2

2825-168-83 19:1.. .168.159.2 20

Source Address

Destination Address

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

2025-16-83 19:1. .168.159.129
26825-18-83 19:1. .168.159.129

L O = S S =Y

» Frame 3: 76 bytes on wire (608 bits), 76 byte: B

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af

» Destination: VMware _f5:9e:21 (00:50:56:f5:9

» Source: VMware a8:d0:96 (00:0c:29:a8:d0:96
Type: IPv4 (0x08600)

[El internet Protocol Versiongd, Src: 192.168

it 0
|« Nibbie —»|—B

IP Option (variable length, optional, not common)

T I'.II' L) T T T T T L I2r T T
8 9 0 12 3 4 EIE 7 8 9 0 1 2 3
Word

T
1 2 3 4 5 ?1 |45

LA e L
3
6789,

9.129, Dst: 192.168.159

0100 . = Version: 4
. 9101 = Header Length: 20 bytes )
Differentiated Services Field: 0x@@ (DSCP: CSO,
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 5
Source Port: 51658
00 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 LN
0 3e 3d 98 00 90 40 11 7d 42 c@® a8 9f 81 c@ ay
EEMNCl 9 ca 00 35 00 2a cO 10 99 94 01 00 00 01
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

0000
0010
0020

ECN: Not-ECT)

Type of service
0x00 = best effort
0xB8 = expedited (for things like VOIP)

99



DNS Layer 3

i [SEED Labs] dns.pcapnt = & & App

1 File Edit View Go Capture Analyze Statistics Telephrrv Wiralace Tanle Haln IP header Transport
(0@ BORE A< )Y Fom Network

l'.—d o ooy oy |2| B A EIR )
[dns 0] version | 'HL(Header Llnk‘
Physical

No. — cource . Length) Type of Service (TOS) Total Length

2 2025-10-03 19:1.. 192.168.159.129
- 3 2025-10-03 19 192.168.159.129 4
4 2025-10-83 19:1.. 192.168.159.129
5 2825-1€-83 19:1.. 192.168.159.2
6 2025-10-83 19:1.. 192.168.159.2
g 7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-16-03 19:1.. 192.168.159.129
17 2025-16-63 19:1.. 192.168.159.2
18 2025-10-03 19:1.. 192.168.159.2
74 2025-10-03 19:1.. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-16-03 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129

y 249 2825-10-83 19:1.. 192.168.159.129 L T 1 T ,-1 U L l L L L L L rS
0

2 T
» Frame 3: 76 bytes on wire (608 bits), 76 byte: 0123 56?890123456?890123'456?89 1
-~ Ethernet II, Src: VMware_aB8:d0:96 (00:0c:294 I-‘—Nibble Byte —I*}—Word L
» Destination: VMware f5:9e:21 (08:50:5 19
» Source: VMware a8:d0:96 (00:0c:29:3##d0:96)
Type: IPv4 (0x08600)
Bl Internet Protocol Versiongd, 192.168.159.129, D, 192.168.159.2
0100 .... = Version: 4
. 9101 = Header Le : 20 bytes (5)

Total Lengin: oa M ot 008 (DS EA: NorECT) Total length = IP header + payload

Identification: ©x3d98 (15768)

Flags: 000 o 0000 = Fragnent aafoc: o Payload = UDP header + App message
ﬁ;g;:?}:;egﬁzué?éx?ddz lidgt;cn disabled] Payload 42 bytes from pre‘"ous SIIde
Source Address: 1038150120 + 20 bytes IP header (from IHL field)

Destination Addr 1 192.168.159.2

-~ User Datagram Pr col, Src Port: 51658, Dst Port: 53 —-— 6 b I — o 3
Source Portg#b1658 ' ' - 2 ytes tOta - X E -

0880 00 50 f5 9e 21 00 Ac 29 a8 de 96 08 00 06
0010 [l d 98 00 @0 40 d 0 a8 9f 8 0 a8
0820 c9 ca 00 35 00 2a cO 10 99 94 01 GO 80 A1
O30 GO A0 0O O 0 e8 Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6f 72 67 00 060 61 00 01

=

IP Flgfls

Identification Fragment Offset

.
=

20
8 Time To Live (TTL}) Bpefocol Header Checksum Byles

IHL
2 Source Address (Internet
Header
L L L ) § L 1 1 ) | L L L 1 L 1 1 Lenglh}
Destination Address

IP Option (variable length, optional, not common)

20

L = Y == SOy ARy
-

Time to Live: 64

100




DNS Layer 3

1Eile Edit View Go Capture Analyze Statistics Telephrmv

BORE A< >V on

Offset

Wwliralace

[SEED Labs] dns.pcapnt

App
Transport

IP header

tj|||l|||]1|||l||||2|||l||||3|||t|||

Tanle Haln

Network

0

Time Source
2 2025-10-03 19:1.. 192.168.159.129

WL (Header Type of Service (TOS) Total Length Link‘
Physical

Version Length)

3 2025-16-63 19:1.. 192.168.159.129
2p25-16-63 19:1. 192.168.159.129
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.129
2025-10-03 19:1.. 192.168.159.129
2025-16-63 19:1.. 192.168.159.2
26825-19-83 19:1.. .168.159.2
2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129
2025-10-03 19:1.. .168.159.2
2825-168-83 19:1.. .168.159.2
2025-16-83 19:1. .168.159.129
26825-18-83 19:1. .168.159.129

=l o

[ N N N N =gy,

e DBit

9:at
:f5:9
:dB:96)

» Frame 3: 76 bytes on wire (608 bits), 76
- Ethernet II, Src: VMware_a8:de:96 (ee:e
» Destination: VMware f5:9e:21 (008:50;
» Source: VMware aB8:d0:96 (00:0c:29;
Type: IPv4 (0x08600)

[El internet Protocol Versiongd, Srcg192.168.1

IP Flags

Identification x DM

Fragment Offset

20
Bytes

Time To e (TTL) Protocol Header Checksum
IHL
(Internet
Header

Length)

Source Address

Destination Address

IP Option (variable length, optional, not common)

L L L) ¥ T

6 7 8

L | T T T ‘ L I'.Il' Li T L

1234567889 73123435
Nibble Byte Word

L B e L L L
IE?&9§123|45

29, Dst: 192.168.159.2

0100 . = Version: 4

. 9101 = Header Length:
Differentiated Services
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 DOOO OEEE 0OBG = Fragme
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d4
[Header checksum sta
Source Address: 19
Destination Addr
~ User Datagram Pro

Source Port: 658
00 50 56 9e 21 00 Bc 29 a8 do 96 08 00 [N
OO0 3e 3d 98 @0 90 40 11 7d 42 c@ a8 9f 81 c@ aj
ekl C9 Ca 00 35 00 2a cO 10 99 94 @1 00 00 81
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

D bytes (
1d: exee

SCP: CSO,

offset: 0

validation disabled]
: Unverified]
68.159.129
1 192.168.159.2
col, Src Port: 51658, Dst Port: 53

0000
0010
0020

ECN: Not-ECT)

ID number
15768 = 0x3D98
Used for fragmentation

101



DNS Layer 3

[SEED Labs] dns.pcapnc - o x App

1F|le Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
_ > Byte

l.:l.@@«)}r@'l*om"ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link

No. Time Source D Length) Physicall
2 2025-16-03 19:1.. 192.168.159.129 \

> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset

; 4 2025-10-03 19:1.. 192.168.159.129 X M

i 5 2025-10-03 19:1.. 192.168.159.2

: 6 2025-10-03 19:1.. 192.168.159.2

L 7 2025-16-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-03 19:1.. 192.168.159.129
17 2025-10-03 19:1. 192.168.159.2
18 2025-10-03 19:1. 192.168.159.2
74 2025-10-03 19:1.. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-10-03 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129

y 249 2825-10-83 19:1.. 192.168.159.129 | l L L L | L B B s e |

2
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 4 56 7 8 0123456?&90123456?89

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af |-d— ‘b+— Word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[El internet Protocol Versiongd, Src: 192.168.159 , Dst: 192.168.
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes

Differentiated Services Field: 0x0g SCP: CS@, ECN: N ECT) H
Porat Longen: 62 Fragmentation
Identification: ©x3d98 (1576
Flags: 6xee 0 - f d
...0 00DBO EOEE PEA® = Fragment Offset: @ nOt ragmente
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validatio sabled]
[Header checksum status: Unverifj#d]
Source Address: 192.168.159.1
Destination Address: 192.1697159.2
~ User Datagram Protocol, SrgfPort: 51658, Dst Port: 53
Source Port: 51658 -
0P00 00 50 56 f5 9e 21700 Bc 29 a8 do 96 08 00 EGNC[
cIchIcAOE 3e 3d 98 @0 00 40 11 7d 42 c@® a8 9f 81 c@ aj
0020 [Elglck c9 ca oo 00 2a cO 10 99 94 01 00 B0 01
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

Type of Service (TOS) Total Length

=

=

20
Bytes

8 Time To Live (TTL}) Protocol Header Checksum
IHL

12 Source Ad < (Internet
Header
L L L ) § L 1 1 ) | L L L 1 L 1 1 LEHg”’I}
16 Deggffation Address

20 IP Option#friable length, optional, not common)

L = Y == SOy ARy
-
-

[ )

Y

102




DNS Layer 3

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
= ) Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link |
No. Time Source D Length) Phvsical
2 2025-10-03 19:1.. 192.168.159.129 1 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM
2025-10-03 19:1. 192.168.159.2
2025-10-03 19:1. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-16-03 19:1.. 192.168.159.129
17 2025-10-03 19:1. 192.168.159.2
18 2025-10-03 19:1. 192.168.159.2
74 2025-10-03 19:1.. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
e e e 20 IP Option (variable length, optional, not common)

y 249 2825-10-83 19:1.. 192.168.159.129 1 L 1 T r1 i L L l L L L L | e e | r:3
0

: 2 !
» Frame 3: 76 bytes on wire (608 bits), byte: Bit 0123456?390123455?390123'456?89 1
-~ Ethernet II, Src: VMware_a8:de:96 (0g#bc:29:af |'¢—Nibble —b+—B1,r|a —Iv}—word -
» Destination: VMware _f5:9e:21 (00 0:56:Ff5:9
» Source: VMware aB8:d0:96 (00:0c:g8:a8:d0:96)
Type: IPv4 (0x08600)
Bl Internet Protocol Versiongd, : 192.168.1590€129, Dst: 192.168.159.2
0100 .... = Version: 4
. 9101 = Header Lengt 20 bytes (5)

[ﬁ%ferentiated Service ield: o@xee (DEP: CSO, ECN: Not-ECT) H H
Total Length: 62 Tlme TO lee (ttl)

Identification: ©x3g#@8 (15768)

Pl oo ae0 ol . o Number of hops remaining

= Fragment Of

Type of Service (TOS) Total Length

20
Bytes

oy

8 Time To Live (TTL}) Protocol Header Checksum

T_

IHL
Source Address (Internet
Header
) § 1 1 1 ) § L L L ) § 1 1 1 l L L L ) § L 1 1 ) | L L L 1 L 1 1 Leﬂglh}
Destination Address

A = =gy
(%]

Time to Live: 64

Protocol: UDP (17) 64 = 0)(40

Header Checksum: 8x7d42 [vali ion disabled]

[Header checksum status: Unvefified]

Source Address: 192.168.159 429

Destination Address: 192.168.159.2
~ User Datagram Protocol, SrcgPort: 51658, Dst Port: 53

Source Port: 51658 -
0000 00 50 56 f5 9e 21 @0 29 a8 do 96 08 00 EGENGG
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@ a8 9f 81 c@ aj
0020 [k c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01
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DNS Layer 3

1Eile Edit View Go Capture Analyze Statistics Telephrmv

PEORE @< > on

Wwliralace

[SEED Labs] dns.pcapnt

IP header

tj|||l|||]1|||l||||2|||l||||3|||L

Tanle Haln

App
Transport

Network

|I|dn5 ]
No. Time Source D
2 2025-10-03 19:1.. 192.168.159.129

=

IHL (Header Type of Service (TOS) Total Length

Version Length)

- 3 2025-10-03 19 192.168.159.129 4
4 2025-10-83 19:1.. 192.168.159.129
5 2825-1€-83 19:1.. 192.168.159.2

=

IP Flags

Identification x DM

Fragment Offset

6 2025-10-03 19:1.. 192.168.159.2
g 7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

Time To Live (TTL}) Protocol Header Checksum

16 2025-16-03 19:1.. 192.168.159.129
17 2025-16-63 19:1.. 192.168.159.2

Source Address

18 2825-10-83 19:1. .168.159.2

74 2025-10-03 19:1.. .168.159.129
75 2025-10-03 19:1.. .168.159.129

Destination Address

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

76 2025-10-03 19:1.. .168.159.2

77 2825-108-83 19:1.. .168.159.2
248 2025-10-83 19:1. .168.159.129
249 2025-18-83 19:1. .168.159.129

20

L = Y == SOy ARy

» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[El internet Protocol Versiongd, Src: 192.168

.129, Dst: 192

IP Option (variable length, optional, not common)

L L L)

L I'.Il'lr T T L L rl2rr T
l 6 7 8

L
2 3 4 ?‘&90123456?&90123145

Nibble yle Wiord

8.159.2

0100 . = Version: 4
. 9101 = Header Length: 20 byte 5)
Differentiated Services Field: @ (DsCP: Cs@,
Total Length: 62
Identification: ©x3d98 (157
Flags: 6xee
...0 DEOO OOOE OBEE =
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation djfabled]
[Header checksum status: Unverified
Source Address: 192.168.159.129
Destination Address: 192.168.15
~ User Datagram Protocol, Src Por
Source Port: 51658
0000 00 50 56 f5 9e 21 00 Oc 9 a8 do 96 08 00 [ENC
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@ a8 9f 81 c@ aj
0020 [k c9 ca 00 35 00 Za c@ 10 99 94 @1 00 00 81
D030 0O OO 0B OO OO PO Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

gment Offset: ©

51658, Dst Port: 53

ECN g

ot-ECT)

Layer 4 protocol (this is the Layer 3 header)

Network stack knows what to expect at Layer 4

UDP: 17 = 0x11
TCP: 6 = 0x06
ICMP: 1 = 0x01
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DNS Layer 3

[SEED Labs] dns.pcapnt
1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header

Byte
tj|||l|||]1|||l||||2|||l||||3|||L

App
Transport
Network

B RE &€ 9V I+ ose
IHL (Header Type of Service (TOS) Total Length

0 Version
No. Time Source D Length)
2 2025-16-03 19:1.. 192.168.159.129 1

10- . I IP Flags
- 3 2025-10-03 19:1.. 192.168.159.129 4 ldentification g Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM

2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

oy

8 Time To Live (TTL}) Protocol Header Checksum

T_

16 2025-16-03 19:1.. 192.168.159.129

12
17 2025-10-03 19:1.. 192.168.159.2 Sour dress

18 2025-10-03 19:1.. 192.168.159.2

74 2025-10-03 19:1.. 192.168.159.129

16 —
75 2025-10-03 19:1.. 192.168.159.129 estination A 55

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

76 2025-10-03 19:1.. 192.168.159.2

77 2025-16-03 19:1.. 192.168.159.2

248 20251603 19-1. 199 168 159 129 20 1P @fftion (variable Igsfth, optional, not common)

L O = S S =Y

: 249 2025-10-03 19:1.. 192.168.159.129 l T T T T T Pp——— SR L s
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 70 1 2 3 4 5 8 8 0 1 3 457 789 0 12345678

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af I-‘—Nibble ] —I-}—word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[El internet Protocol Versiongd, Src: 192.168.159.129, Dst, .168.159.2

0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: , ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 DDOO OEEE OBBG = Fragmen fset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
-~ User Datagram Protocol, Src Port: 51658 #Mist Port: 53
Source Port: 51658
000 00 50 56 f5 9e 21 @0 Bc 29 a8 96 08 00 [EMlc
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@ a8 9f 81 c@ aj
0020 [k c9 ca 00 35 00 2a CO 10 99 94 @1 0 00 01
00 00 00 00 OO OB Oc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

Checksum

16 bits

One’s complement
Header only
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DNS Layer 3

File Edit View Go Capture Analyze Statistics Telephrmv

BORE A< >V on

Offset

Wwliralace

[SEED Labs] dns.pcapnt

App
Transport

IP header

tj|||l|||]1|||l||||2|||l||||3|||t|||

Tanle Haln

Network

0

Time Source
2 2025-10-03 19:1.. 192.168.159.129

WL (Header Type of Service (TOS) Total Length Link‘
Physical

Version Length)

3 2025-16-63 19:1.. 192.168.159.129
2p25-16-63 19:1. 192.168.159.129

IP Flags

Identification x DM

Fragment Offset

20

2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1.. 192.168.159.129

=l o

Bytes

Time To Live (TTL}) Protocol Header Checksum

IHL

2025-10-03 19:1.. 192.168.159.129
2025-16-63 19:1.. 192.168.159.2

(Internet
Header

Source Address

26825-19-83 19:1.. .168.159.2

2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129

Length)

2025-10-03 19:1.. .168.159.2

2825-168-83 19:1.. .168.159.2 20
2025-16-83 19:1. .168.159.129

L O = S S =Y

{variable length, optional, not common)

y 249 2025-10-03 19:1.. 192.168.159.129 l

» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af

» Destination: VMware_f5:9e:21 (00:50:56:f5:9

» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)

[l Iinternet Protocol Versiongd, Src: 192.168.159.129, Dst:

L Li T T T

2 3 4 5

L L L) ¥ T

6 7 8

L B e L L L
IE?&9§123|45

0100 . = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x@@ (DSCP: CSg
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEO EEEE A = Fragment Offsg
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @x7d42 [ fdation disabled
[Header checksum status: verified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658
Source Port: 51658

Dst Port: 53

0000
0010
0020

c@® a8 9f 81

72 61
00 01

6e 74

63 6¢C

Source IP address
192.168.159.129 = 0xC0.A8.9F.81
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DNS Layer 3

[SEED Labs] dns.pcapnc - o x App

1Eile Edit View Go Capture Analyze Statistics Telephrru irslace Tanle Haln IP header Transport
= ) Byte

l.:l@@«)}r@'l*om"‘ﬁ||l|||]1|||l||||2|||l||||3|||L||| Network

0 Version IHL (Header Link

No. Time Source D Length) P sical‘
2 2025-10-03 19:1.. 192.168.159.129 1 \
> 3 2025-16-03 19:1.. 192.168.159.129 4 Identification IP Flags Fragment Offset
4 2025-10-03 19:1. 192.168.159.129 x DM
2025-10-03 19:1.. 192.168.159.2
2025-10-03 19:1. 192.168.159.2
2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129
16 2025-10-03 19:1.. 192.168.159.129
17 2025-10-03 19:1.. 192.168.159.2
18 2025-10-03 19:1.. 192.168.159.2
74 2025-10-03 19:1. 192.168.159.129
75 2025-10-03 19:1.. 192.168.159.129
76 2025-10-03 19:1.. 192.168.159.2
77 2025-10-83 19:1.. 192.168.159.2
248 2025-10-03 19:1.. 192.168.159.129
249 2025-10-03 19:1.. 192.168.159.129

Type of Service (TOS) Total Length

20
Bytes

oy

8 Time To Live (TTL}) Protocol Header Checksum

F

IHL

2 Source Address (Internet
Header
L L L ) § 1 1 1 ) § L L L ) § 1 1 1 l L L L ) § L 1 1 ) | L L L 1 L 1 1 Lenglh}

tion (variable length, optional, not common)

L O = S S =Y

L Li T T T l L L L Li ¥ T T

| L B
9012345 0

: 2 !
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 6 7 889 0 1.2 3 14 567 88
-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[ internet Protocol Versiongd, Src: 192.168.159.129, Dst: 1
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x0@@ (DSCP: CSO,
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation dj
[Header checksum status: Unverified
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 5165 Dst Port: 53
Source Port: 51658

g
d
i A

) Destination IP address
192.168.159.2 = 0xC0.A8.9F.02

0000
0010
0020

94 01 00 UTC
UUb 00 00 00 00 Oc 76 69 62 72 61 6e 74 63 6C
6T 75 64 03 6f 72 67 0@ 00 01 @0 01
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DNS Layer 3

1 [SEED Labs] dns.pcapnt¢ B &

IP header

tj|||l|||]1|||l||||2|||l||||3|||t||

Wwliralace Tanle Haln

1Eile Edit View Go Capture Analyze Statistics Telephrmv

PEORE @< > on

App
Transport

Network

|I|dn5 ]
No. Time Source D
2 2025-10-03 19:1.. 192.168.159.129

IHL (Header Type of Service (TOS) Total Length

Version Length)

=

IP Flags
x D M

3 2025-10-03 19 192.168.159.129 4
4 2025-10-83 19:1.. 192.168.159.129
5 2825-1€-83 19:1.. 192.168.159.2

5 Identification Fragment Offset

=

6 2025-10-03 19:1.. 192.168.159.2
7 2025-10-03 19:1.. 192.168.159.2
15 2025-10-03 19:1.. 192.168.159.129

8 Time To Live (TTL}) Protocol Header Checksum

16 2025-16-03 19:1.. 192.168.159.129

17 2025-16-63 19:1.. 192.168.159.2 Source Address

26825-19-83 19:1.. .168.159.2

2025-10-83 19:1. .168.159.129
2025-10-03 19:1.. .168.159.129

Link
Physical

20
Bytes

IHL
(Internet
Header
Length)

2025-10-03 19:1.. .168.159.2

2825-168-83 19:1.. .168.159.2
2025-16-83 19:1. .168.159.129

20 IP Option (variable length, optional, not common)

L = Y == SOy ARy
-
-
-
L
-
-
'

: 2025-16-03 19:1.. .168.159.129 l ———T l T T
» Frame 3: 76 bytes on wire (608 bits), 76 byte: Bit 01234567879 0 23 45767889 0 123

L L L) ¥

| .y
4 56 7 8 9

-~ Ethernet II, Src: VMware_a8:de:96 (@0:0c:29:af Mibble Byte Word
» Destination: VMware_f5:9e:21 (00:50:56:f5:9
» Source: VMware aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x08600)
[l Iinternet Protocol Versiongyd, Src: 192.168.159.129, Dst: 192.168.159.2

0100 . = Version: 4
. 9101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x0@@ (DSCP: CSO,
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 6xee
...0 0PEM EEEE OO = Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 8x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 53
Source Port: 51658
0P OO 50 56 f5 9e 21 @0 Bc 29 a8 do 96 08 00 EENCE
[cIchIcAOE 3e 3d 98 @0 90 40 11 7d 42 c@® a8 9f 81 c@ ag
0020 [EgNck c9 ca 00 35 00 2a cO 10 99 94 @1 00 00 81
D030 0O OO 0B OO OO PO Bc 76 69 62 T2 61 6e 74 63 6C
6f 75 64 03 6 72 67 0@ 060 @1 00 01

ECN: Not-ECT)

No optional components

How do we know no optional components?
IHL was 5, so header ends after 20 bytes

108



DNS Layer 2

]

v Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id ©
[ElEthernej II, Src: VMware_a8:d@:96 (00:0c:29:a8:d@:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

[SEED Labs] dns.pcapng - g
1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ PNRBAQACHII--EEQQQE
[W]dns HE -0
No. Time Source Destination Protocol Length Info [—
2 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x@9c4 HTTPS vibrantcloud.org
3 1 76 Standard query 0x9994 A vibrantcloud.org
: 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 8xea54 AAAA vibrantcloud.org
! 5 2025-10-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 0xea54 AAAA vibrantcloud.org SOA NS@5.DOMAI
| 6 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 8x09c4 HTTPS vibrantcloud.org SOA NSG5.DOMA
oL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query Oxc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-160-03 19:1.. 192.168.159.2 192.168.159.129 DNS 90 Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query Oxd7db A encrypted-tbn®.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @x@a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0xGa9c AAAA encrypted-tbn®.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xd7db A encrypted-tbn@.gstatic.com A 142.Z
248 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbe4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv @xd6a8 AAAA lh3.aooaleusercontent.com

» Destination: VMware_f5:9e:21 (00:50:56:f5:9e:21)
» Source: VMware_aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x0860)
~ Internet Protocol Version 4, Src: 192.168.159.129,
0100 = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 0x80
...0 0DOB GOGE EBEO = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: ©x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 53
Source Port: 51658
9000 a5 00
2016 08 3e 3d 98 00 00 40 11 7d 42 ce a8 9f 81 ce a8
20 8f 82 c9 ca 00 35 00 2a cO 10 99 94 01 B0 GO 61
30 00 00 00 GO B0 08 Bc 76 69 62 72 61 Ge 74 63 6c
6f 75 64 03 6f 72 67 00 60 01 60 A1

Dst: 192.168.159.2

App
Transport
Network
Link
Physical
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DNS Layer 2

1 ’ »
v Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id ©
[ElEthernej II, Src: VMware_a8:d@:96 (00:0c:29:a8:d@:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

[SEED Labs] dns.pcapng - g
1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ PNRBAQACHII--EEQQQE
[W]dns HE -0
No. Time Source Destination Protocol Length Info [—
2 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x@9c4 HTTPS vibrantcloud.org
3 1. 5 o 5 5 5 o 76 Standard query 0x9994 A vibrantcloud.org
: 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 8xea54 AAAA vibrantcloud.org
! 5 2025-10-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 0xea54 AAAA vibrantcloud.org SOA NS@5.DOMAI
| 6 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 8x09c4 HTTPS vibrantcloud.org SOA NSG5.DOMA
oL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query Oxc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-160-03 19:1.. 192.168.159.2 192.168.159.129 DNS 90 Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query Oxd7db A encrypted-tbn®.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @x@a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0xGa9c AAAA encrypted-tbn®.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xd7db A encrypted-tbn@.gstatic.com A 142.Z
248 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbe4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv @xd6a8 AAAA lh3.aooaleusercontent.com

» Destination: VMware_f5:9e:21 (00:50:56:T5:9e:21) ) -
» Source: VMware_aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x0860)

- Internet Protocol Version 4, Src: 192.168.159.129, Dst: 192.168.159.2 — Destination MAC address
0160 .... = Version: 4
00:50:56:F5:9E:21

. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 0x80
...0 0DOB GOGE EBEO = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 0x7d42 [validation disabl
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168
-~ User Datagram Protocol, Sr
Source Port: 51658

5@ 56 5

4
t: 51658, Dst Port: 53

96 08 OOEEEENCl]

L) 090 00U 0o 40 11 7d 42 c® a8 9f 81 co a8
20 9f 02 c9 ca 00 35 00 2a cO 10 99 94 01 60 @O O1
30 00 00 0 G0 GO B0 Bc 76 69 62 72 61 6e 74 63 6C
6T 75 64 83 6T 72 67 60 00 01 60 01

App
Transport
Network
Link
Physical

110



DNS Layer 2

1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN e DINRO &K > I ~I= QQ@AE

1 ’ »
v Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id ©
[ElEthernej II, Src: VMware_a8:d@:96 (00:0c:29:a8:d@:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

[SEED Labs] dns.pcapng B O O

[W]dns <I=RaK
No. Time Source Destination Protocol Length Info [—
2 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x@9c4 HTTPS vibrantcloud.org
3 1. 5 o 5 5 5 o 76 Standard query 0x9994 A vibrantcloud.org
: 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 8xea54 AAAA vibrantcloud.org
! 5 2025-10-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 0xea54 AAAA vibrantcloud.org SOA NS@5.DOMAI
| 6 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 8x09c4 HTTPS vibrantcloud.org SOA NSG5.DOMA
oL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query Oxc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-160-03 19:1.. 192.168.159.2 192.168.159.129 DNS 90 Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query Oxd7db A encrypted-tbn®.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @x@a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0xGa9c AAAA encrypted-tbn®.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xd7db A encrypted-tbn@.gstatic.com A 142.Z
248 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbe4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv @xd6a8 AAAA lh3.aooaleusercontent.com

» Destination: VMware_f5:9e:21 (00:50:56:f5:9e:21)
» Source: VMware_aB8:d0:96 {GG:GC:ZB:aB:dG:BG)F
Type: IPv4 (0x0860)

-~ Internet Protocol Version 4, Src: 192.168.159.129, Dst: 192.168.159.2 Sou rce MAC address
0180 .... = Version: 4
00:0C:29:A8:D0:96

. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)

Flags: 0x80

...0 0DOB GOGE EBEO = Fragment Offset: @
Time to Live: 64

Protocol: UDP (17)

Header Checksum: ©x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port:

Source Port: 51658
0060 45 00
J016 08 3e 3d 98 o0 0o 40 d 4 g a8 9f 81 c@ a8
2020 9f 02 c9 ca 00 35 00 2a cO 10 99 94 01 60 @O O1

30 00 00 00 GO B0 08 Bc 76 69 62 72 61 Ge 74 63 6c

6f 75 64 03 6f 72 67 00 60 01 60 A1

Dst Port: 53

r
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DNS Layer 2

]

v Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id ©
[ElEthernej II, Src: VMware_a8:d@:96 (00:0c:29:a8:d@:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

[SEED Labs] dns.pcapng - g
1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ PNRBAQACHII--EEQQQE
[W]dns HE -0
No. Time Source Destination Protocol Length Info [—
2 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x@9c4 HTTPS vibrantcloud.org
3 1 76 Standard query 0x9994 A vibrantcloud.org
: 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 8xea54 AAAA vibrantcloud.org
! 5 2025-10-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 0xea54 AAAA vibrantcloud.org SOA NS@5.DOMAI
| 6 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 8x09c4 HTTPS vibrantcloud.org SOA NSG5.DOMA
oL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query Oxc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-160-03 19:1.. 192.168.159.2 192.168.159.129 DNS 90 Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query Oxd7db A encrypted-tbn®.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @x@a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0xGa9c AAAA encrypted-tbn®.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xd7db A encrypted-tbn@.gstatic.com A 142.Z
248 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbe4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv @xd6a8 AAAA lh3.aooaleusercontent.com

» Destination: VMware_f5:9e:21 (00:50:56:f5:9e:21)
» Source: VMware_aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x0860)
~ Internet Protocol Version 4, Src: 192.168.159.129,
0100 = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 0x80
...0 0DOB GOGE EBEO = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: ©x7d42 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 192.168.159.2
-~ User Datagram Protocol, Src Port: 51658, Dst Por
Source Port: 51658
9000 a5 00
2016 08 3e 3d 98 00 00 40 11 7d 42 c a8 9T 81 c@ a8
2026 9f 02 c9 ca B0 35 60 2a cO 10 99 94 01 GO ee e1
30 00 00 00 GO B0 08 Bc 76 69 62 72 61 Ge 74 63 6c
6f 75 64 03 6f 72 67 00 60 01 60 A1

Dst: 192.168.159.2 Type =
IPv4 =

IPv6 =

IPv4
0x0800
0x86DD
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That is all 76 bytes!

1Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN e DINRO &K > I ~I= QQ@AE

1 ’ »
v Frame 3: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface eth®, id ©
[ElEthernej II, Src: VMware_a8:d@:96 (00:0c:29:a8:d@:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

[SEED Labs] dns.pcapng B O O

[W]dns <I=RaK
No. Time Source Destination Protocol Length Info [—
2 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 0x@9c4 HTTPS vibrantcloud.org
3 1. 5 o 5 5 5 o 76 Standard query 0x9994 A vibrantcloud.org
: 4 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 76 Standard query 8xea54 AAAA vibrantcloud.org
! 5 2025-10-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 0xea54 AAAA vibrantcloud.org SOA NS@5.DOMAI
| 6 2025-16-63 19:1.. 192.168.159.2 192.168.159.129 DNS 147 Standard query response 8x09c4 HTTPS vibrantcloud.org SOA NSG5.DOMA
oL 7 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 92 Standard query response 0x9994 A vibrantcloud.org A 173.201.179.24¢
15 2025-16-03 19:1.. 192.168.159.129 192.168.159.2 DNS 74 standard query ©x1329 A www.google.com
16 2025-16-63 19:1.. 192.168.159.129 192.168.159.2 DNS 74 Standard query Oxc72e AAAA www.google.com
17 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xc72e AAAA www.google.com AAAA 2607:f8be:4
18 2025-160-03 19:1.. 192.168.159.2 192.168.159.129 DNS 90 Standard query response ©x1329 A www.google.com A 142.251.41.4
74 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query Oxd7db A encrypted-tbn®.gstatic.com
75 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 86 Standard query @x@a9c AAAA encrypted-tbn@.gstatic.com
76 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 114 Standard query response 0xGa9c AAAA encrypted-tbn®.gstatic.com AAAZ
77 2025-10-03 19:1.. 192.168.159.2 192.168.159.129 DNS 102 Standard query response 0xd7db A encrypted-tbn@.gstatic.com A 142.Z
248 2025-10-63 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard query ©xbe4d A 1h3.googleusercontent.com
249 2025-10-03 19:1.. 192.168.159.129 192.168.159.2 DNS 85 Standard auerv @xd6a8 AAAA lh3.aooaleusercontent.com

» Destination: VMware_f5:9e:21 (00:50:56:f5:9e:21)
» Source: VMware_aB8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x0860)
~ Internet Protocol Version 4, Src: 192.168.159.129, Dst: 192.168.159.2
0180 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 62
Identification: ©x3d98 (15768)
Flags: 0x80
...0 0DOB GOGE EBEO = Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)

Header Checksum: ©x7d42 [validation disabled] MAC |P UDP APP
[Header checksum status: Unverified]
Source Address: 192.168.159.129 Layer 2 3 4 7

Destination Address: 192.168.159.2
~ User Datagram Protocol, Src Port: 51658, Dst Port: 53
Source Port: 51658

a ct JUNSY 94 U1 UU ub Ul :
Uo U0 CU BU B0 BU Bc /669 62 /7 61 6e /4 b3 bC | e v ibrantcl
6 /5> 64 B3 61 /2 67 00 00 01 00 01 oud-org-

These 76 bytes are the whole
transmission!
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UDP and TCP requests

UDP: DNS Request TCP: HTTP Request
Message format: Message format:
Follow RFC 1034,1035 Follow RFC 7230-7235
UDP TCP
Port: 53 Port: 80

Request from DNS Request from web
name server server

src and dst MAC src and dst MAC

Physical Bits Bits
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TCP: HTTP request

[SEED Labs] vibrantcloud2.pcapng B O O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BPBIRE QA II--EFEQAQQE

[ tcp or http 4] - @
No. Time Source Destination Protocol Length Info =
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MS55=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2825-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-19-03 @... 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.201.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 - 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 280 OK (text/html)
9 2025-10-03 16:06.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
| 19 2025-10-63 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64246 Len=0 —
20 2925-10-83 16:6.. 192.168.159.129 13.88.178.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello_Retrv Reauest. Chanae Cipher Spec b

[Calculated window size: 64240] £
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[SEQ/ACK analysis]
TCP payload (70 bytes)
~ GET /index.html HTTP/1.1\r\np
» [Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index.html
Request Version: HTTP/1.1
Host: 173.201.179.249\r\n
Connection: close\r\n
\r\n
[Full request URI: http://173.201.179.249/index.html]
[HTTP request 1/1]
[Response in frame: 8]

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O PVl ) E-
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad c9 nir@-@- -+

.html HT L1
Host: 17 3.201.17
9.249- -C i
n: close
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Begin with a TCP three-way handshake

[SEED Labs] vibrantcloud2.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

HA@DPDIREBAQCHII-—-EFERAQAQE

[ tcp or http 4] - @
No. Time Source Destination Protocol Length Info I = SYN
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS5=1460 SACK_PERM=
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 337TOGM[SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€ 4
. 192.168.159.129 173.201.179.249 TCP 54 33700 — BC [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=e SYN ACK
\

3 2025-10-03 16:
.html HTTP/1.1
Seq=1977043062 Ack=2433442921 Win=64240 Len=0

ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1 ACK

5 2025-16-83 - .

6 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 - 3370

7 2025-10-83 16: 192.168.159.129 173.201.179.249 TCP 54 33700 - § Seq=2433442921 Ack=1977044522 Win=62780 Len=0

8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 OO OK (text/html)

9 2925-16-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 - gp ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
60 80 . 337@ [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=e

@eooeoEH® @0

. 173.201.179.249 192.168.159.129 TCP

10 2025-10-03 16:

43 [ACK] Seq=2712924825 Ack=4278642685 Win=64248 Len=0 —

13.89.179.11 54 39692

2025-10-083 0.. 192.168.159.129
20 2925-10-83 16:6.. 192.168.159.129 13.88.178.11 TLSv1.3 571 Client Hgllo
21 2025-10-63 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello Rgtrv Reauest. Chanae Cipher Spec b
1 L3
[Calculated window size: 64240] . . £
[Window size scaling factor: -2 (no window scaling used)] Esta bIISh TCP connectlon
Checksum: @xc24d [unverified]
[Checksum Status: Unverified] h h d h k
Urgent Pointer: @ T ree-way an S a e
v [Timestamps]
» [SEQ/ACK analysis] h b
[SEQ/Ack analyess] Exchange Sequence Numbers
Hypertext Transfer Protocol

~ GET /index.html HTTP/1.1\r\np

[Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET

Request URI: /index.html

Request Version: HTTP/1.1

Host: 173.201.179.249\r\n

Connection: close\r\n

\r\n
[Full request URI: http://173.201.179.249/index.html]

[HTTP request 1/1]
[Response in frame: 8] =

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O PVl ) E-
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad c9 nir@-@- -+

3

.html HT TP/1.1..
Host: 17 3.201.17
9.249- -C onnectio)
n: close
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Begin with a TCP three-way handshake

[SEED Labs] vibrantcloud2.pcapng PC picks random seq - o x|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help —

BAOPIRE AQCHI>»I--EEHaaQE Includes in SYN <
‘\ = - @ SYN

[ tcp or http

No. Time Source Destination Protocol Length Info =
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MS55=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK]mdS@ﬁi Ack=2433442851 Win=64248 Len=€
3 2825-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-19-03 H: 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.201.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 - 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 280 OK (text/html)
9 2025-10-03 16:06.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0

| 19 2025-10-63 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64246 Len=0 —
20 2925-10-83 16:6.. 192.168.159.129 13.88.178.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello_Retrv Reauest. Chanae Cipher Spec b

[Calculated window size: 64240] £
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[SEQ/ACK analysis]
TCP payload (70 bytes)
Hypertext Transfer Protocol
~ GET /index.html HTTP/1.1\r\np
» [Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index.html
Request Version: HTTP/1.1
Host: 173.201.179.249\r\n
Connection: close\r\n
\r\n
[Full request URI: http://173.201.179.249/index.html]
[HTTP request 1/1]
[Response in frame: 8]

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O PVl ) E-
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad c9 nir@-@- -+

.html HT L1
Host: 17 3.201.17
9.249- -C i
n: close
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Begin with a TCP three-way handshake

[SEED Labs] vibrantcloud2.pcapng B O O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help q 4—‘

® QA IVII-EFE QQOQE
@ DIRE Q =5 SYN ACK

[ tcp or http

No. Time Source Destination Protocol Length Info
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MS55=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2825-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
I 4 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 HTTP 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.201.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=19770430(F Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=197J043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442991 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 280 OK (text/html)
9 2025-10-03 16:06.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=24§3442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [ACK] Seq=1977045898 Ack=2433442922 Win=64239 Len=0

19 2025-10-83 0.. 192.168.159.129 13.89.179.11 54 39692 — 443 [ACK] Seq=2712994825 Ack=4278642685 Win=64246 Len=0 —
20 2925-10-83 16:6.. 192.168.159.129 13.88.178.11 TLSv1.3 571 Client Hello

21 2925-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 — 39692 [ACK] Seq=4278§42685 Ack=2712925342 Win=64240 Len=0

22 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello_Retrv Reauest. Changg Cipher Spec b

[Calculated window size: 64240] .
[Window size scaling factor: -2 (no window scaling used)] (j
Checksum: @xc24d [unverified] Server pICkS ran om seq
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[SEQ/ACK analysis]
TCP payload (70 bytes)
~ GET /index.html HTTP/1.1\r\np
» [Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index.html
Request Version: HTTP/1.1
Host: 173.201.179.249\r\n
Connection: close\r\n
\r\n
[Full request URI: http://173.201.179.249/index.html]
[HTTP request 1/1]
[Response in frame: 8] -

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O PVl ) E-
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad c9 nir@-@- -+

.html HT L1
Host: 17 3.201.17
9.249- -C i
n: close
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Begin with a TCP three-way handshake

[SEED Labs] vibrantcloud2.pcapng B O O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help q 4—‘

® QA IVII-EFE QQOQE
@ DIRE Q =5 SYN ACK

[ tcp or http

No. Time Source Destination Protocol Length Info
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33760 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK]TSeq-1077043061 Ack=2433442851 Win=64240 Len=€
3 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 ACK-1977043063 Win=64240 Len=0
\ 4 2025-10-03 0 124 GET /index.html HTTP/1.1
5 2025-10-03 0. 60 80 — 33700 [ACK] Seq=19770430QP Ack=24334429%1 Win=64248 Len=0 1
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=197J043062 Ack=243§442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33780 — 80 [ACK] Seq=2433442901 Ack=1977044502 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 0K (text/html)
9 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33780 — 80 [FIN, ACK] Seq=24§3442921 Ack=19J7045398 Win=62780 Len=¢
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [ACK] Seq=1977045898 Ack=2433442822 Win=64239 Len=0

54 39692 — 443 [ACK] Seq=27129 2685 Win=64240 Len=0 —

19 2825-16-83 @.. 192.168.159.129 13.89.179.11
20 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2025-10-63 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 . 39692 [ACK] Seq=4278§42685 Ack=2712§25342 Win=64240 Len=0
22 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello_Retrv Reauest. Changg Cipher Spec b
1 »
[Calculated window size: 64240] . £
[Window size scaling factor: -2 (no window scaling used)] k d
Checksum: @xc24d [unverified] Server plc S ran om seq
[Checksum Status: Unverified] -
Urgent Pointer: o Adds one to PCs seq in Ack
v [Timestamps]

[r payload (r0 by Includes in SYN ACK

TCP payload (70 bytes)
Hypertext Transfer Protocol
~ GET /index.html HTTP/1.1\r\np
» [Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index.html
Request Version: HTTP/1.1
Host: 173.201.179.249\r\n
Connection: close\r\n
\r\n
[Full request URI: http://173.201.179.249/index.html]
[HTTP request 1/1]
[Response in frame: 8] -

06 50 56 f5 9e 21 00 Oc 29 a8 d6 96 08 0O 45 06 PV Y E-

06 6e 69 72 40 00 40 06 Of 2b c@ a8 9f 81 ad c9 nir@-@- 4+ -
----- P- - d#u-HvP
cosMe i
.html HT

Host: 17 3.201.17
9.249- -C i
n: close
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Begin with a TCP three-way handshake

[SEED Labs] vibrantcloud2.pcapng B O O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help —

BB RRE A II-—-EEQQE T
=K ACK

[ tcp or http

No. Time Source Destination Protocol Length Info
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MS55=1460 SACK_PERM-——o
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2825-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
I 4 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.201.179.249 192.168.159.129 66 80 — 33700 [ACK] Seq=Jg77043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 - 33700 i Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33760 - 8@ 0=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 280 OK
9 2025-10-03 16:06.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [FIYF ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 ] Seq=1977045398 Ack=2433442922 Win=64239 Len=0

19 2025-10-03 0..192.168.159.129 13.89.179.11 TCP —
20 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3

21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP

22 2825-10-83 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 4

[Calculated window size: 64240] °
[Window size scaling factor: -2 (no window scaling used)] PC Increm ents seq
Checksum: @xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[SEQ/ACK analysis]
TCP payload (70 bytes)
~ GET /index.html HTTP/1.1\r\np
» [Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index.html
Request Version: HTTP/1.1
Host: 173.201.179.249\r\n
Connection: close\r\n
\r\n
[Full request URI: http://173.201.179.249/index.html]
[HTTP request 1/1]
[Response in frame: 8] -

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O PVl ) E-
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad c9 nir@-@- -+

.html HT L1
Host: 17 3.201.17
9.249- -C i
n: close
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Begin with a TCP three-way handshake

[SEED Labs] vibrantcloud2.pcapng B O O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help —

BB RRE A II-—-EEQQE T
=K ACK

[ tcp or http

No. Time Source Destination Protocol Length Info
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MS55=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2825-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
I 4 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.201.179.249 192.168.159.129 66 80 — 33700 [ACK] Seq=Jg77043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 - 33700 i Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33760 - 8@ 0=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 280 OK
9 2025-10-03 16:06.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [FIYF ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 ] Seq=1977045398 Ack=2433442922 Win=64239 Len=0

19 2025-10-03 0..192.168.159.129 13.89.179.11 TCP —
20 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 i

21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP

22 2825-10-83 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 4

[Calculated window size: 64240] °

[Window size scaling factor: -2 (no window scaling used)] PC Increm ents seq

Checksum: @xc24d [unverified]

[Checksum Status: Unverified] ’

rgent Pointer: 6 Adds one to Server’s seq
v [Timestamps]
» [SEQ/ACK analysis] ACK to Server

TCP payload (70 bytes)
~ GET /index.html HTTP/1.1\r\np
» [Expert Info (Chat/Sequence): GET /index.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index.html
Request Version: HTTP/1.1
Host: 173.201.179.249\r\n
Connection: close\r\n
\r\n
[Full request URI: http://173.201.179.249/index.html]
[HTTP request 1/1]
[Response in frame: 8] -

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O PVl ) E-
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad c9 nir@-@- -+

.html HT L1
Host: 17 3.201.17
9.249- -C i
n: close
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Layer 7. HTTP reques

[SEED Labs] vibrantcloud2.pcapng - 0O X App D
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Tran sport
Am oD RE QA IV -EFFRQ@OQE Network
[ tcp or http ] - @ Link
inati —
No. Time Source Destination Protocol Length Info = Physical
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 - 80 [SYN] Seq=2433442850 Win=64240 Len=0 MS55=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2825-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-19-03 H: 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.201.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 - 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 280 OK (text/html)
9 2025-10-03 16:06.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-83 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
| 19 2025-10-63 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64246 Len=0 —
20 2925-10-83 16:6.. 192.168.159.129 13.88.178.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello_Retrv Reauest. Chanae Cipher Spec b

[Calculated window size: 64240] £
[Window size scaling factor: -2 (no window scaling used)]

Checksum: @xc24d [unverified]

[Checksum Status: Unverified]

Urgent Pointer: ©

[Timestamps]

[SEQ/ACK analysis]

TCP payload (70 bytes)

- GET /index.html HTTP/1.1\r\n j

» [Expert Info (Chat/Sequence):

Request Method: GET Layer 7 message:

Request URI: /index.html
Host: 173.201.179.249\r\n GET /lndex. html HT1 P/l.].\r\n
Connection: close\r\n
?IE:TI request URI: http://173.201.179.249/index.html] HOSt: 173-201-1790249\r\n
[HTTP request 1/1] .

Connection: close\r\n\r\n ]

dndex.html HTTP/1.1\r\n]

Request Version: HTTP/1.1
[Response in frame: 8]

00 50 56 f5 9e 21 60 Oc 29 aB do 96 08 08 45 0O
00 6e 69 72 40 00 40 06 Of 2b c® a8 9f 81 ad

10
- G = 0x47 \r = 0x0D (carriage return)
E = 0x45 \n = 0x0A (new line)

.249.-C onnectio| ~ 122
T=0x54 70 bytes in TCP payload

n: close




Layer 4: TCP header

[SEED Labs] vibrantcloud2.pcapng B 6 6|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 2025-10-83
5 2025-10-83 16:
6 2025-10-83 16:
7 2025-10-83 16:
8 2025-10-03 16:
9 2025-10-03 16:
16 2825-10-03 16:

coocooe@Ee®®

19 2825-19-83 16:0.. 192.168.159.129
20 2025-10-83 16:0.. 192.168.159.129
21 2025-10-03 16:0.. 13.89.179.11
22 2025-10-03 16:0.. 13.89.179.11

173.201.179.249
24

192.168.159.129
192.168.159.129
173.201.179.249
192.168.159.129
173.201.179.249
192.168.159.129

13.89.179.11
13.89.179.11
192.168.159.129
192.168.159.129

TCP
TLSv1.3
TCP
TLSv1.3

]

= g — =
A = (CM g RE AL »YJII—-==E QQAQ@QE
[ ]tep or http 4] -l @
No. Time Source Destination Protocol Length Info
1 2825-18-83 16: 192.168.159.129 173.201.179.249 TCP 74 33700 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK PERM-———
2 2025-10-03 16: 173.201.179.249 192.168.159.129 TCP 60 80 — 33708 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2025-10-03 16: 192.168.159.129 TCP [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0

54 33700 — 80
i x.html HTTP/1.1

60 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
1514 80 — 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=e

929 HTTP/1.1 200 OK
54 33700 — 80 [FIN,
60 80 — 33700 [ACK]

(text/html)
ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
Seq=1977045398 Ack=2433442922 Win=64239 Len=0

54 39692 . 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240 Len=0
571 Client Hello

60 443 - 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
153 Hello Retrv Reauest. Chanae Cipher Spec

[ Transmission Control Wntocol Src Port: 33700, Dst Port: 88, Seq: 2433442851, Ack: 1977043062, Len: 70

Source Port: 33700
Destination Port: 86
[Stream index: @]
[Conversation completeness:
[TCP Segment Len: 70]
Sequence Number: 2433442851
[Next Sequence Number: 2433442921]
Acknowledgment Number: 1977043062

8101 .... = Header Length: 20 bytes (5)
Flags: 0x018 (PSH, ACK)

Window: 64240

[Calculated window size: 64240]

[Window size scaling factor:
Checksum: 0xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]

[SEQ/ACK analysis]

TCP payload (?G bytes)

00 50 56 f5 9e 21 @@ Oc 29 aB do 96 08 08 45 66
00 6e 69 72 40 00 40 06 Of 2b c6 aB 9f 81 ad c9
ERiHB3 a4 00 50 91 6b 64 23 75 d7 48 76 50 18
LCORC -G R clelel 47 45 54 20 2f 69 6e 64 65 78
2e 68 74 6d 6c 20 48 54 54 58 2f 31 2e 31 od @a
48 6f 73 74 3a 2@ 31 37 33 2e 32 30 31 2e 31 37

39 2e 32 34 39 0d Pa 43 6T Ge 6e 65 63 74 69 &6f
6e 3a 20 63 6c 6f 73 65 0Od Ga ©d Oa

0020
0030

Complete, WITH_DATA (31)]

-2 (no window scaling used)]

. GE T /index
html HT TP/1.1-
Host: 17 3.2@1.1?
9.249..C onnectio

n: close

App
Transport
Network

Link |

Physical
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Layer 4: TCP header

[Conversation completeness:
[TCP Segment Len: 70]
Sequence Number: 2433442851
[Next Sequence Number: 2433442921]
Acknowledgment Number: 1977043062

8101 .... = Header Length: 20 bytes (5)
Flags: 0x018 (PSH, ACK)
Window: 64240
[Calculated window size:
[Window size scaling factor:
Checksum: 0xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]

[SEQ/ACK analysis]

TCP payload (?G bytes)

Complete, WITH_DATA (

642401

-2 (no window

00 50 56 f5 9e 21 El- C 29 a8 do 96 08 08 45 @6

1 00 6e 69 72 40 06, 06 ©Of 2b c0 a8 9f 81 ad c9
8020 b3 f9 00 50 Gb 6 d 6 50
pe3e @ 47 45 54 20 2f 69 6e 64 65 78
0040 2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 6d Oa
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37
39 2e 32 34 39 0d Pa 43 6T 6e 6e 65 63 74 69 6f
6e 3a 20 63 6c 6f 73 65 0Od Ga @d Pa

ing used)]

[SEED Labs] vibrantcloud2.pcapng - App
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help TCP header Transport
= P . ; = =
AE OB RE QK II—IEE QRQ@QE Network
[ [tep or hitp Byte 0 3 I2 3 Llnk ‘
No. Time Source Destinati Offset 1 1 1 1 V'STIET ‘
1 2825-18-83 16:0.. 192.168.159.129 173.21 0 : i
2 2025-10-03 16:0.. 173.201.179.249 192.168 Source Port Destination Port F
3 2025-10-03 16:0.. 192.168.159.129 173.201
4 2025-10-03 :0. 4 s N
5 2025-10-03 16:0.. 173.201.179.249 192.168 equence Number
6 2025-18-83 16:06.. 173.201.179.249 192.168 20
7 2825-18-83 16:0.. 192.168.159.129 173.21
8 2025-10-83 16:0.. 173.201.179.249 192.168 Acknowledg Number Bytes
9 2025-10-03 16:0.. 192.168.159.129 173.201
10 2625-168-83 16:6.. 173.201.179.249 allsd all 12 TCP F|agS Offset
Offset Reserved CEUAFP S F Window
19 2025-10-03 16:0.. 192.168.159.129 13.89.1
20 2025-10-03 16:0.. 192.168.159.1 13.89.1 16 Checksum Urgent Pointer
21 2025-16-63 16:0.. 13.89.179. 192.168 Y
22 2025-10-03 16:0.. 13.89. il 192.168 - - LI — - SE— | LI - - - - - LI — - =1 - LI - - -
4
20 , i )
[ Transmission Control Re , Src Port: 33700, Dst TCF Options (variable length, optional) l
Source Port: 33700 LN B B [ B l L i B [ B B I L R B l L e B
Destination Port: 86
[Stream index: 8] Bit 1 2 3 4 6 7°'8 9 g 1 2 3 4 5% 7 8 9 g | 2 34 56 7 8 9 g

»l

Nibble Byte Word
- ——

Source port: 33700 = 0x83A4

Destination port: 80 = 0x0050

. GE T /index
html HT TP/1.1-
Host: 17 3.2@1.1?
9.249..C onnectio

n: close
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Layer 4: TCP header

[ Transmission Control frotocol, Src Port: 33760, Dst

[SEED Labs] vibrantcloud2.pcapng - App
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help TCP Transport
- . — = header

AN O PNRE A II-EERQQE eade Network
[ [tep or hitp Byte 3 I2 3 Link
No. Time Source Destinati Offset 0 | | | | V'STIET

1 2025-10-03 16:0.. 192.168.159.129 173.201 0 —

2 2025-10-03 16:0.. 173.201.179.249 192.16€ Source Port Destination Port F

3 2025-10-03 16:0.. 192.168.159.129 173.201

4 2025-10-03 16:0. 4 s N

5 2025-10-03 16:0.. 173.201.179.249 192.168 equence Number

6 2025-10-03 16:0.. 173.201.179.249 192.16€ 20

7 2025-10-03 16:0.. 192.168.159.129 173.201

8 2025-10-83 16:0.. 173.201.179.249 192.168 Acknowledgment Mumber Bytes

9 2025-10-03 16:0.. 192.168.159.129 173.201

10 2025-10-83 16:0.. 173.201.179.249 192.16€ 19 Flags Offset

Offset Rese CE APRSF Window

19 2025-10-83 16:0.. 192.168.159.129 13.89.1

20 2025-10-83 16:0.. 192.168.159.129 13.89.1 16 Checl Urgent Pointer .

21 2025-10-83 16:0.. 13.89.179.11 192.16€ . Y

22 2025-10-83 16:0.. 13.89.179.11 192.16€ s s s s s i | e s s e s s s s ) s . s

20 TCP Options (variable length, optional) l v

Source Port: 33700
Destination Port: 86
[Stream index: @]

I L
it Y0 1 2 3 4

T T T L L T L I T T T Ll T L T l T T T

L
2
57|390123455?390123

Ial

4567889 g 1

»l

Nibble Byte Word
-~ -

[Conversation completeness:
[TCP Segment Len: 70]
Sequence Number: 2433442851
[Next Sequence Number: 2433442921]
Acknowledgment Number: 1977043062
8101 .... = Header Length: 20 bytes (5)
Flags: 0x018 (PSH, ACK)
Window: 64240
[Calculated window size: 64240]
[Window size scaling factor: -2 (no window scaling
Checksum: 0xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
» [Timestamps]
» [SEQ/ACK analysis]
TCP payload (?G bytes)

Complete, WITH_| (

Sequence #: 2433442851 = 0x910B6423

ed)]

00 50 56 f5 9e 21 @@ Oc 29 a8 de 08 G0 45 0@
00 6e 69 72 40 00 40 06 Of 2b c@ aB 9f 81 ad c9
ERiHB3 a4 00 50 91 6b 64 23 75 d? 48 76 50 18
fa f@ c2 4d 80 00 4720 oe 64 65 78

BNGE T /index

2e 68 74 6d 6c 20 48 54
48 6f 73 74 3a 2@ 31 37
39 2e 32 34 39 Od Ga 43
6e 3a 20 63 6c 6 73 65

54 50 2f 31 2e 31 @d Pa
33 2e 32 30 31 2e 31 37
6f 6e 6e 65 63 74 69 6f
0d ea ed ea

html HT TP/1.1-
Host: 17 3.2@1.1?
9.249..C onnectio
n: close ----

Acknowledgement #: 1977043062 = 0x75D7

74876
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Layer 4: TCP header

[SEED Labs] vibrantcloud2.pcapng B 6 6| App

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Transport
Am 1 D B A€ »IVI—EZEEQQRQE TCP header Network

[ [tep or hitp Byte 3 I 2 3 Link
No. Time Source Destinati Offset | € 1 1 1 1 V'STIET ‘
1 2825-18-83 16:0.. 192.168.159.129 173.21 0 : i
2 2025-10-03 16:0.. 173.201.179.249 192.168 Source Port Destination Port F
3 2025-10-03 16:0.. 192.168.159.129 173.201
4 2025-10-03 18... 5 5 5 5 4
5 2025-10-03 16:0.. 173.201.179.249 192.168 Sequence Number
6 2025-18-83 16:06.. 173.201.179.249 192.168 20
7 2825-18-83 16:0.. 192.168.159.129 173.21 8
8 2025-10-03 16:0.. 173.201.179.249 192.168 Acknowledgment Number Bytes
9 2025-10-03 16:0.. 192.168.159.129 173.201
10 2625-168-83 16:6.. 173.201.179.249 192.168 12 TCP F|agS Offset
Offset Reserved CEUAPRSEF Window
19 2025-10-03 16:0.. 192.168.159.129 13.89.1
20 2025-10-03 16:0.. 192.168.159.129 13.89.1 16 Checksum Urgent Pointer
21 2025-10-03 16:0.. 13.89.179.11 192.168 Y
22 2025-10-03 16:0.. 13.89.179.11 192.168 LI — - =1 - LI - - - - - LI — - =1 - LI - - -
4 ] .
[ Transmission Control frotocol, Src Port: 33760, Dst TCP Options (variable length, optional) l v
Source Port: 33700 LN B s B | l L L B I L R B l L e B
Destination Port: 86 .
[Stream index: ©] Bit 123 456 7°'8 9 g 1 2 3 4 5% 7 8 9 g | 2 34 56 7 8 9 g |
[Conversation completeness: Complete, WITH_DATH ( Mibble —-'I_By‘t& _.‘I_W'Drd |

[TCP Segment Len: 70]
Sequence Number: 2433442851
[Next Sequence Number: 2433442921]

Bon e er Length: sogcces (5) Offset: 5 (multiply by 4 for header length

Flags: 0x018 (PSH, ACK)

Window: 64240 1 b —_
[Calculated window size: 64240] In ytes - 20)
[Window size scaling factor: -2 (no window scaling

Checksum: 0xc24d [unverified]

[Checksum Status: Unverified]

Urgent Pointer: @

[Timestamps]

[SEQ/ACK analysis]

TCP payload (?G bytes)

00 50 56 f5 9e 21 El@ Oc 29 a8 d@ 96 08 00 0e PV g ) E-
) 00 6e 69 72 40 00 40 06 ©Of 2b c@ a8 9f 81 c9 r@-@‘ cd e
8020 b3 f9 00 50 91 6b 6 d 6 50 g

pe3e @ sCCMEE 47 45 54 20 2f 69 6e 64 . . GE T /index
0040 2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 6d Oa html HT TP/1.1-
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.2@1.1?
39 2e 32 34 39 0d Pa 43 6T 6e 6e 65 63 74 69 6f 9.249..C onnectio
Ge 3a 20 63 6¢c 6 73 65 ©d Ga od fa n: close
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Layer 4: TCP header

[Stream index: @]
[Conversation completeness:
[TCP Segment Len: 70]
Sequence Number: 2433442851
[Next Sequence Number: 2433442921]
Acknowledgment Number:
8101 .... = Header Lengt
Flags: 0x@18 (PSH, ACK)
Window: 64240
[Calculated window size:
[Window size scaling factor:
Checksum: 0xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]

[SEQ/ACK analysis]

TCP payload (?G bytes)

Complete, WITH_DATA

642401

-2 (no window scaling used)]

00 50 56 f5 9e 21 El@ Oc 29 a8 d@ 96 08 00 4 PVl e E-
) 00 6e 69 72 40 00 40 06 ©Of 2b c@ a8 9f 81 9 nir@ @ e
8020 b3 f9 00 50 91 6b 6 d 6
pe3e @ SCCMElE 47 45 54 20 2f 69 6e 64 . . GE T /index
0040 2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 6d Oa html HT TP/1.1-
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.2@1.1?
39 2e 32 34 39 0d Pa 43 6T 6e 6e 65 63 74 69 6f 9.249..C onnectio
Ge 3a 20 63 6¢c 6 73 65 ©d Ga od fa n: close

[SEED Labs] vibrantcloud2.pcapng - App
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help TCP Transport
] . st head
AN O PNRE A II-EERQQE eader Network
[ [tep or hitp Byte 3 I2 3 Link
No. Time Source Destinati Offset 0 | | | | J V'STIET ‘
1 2025-10-03 16:0.. 192.168.159.129 173.201 0 —
2 2025-10-03 16:0.. 173.201.179.249 192.16€ Source Port Destination Port F
3 2025-10-03 16:0.. 192.168.159.129 173.201
4 2025-10-03 16:0. 4 s N
5 2025-10-03 16:0.. 173.201.179.249 192.168 equence Number
6 2025-10-03 16:0.. 173.201.179.249 192.16€ 20
7 2025-10-03 16:0.. 192.168.159.129 173.201
8 2025-10-03 16:0.. 173.201.179.249 192.168 Acknowledgment Mumber Bytes
9 2025-10-03 16:0.. 192.168.159.129 173.201
10 2025-10-83 16:0.. 173.201.179.249 192.16€ 19 TCP Flags Offset
Offset Reserved CEUAPRSEF Window
19 2025-10-83 16:0.. 192.168.159.129 13.89.1
20 2025-10-83 16:0.. 192.168.159.129 13.89.1 16 Che Urgent Pointer .
21 2025-10-03 16:0.. 13.89.179.11 192.16€ Y
22 2025-10-83 16:0.. 13.89.179.11 192.16€ s s s s s i e s s e s s s s ) s . s
4
20 ) . ]
[ Transmission Control frotocol, Src Port: 33760, Dst CP Options (variable length, optional) l v
Source Port: 33700 I L | i e I P TR l T
Destination Port: 86 Bit 123456789 ,12345% 789 ,123'4567829 5 1

»l

Flags:
ACK
PSH (push, deliver to Layer 7 now)
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Layer 4: TCP header

P

mien

[ ]tep or http

No.

Time Source

1 2025-10-83 16:0.. 192.168

2 2025-10-03 16:0.. 173.201

3 2025-10-03 16:0.. 192.168

4 2025-10-03 :0.

5 2025-160-083 16:06.. 173.201

6 2025-10-3 16:0.. 173.201

7 2025-10-83 16:0.. 192.168

8 2025-10-03 16:0.. 173.201

9 2025-10-03 16:0.. 192.168
0.

16 2825-10-03 16:

19 2825-19-83 16:0.. 192.168.159.129
20 2025-10-83 16:0.. 192.168.159.129
21 2025-10-03 16:0.. 13.89.179.11
22 2025-10-03 16:0.. 13.89.179.11

Source Port: 33700
Destination Port: 86
[Stream index: @]

[ Transmission Control frotocol, Src Port: 33760, Dst

[Conversation completeness: Complete, WITH_DATA (

[TCP Segment Len: 70]
Sequence Number: 2433442851

[Next Sequence Number: 2433442921]
Acknowledgment Number: 1977043@

8101 .... = Header Lengthg
Flags: 0x@18 (PSH
Window: 64240

ytes

[Calculated window size: 64240]
[Window size scaling factor: -2 (no

Checksum: 0xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]

[SEQ/ACK analysis]

TCP payload (70 bytes

mmnEae
5@ 56 f5 1 66
Ge 6 06 40
f 0O 50 9
¢] d o 47 45 54
74 6d 20 48 54 54
6f 73 74 20 31 37 33
2e 32 34 0d 0a 43 6fF
3a 20 63 6f 73 65 od

e
fc 29
06 ©Of

ad
2h

20
50
2e
Ge
Qa

de
c@

2f
2f
32
Ge
ad

(5)

window scali

96
aB

69
31
30
65
Oa

08
9f

6e
2e
31
63

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE A »I--IEEQQ@QE

[SEED Labs] vibrantcloud2.pcapng App
Transport
TCP header
Network
Byte Link
Destinati Dffset 0 | 1 | I2 | 3 | J | o |
173.201 0 . ySiga
192.168 Source Port Destination Port F
173.201
192.168 4 Sequence Number
192.168 20
173.201
192.168 Acknowledgment Mumber Bytes
173.201 Offset
192.168
12 Offset Reserved CE JCE FlF?gSR S F Window
13.89.1
13.89.1 16 Checksum rgent Pointer )
192.168 4
192_168 1 1 1 i 1 | § 1 i i 1 1 1 1 | § 1 i i 1 1 1 1 1 1 i §
20 Options (varia gth, optional) l v
L) L) L) 1 L) L) L) L 1 L L L) L 1 2 L) L L) l L) L) L 1 L) L) 3 L]
Bit *0 1 2 56789 51 4 59 789 5123456782894 1
ble —irr——13wm ———Irr——vv ol
Receive window: how many bytes the
sed)]
sender of the segment can accept
64240 = OxFAFO
80 45 80  PV. ... )..... E-
81 ad c9 nir@-@- -+ -
G 0 .. P
64 65 78 [BOLEMGE T /index
31 od @a  .html HT TP/1.1--
2e 31 37 Host: 17 3.201.17
74 69 6f 9.249 .-C onnectio

n:

close ----
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Layer 4: TCP header

[SEED Labs] vibrantcloud2.pcapng B 6 6| App

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

R Q@ E TCP header Transport

Ami© D (RO I B WESECIE= Network
[ [tep or hitp Byte 0 3 I2 3 Llnk ‘
No. Time Source Destinati Offset | | | | V'STIaT_

1 2025-10-03 16:0.. 192.168.159.129 173.201 —

2 2025-10-03 16:0.. 173.201.179.249 192.16€ Source Port Destination Port F

3 2025-10-03 16:0.. 192.168.159.129 173.201

4 2025-10-03 16:0.. .168.159. . 4

5 2025-10-03 16:0.. 173.201.179.249 192.168 Sequence Number

6 2025-10-03 16:0.. 173.201.179.249 192.16€ 20

7 2025-10-03 16:0.. 192.168.159.129 173.201 A

8 2025-10-03 16:0.. 173.201.179.249 192.168 Acknowledgment Mumber Bytes

9 2025-10-03 16:0.. 192.168.159.129 173.201

10 2025-10-83 16:0.. 173.201.179.249 192.16€ 2 TCP Flags Offset

1 Offset Reserved CEUAP 4 RS F Window

19 2025-10-83 16:0.. 192.168.159.129 13.89.1

20 2025-10-83 16:0.. 192.168.159.129 13.89.1 16 Checksum Urgent Pointer .

21 2025-10-83 16:0.. 13.89.179.11 192.16€ Y

22 2025-10-83 16:0.. 13.89.179.11 192.16€ s s s s i | e s s e s s s s ) s . s

20 ; : :
[ Transmission Control frotocol, Src Port: 33760, Dst TCF Options (variable length, optional)
Source Port: 33700 | L i B [ B B L B B - B L e B
Destination Port: 80 Bit I

2
9 0123456789 ,5312345867889, 1

Byte _.‘I_ Word =_I

[Stream index: @]
[Conversation completeness: Complete, WITH_DATA (
[TCP Segment Len: 70]

Sequence Number: 2433442851

[Next Sequence Number: 2433442921]
Acknowledgment Number: 1977043062
8101 .... = Header Length: 20 byig
Flags: 0x018 (PSH, ACK)
Window: 64240
[Calculated window sig# 64240]
[Window size sca g factor: -2 (no
Checksum: 0xc24d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

» [Timestamps]

» [SEQ/ACK analysis]
TCP payload (70 bytes

Checksum

Header plus payload

seating used)] Breaks layer separation and includes a
“pseudo header” using fields from Layer :

Src/Dst IP addresses :

ses .~ ¢ Protocol

TCP segment length (header + payload

ra
W
)

.html HT TP/1.1-
Host: 17 3.201.17
9.249..C onnectio
n: close ----

—
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Layer 4: TCP header

[SEED Labs] vibrantcloud2.pcapng B O 6 App
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
Am s D B A€ »IVI—EZEEQQRQE TCP header Network
[ [tep or hitp Byte 3 I2 3 Llnk ‘
No. Time Source Destinati Offset | € | | | | J V'STIaT_
1 2825-18-83 16:0.. 192.168.159.129 173.21 0 : i
2 2025-10-03 16:0.. 173.201.179.249 192.168 Source Port Destination Port F
3 2025-10-03 16:0.. 192.168.159.129 173.201
4 2025-10-03 18... 5 5 5 5 4
5 2025-10-03 16:0.. 173.201.179.249 192.168 Sequence Number
6 2025-18-83 16:06.. 173.201.179.249 192.168 20
7 2825-18-83 16:0.. 192.168.159.129 173.21 8
8 2025-10-03 16:0.. 173.201.179.249 192.168 Acknowledgment Mumber Bytes
9 2025-10-03 16:0.. 192.168.159.129 173.201
10 2625-168-83 16:6.. 173.201.179.249 192.168 12 TCP Flags ) Offset
Offset Reserved CEUAPRSEF Window
19 2025-10-03 16:0.. 192.168.159.129 13.89.1
20 2025-10-83 16:0.. 192.168.159.129 13.89.1 16 Checksum Urgent Pointer
21 2025-10-03 16:0.. 13.89.179.11 192.168 Y
22 2025-10-03 16:0.. 13.89.179.11 192.168 - - . - ' I @ N S ——— N S — B S — LI
20 : 1
-Transnission Control Wutocol, Src Port: 33700, Dst TCP Opllo fiable le .ﬂptl{mal} l L J
ﬁougc_:e ?.’rt:PSSEGGBG. L L L L L l L | e b l T ———
estination artc: .
[Stream index: ©] Bit *0 1 2 3 4 5 6 7 g 1 23 6?890123456?8901|
[Conversation completeness: Complete, WITH_DATA ( |‘—Nibbla —-'I_B Word |
[TCP Segment Len: 70]
Sequence Number: 2433442851 . J:
[Next Sequence Number: 2433442921]
Urgent pointer not used these days
8101 .... = Header Length: 20 bytes (5)
» Flags: 0x018 (PSH, ACK)
Window: 64240
[Calculated window size: 64240] °
[window size scaling factor: - window scaling used) No TCP Optlons USEd here
Checksum: 0xc24d [unverifj
[Checksum Status: ied] °
lrgent Pointer: o Common TCP options
» {Tim)tzstam[;:s]1 ] .
» [SEQ/ACK analysis °
[SeQ/ack analyeis] Max Segment Size (MSS), often 1460
56 f5 9 21 08 6c a8 do 96 08 08 45 @6 PV Y E- H
e T e e e e e e * Selective Acknowledgements (SACK)
00 0 Gb 5 d G £ - - P U . .
JCCMEE 47 45 54 20 2f 69 6e 64 65 78 [ 1 -
74 6d 6C 48 54 54 50 2f 31 2e 31 od 0fa .html HT TP/1.1-- Mlssed bytes 1000 1999
73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
32 34 39 0d Pa 43 6f 6e 6e 65 63 74 69 6f 9.249.-C onnectio [ ] -
20 63 6¢c 6f 73 65 0©d Ga ed Pa n: close ---- GOt bytes 2000 2999 130
* Sender resends bytes 1000-1999




Layer 3: I[P header

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN e BIRE QA< » I~ -= QA E

[W]tcp or http XI=RK
No. Time Source Destination Protocol Length Info
1 2025-16-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 — 88 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK PERM=——-
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=€
3 2025-16-03 16:0.. 192.168.159.129 173.261.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-16-03 16:0.. 192.168.159.129 |173.291.1?9.qu‘ |HTTP 124 GET /index.html HTTP/1.1
5 2025-16-03 16:0.. 173.201.179.249 192.168.159.129 TCP 66 B0 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 1514 80 — 3370 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] S5eq—2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 OK (text/html)
9 2025-10-03 16:06.. 192.168.159.129 173.201.179.249 TCP 54 337600 — 88 [FIN, ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=€
10 2025-10-03 16:6.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
19 2025-10-603 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 . 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240@ Len=0 —
20 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2925-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 60 443 - 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2025-160-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello Retrv Reauest. Chanae Cipher Spec

» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x0800)
col Version 4, Src: 192.168.159.129, Dst: 173.201.179.249

0100 .... = Version: 4
0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: ©x00 (DSCP: CS®, ECN: Not-ECT)
Total Length: 118
Identification: @x6972 (26994)
Flags: x40, Don't fragment
...0 OO0 GOEE 0OEO = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 8x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977843062, Len: 70
Source Port: 33700
Destination Port: 860
[Stream index: @]

nnnnnnnn b dmm oo dotanonn. Aomelobo  LTTI _NATA _£2411
00 50 56 f5 9e 21 @0 O¢c 29 a8 do 96 08 00 [Nl
00 6e 69 72 40 00 40 06 Of 2b c0 a8 9f 81 ad c9
PEME: 83 a4 00 50 91 @b 64 23 75 d7 48 76 50 18 -+ -P.. d#u HvP.
fa f0 c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
39 2e 32 34 39 0od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
2076 6e 3a 20 63 6c 6f 73 65 0d Ga Od Ga n: close

[SEED Labs] vibrantcloud2.pcapng B OO0

App
Transport

Network
Link
Physical
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Layer 3: I[P header

[SEED Labs] vibrantcloud2.p¢ IP h d B OO App
File Edit View Go Capture Analyze Statistics Telephoml'3 I“'im'ﬂﬂ Tanle  Haln ea er Transport
= = = i yie
A = (N & G & € P ¥ I+ oise I I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version Lénetijer Type of Service (TOS) Total Length Lmk‘_
No. Time Source D ] Physical
1 2025-10-03 16:0.. 192.168.159.129 1
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 1 x DM 20
4 2025-10-03 16:0.. 192.168.159.129 & 5
D AeelndlEeis) Motk AT il i), 258 = Timg To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 S S S S S [ S S S S A S S S S S S S S S S S S S S Length)
16 Destination Address
19 2@25“1@“@3 16:@--- 192-168-159- 1: L L ) | 1 1 1 ) | L L L ) | 1 1 1 I L L L ) | L 1 1 1 L L L 1 L 1 1
20 2025-10-03 16:0.. 192.168.1594029 1 ) . _
91 20951603 16.6. 13 89 179 R 2 IP Option (variable length, optional, not common)
7 22 2025-10-03 16:0.. 13.89.170.11 1 T T ] T T T I T r1 T ] T T T l T T T l2 T T T I T T T 1 T rS
» Source: VMware_ag8:d0:96 (@@fec:29:a8:d0:96) Bit oy1 2 3 4567889 0 123 45% 7 88 0 1234567883 0 1
Type: IPv4 (0x0800) Nibble Byte Word |

6
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: ©x00 (DSCP: CS®, ECNJ Not-ECT)
Total Length: 118
Identification: @x6972 (26994)
Flags: x40, Don't fragment
...0 OO0 GOEE 0OEO = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 8x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33708, D
Source Port: 33700
Destination Port: 860

H

IPv4
IPv6

(o)}

Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

[Stream index: @]

00 50 56 f5 9e 21 @0 Oc

fa fe cz
2e 68 74
48 6f 73
39 2e 32
6e 3a 20

4d
6d
74
34
63

00 00 47 45
6c 20 48 54
3a 20 31 37
39 od da 43
6c 6F 73 65

[ PRI SR, [PPSR,

PSSP, P

29 a8 do 96 08 00 Ml

LITTLL mATA

00 6e 69 72 40 00 40 @6 Of 2b co a8 9f 81 ad c9
[(EMg: 83 a4 0@ 50 91 eb 64 23 75 d7 48 76 50 18

54 20 2f 69 6e 64 65 78
54 50 2f 31 2e 31 @d @fa
33 2e 32 30 31 2e 31 37
6f 6e 6e 65 63 74 69 6f
6d fa od da

roan

- -P-- d#u-HvP-
---M-.GE T /index
.html HT TP/1.1.
Host: 17 3.201.17
9.249. -C onnectio
n: close
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Layer 3: I[P header

Type: IPv4 (0x0800)
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS®, ECN: No
Total Length: 118
Identification: @x6972 (26994)
Flags: x40, Don't fragment
...0 OO0 GOEE 0OEO = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 8x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33700, Ds
Source Port: 33700
Destination Port: 860

it 0
F“'th

ECT)

Byte Word

IP header length =5
Multiply by 4 to get bytes
Means 20-byte IP header

Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

[Stream index: @]

[ PRI SR, [PPSR,

00 50 56 f5 9e 21 @0 Oc

fa fo c2 4d 00 00 47 45
2e 68 74 6d 6c 20 48 54
48 6f 73 74 3a 20 31 37
39 2e 32 34 39 od @a 43
6e 3a 20 63 6c 6T 73 65

Fomnloto  LITTIL AATA  £na3]

29 a8 do 96 08 00 ZIMCl

00 6e 69 72 40 00 40 @6 Of 2b co a8 9f 81 ad c9
[(EMg: 83 a4 0@ 50 91 eb 64 23 75 d7 48 76 50 18

54 20 2f 69 6e 64 65 78
54 50 2f 31 2e 31 @d @fa
33 2e 32 30 31 2e 31 37
6f 6e 6e 65 63 74 69 6f
6d fa od da

- -P-- d#u-HvP-
---M-.GE T /index
.html HT TP/1.1.
Host: 17 3.201.17
9.249. -C onnectio
n: close

[SEED Labs] vibrantcloud2.p¢ o ox App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Waln IP header Transport
= = > ) Byte
A = (N & G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 ]
2 2025-10-03 16:0.. 173.201.179.249 1 4 entification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 ] x DM 20
4 2025-10-03 16:0.. 192.168.159.129 El
D AeelndlEeis) Motk AT il i), 258 = 8 TimgfTo Live (FTL) Protocol Header Checksum Bytes
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 S ) S A S S S A S (S A G [ S S S [ A S Length)
1 Destination Address
19 2025-10-03 16:0.. 192.168.159.129 it T S ) [ S (S S S (S S S S S S S [ S
20 2025-10-03 16:0.. 192.168.159.129 i ] ; l
91 20951603 16-6. 13 89 179 11 W A IP Option (variable length, optional, not common)
: 22 2025-10-03 16:0.. 13.89.179.11 T T y—— l SRSl Ay e .
» Source: VMware_a8:d0:96 (00:0c:29:a8:de k) B 1 23 456 7 889 0 123 45% 7 88 0 12345678 0
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Layer 3: I[P header

[SEED Labs] vibrantcloud2.p¢ B OO App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Waln IP header Transport
= = > ) Byte
A = (N & G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 iy
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identificafflon IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 1 x DM 20
4 2025-16-03 16:6.. 192.168.159.129 £l 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TT, Pgftocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 T T 1T S A S S A S S N S S S N S S - Length)
16 Destination Address
19 2025-10-03 16:6.. 192.168.159.129 it T T T T T A [ S S S S [ S S S [ A ——
20 2025-16-03 16:0.. 192.168.159.129 i , } )
91 20951603 16-6. 13 89 179 11 R 2 IP Option (variable length, optional, not common)
‘ 22 2025-10-03 16:0.. 13.89.179.11 1 S e s s [T l SRS F Lo B
12 3 45 7°8 9 0 1 2 3 4 5% 7 B8 9 0 1 2 34 5 6 7 8 9 0

» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96)
Type: IPv4 (0x0800)

it *0 1
|« nibbie —»|—B Word >

0100 .... = Version: 4
.... 0101 = Header Length: 28 bytes )
iff i d i ield: : : - H [
N ?;-ta?rfgﬁsiﬁe ]igr\u.ces Fie ©x08 (DSCP: CS®, ECN: Not-ECT) Type of service = O best effort

Identification: @x6972 (26994)
Flags: x40, Don't fragment
...0 OO0 GOEE 0OEO = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 8x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33700, Dst rt: 80, Seq: 2433442851, Ack: 1977843062, Len: 70
Source Port: 33700
Destination Port: 860
[Stream index: @]

F s cmeont i on comelotonooos fSomeloba  LITTIL SATA fo431

00 50 56 f5 9e 21 @0 O¢c 29 a8 do 96 08 00 [iMCl
00 6e 69 72 40 00 40 06 Of 2b cO a8 9f 81 ad cy
DEME: 83 a4 00 50 91 @b 64 23 75 d7 48 76 50 18 -+ -P.. d#u HvP.
fa f0 c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
39 2e 32 34 39 0od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 ©Od Ga Od Ga n: close
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Layer 3: I[P header

Total length 110 = Ox6E

IP header (20 bytes)

+ TCP header (20 bytes)

+ Layer 7 message (70 bytes)

70

Total Length: 118

Identification: @x6972 (26994)

Flags: x40, Don't fragment

...0 00O 0OOE 0080 Fragment Offset: @

Time to Live: 64

Protocol: TCP (6)

Header Checksum: 0x0f2b [validati

[Header checksum status: Unverj

Source Address: 192.168.159 9

Destination Address: 173 1.179.249

~ Transmission Control Pr ol, Src Port: 337080, Dst Port: 80, Seq: 2433442851, Ack: 1977043062,
Source Port: 33700

[
disabled]

ed] °

Len:

Destination Por [¢]

[Stream inde 1
- oo Lt oo s o Lok LITTIL NATA _£A411

5 9e 21 00 Oc 29 a8 do 96 08 00 o[t PV ! Y-
D 00 40 06 © b co ] d c9

83 a4 00 50 91 @b 64 23 75 d7 48 76 50 18 -+ -P.. d#u HvP.
c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
32 34 39 od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
20 63 6c 6f 73 65 0d Ga od Ga n: close - --

[SEED Labs] vibrantcloud2.p¢ I P h d D O G App
File Edit View Go Capture Analyze Statistics Telephoml'3 I“'im'ﬂﬂ Tanle  Haln ea er Transport
. = = § yie
A = ® D G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1 IPE
2 2025-10-03 16:0.. 173.201.179.249 1 4 ldentification i Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 1 M 20
4 2025-10-03 16:0.. 192.168.159.129 & 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Proto Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Sojyé® Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 i —— —— i —— S A S S S S [ S R — — Length)
16 Destination Address
19 2025-160-03 16:0.. 192.168.159.129 1 i —— ) N A S (S N A S S S S S [ S S S S
20 2025-10-03 16:0.. 192.168.159.129 1 ’ . _
91 20951603 16-6. 13 89 179 11 R 2 ption (variable length, optional, not common)
: 22 2025-10-03 16:0.. 13.89.179.11 1 T T T T ST l SIS L B
» Source: VMware_ag8:d@:96 (00:0c:29:a8:do: Bit 0123 435 78 8 0 123 45% 7 88 0 1234567883 0 1
Type: IPv4 (0x0800) |-¢—Nitat:|e e Word |
0100 .... = Version: 4
. 8101 = Header Leng @ bytes (5)
+ Differentiated Ser Field: ©x00 (DSCP: CS®, ECN: -ECT)
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Layer 3: I[P header

[SEED Labs] vibrantcloud2.p¢ B OO App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Waln IP header Transport
. _ . . Byte
7 .". o
A = ® D G & € P ¥ I+ oise 0 |1 I2 |3 Network
O I I I I I I [ I I I [ I I I [ I
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 11| x D M 20
4 2025-10-03 16:0.. 192.168.159.129 El
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Li L Protocol Header Checksum Bytes
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 S S S S S S S ——— - — Length)
16 Destination Address
19 2025-10-03 16:0.. 192.168.159.129 1 N [ S S S [N S S S I S S S (S S S S [ S S S N S S S S
20 2025-10-03 16:0.. 192.168.159.129 it , . _
91 20951603 16-6. 13 89 179 11 y 20 IP Option (variable length, optional, not common)
: 22 2025-10-03 16:0.. 13.89.179.11 1 PRSI  B h be s l SRR F A B
6 7889 312345867889

1234567889 312345

. de- O -00- . Bj 0 1
» Source: VMware_ag8:d0:96 (00:0c:29:397d0:96)
|'¢—Nibble—b+—5ylﬂ —l"}—wr.:rrd -

Type: IPv4 (0x0800)

0100 .... = Version: 4
.... 0101 = Header Lengthgf?@ bytes (5)

+ Differentiated Servic ield: e@xe0 ( P: CS@, ECN: Not-ECT) H
pifferentiated se Used for fragmentation
Identification: @x6972 (26994) d h

» Flags: ©x4@, Don't fragment ( )

...0 OOOO POEE ©OEe = Fragmen Tfset: © nOt use ere

Time to Live: 64
Protocol: TCP (6)
Header Checksum: @x@f2b alidation disabled]
[Header checksum statu Unverified]
Source Address: 192, .159.129
Destination Addres 173.201.179.249
~ Transmission Contr Protocol, Src Port: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70
Source Port: 3 [¢]
Destination Bgfft: 80
[Stream in 18]

nnnnnnnn e v Lon b cncni e e Lo LITTUL_AATA_£243]
PO 50 5 9e 21 00 Oc 29 a8 do 96 08 00 IENCL
00 6e 69 72 40 00 40 06 Of 2b c0 a8 9f 81 ad c9
PERE B3 a4 00 50 91 @b 64 23 75 d7 48 76 50 18 -+ -P.. d#u HvP.
fa f0 c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
39 2e 32 34 39 0od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 ©Od Ga Od Ga n: close
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Layer 3: I[P header

[SEED Labs] vibrantcloud2.p¢ B OO App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Haln IP header Transport
. o . ) Byte
A = (N & G & € P ¥ I+ oise I Network
IE : TN SRR LA SRR NN B R A B
tcp or htt ( . IHL (Head . i
B B 0 Version Lénetijer Type of Service (TOS) Total Length Lmk‘_
No. Time Source D ] Physical
1 2025-10-03 16:0.. 192.168.159.129 1]
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 1] ¥x DM 20
4 2025-10-03 16:0.. 192.168.159.129 £l 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 ) I N A S [ S A A I S A N (S A A N S A S A [N S A A (S S Length)
18 Destination Address
19 2025-10-03 16:0.. 192.168.159.129 e S — — i ——— S ——— i ——— S —— —
20 2025-10-03 16:0.. 192.168.159.129 1 , ; l
91 20951603 16-6. 13 89 179 11 20 IP Option (variable length, optional, not common)
: 22 2025-10-03 16:0.. 13.89.179.11 1 P T T T l SRS Lo
6 7 8 9 0 12 3'4 5 6 7 8 9 0

1234567889 312345

. de- TTSTTIPTY I Bit 40 1
» Source: VMware_a8:d0:96 (00:0c:29:a8 196)
|'¢—Nibble—b+—5ylﬂ —l"}—wr.:rrd -

Type: IPv4 (0x0800)

8100 .... = Version: 4
. 8101 = Header Length: ytes (5)

?i.:;irfgﬁéiﬁt?dligrvices Fighd: exee (DScP: #58, ECN: Not-ECT) 64 hops (Ox40 o 64)

Identification: @x697 26994)
Flags: 0x4@, Don't gment
...0 OO0 0OOE B0 = Fragment Offset 0
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 8x0f2b [validatiglf disabled]
[Header checksum status: Unverifjfd]
Source Address: 192.168.159.129
Destination Address: 173.201. .249
~ Transmission Control Protocol, c Port: 337080, Dst Port: 80, Seq: 2433442851, Ack: 1977043862, Len: 70
Source Port: 33700
Destination Port: 860
[Stream index: @]

[ U I S, [ e oo loto  LITTIL MATA  £na )]

00 50 56 f5 9e 21 0O 29 a8 do 96 08 00 M
00 6e 69 72 40 00 40 @6 Of 2b co a8 9f 81 ad c9
[EME 83 a4 oe 50 9T eb 64 23 75 d7 48 76 50 18 «+P.. d#u-HvP-
fa fo c2 4d 00 00 47 45 54 20 2f 69 Ge 64 65 78 <M. .GE T /index

2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
39 2e 32 34 39 0od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 ©Od Ga Od Ga n: close
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Layer 3: I[P header

Total Length: 118
Identification: @x6972 (269
Flags: 0x4@, Don't fragm
...0 00O PEOE 0BEO =
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 8x0f2b [validation disabl
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Pg,

Source Port: 33700

Destination Port: 860

[Stream index: @]

[ PRI S, [P

gment Offset: @

AV, PR

00 50 56 f5 9e 21 @0 Oc 9 a8 do 96 08 00 [IMCl
00 6e 69 72 40 00 40 @6 Of 2b co a8 9f 81 ad c9
(EME: 83 a4 @0 50 91700 64 23 75 d7 48 76 50 18
fa fo c2 4d 00 00 47 54 20 2f 69 Ge 64 65 78
2e 68 74 6d 6c 20 48 54 5@ 2f 31 2e 31 @d ea
48 6f 73 74 3a 20 31 33 2e 32 30 31 2e 31 37
39 2e 32 34 39 @d da 6f 6e 6e 65 63 74 69 6T
6e 3a 20 63 6c 6T 73 0d 0a 0d da

: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977043062,

TCP: 6 (0x06)
UDP: 17 (0x11)
ICMP: 1 (0x01)

Len: 70

roan

- -P-- d#u-HvP-
---M-.GE T /index
.html HT TP/1.1.
Host: 17 3.201.17
9.249. -C onnectio
n: close

[SEED Labs] vibrantcloud2.p¢ B OO App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Haln IP header Transport
. . > ) Byte
A = (N & G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1 P Fl
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification ags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 1 x DM 20
4 2025-10-03 16:0.. 192.168.159.129 & 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 ) S S S S S S S S S S L
ength)
16 Destination Address
19 2025-160-03 16:0.. 192.168.159.129 1 T TT1 N S N S (S S S S S S S S S S S S S
20 2025-10-03 16:0.. 192.168.159.129 1 ) . _
91 20951603 16-6. 13 89 179 11 R 2 IP Option (variable length, optional, not common)
: 22 2025-10-03 16:0.. 13.89.179.11 1 L [T l SIS L B
» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96) 0123 4 6 78 9 0 123 45% 7 88 0 1234567883 0 1
Type: IPv4 (0x0800) |-¢—Nitat:|e yie Word |
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes
+ Differentiated Services Field: @ (DSCP: CS®, ECN: Not- ) Protocol
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Layer 3: I[P header

Total Length: 118

Identification: @x6972 (26994)

Flags: x40, Don't fragment

...0 DOBO QEOO ©BEe = Fragmen

Time to Live: 64

Protocol: TCP (6)

Header Checksum: 8x0f2b [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.159.129

Destination Address: 173.201.179.249

~ Transmission Control Protocol, Src Port: 337
Source Port: 33700
Destination Port: 860
[Stream index: @]

[ PRI SR, [PPSR,

set: ©

Dst Port: 80, Seq: 2433442851, Ack: 1977043062,

PP, LTTL mATa foa i
00 50 56 f5 9e 21 00 6¢c 29 af do 96 08 00 CiMCl
00 6e 69 72 40 00 40 @6 ©Of 2b co a8 9f 81 ad c9

[EME 83 a4 e 50 91 eb ©F 75 d7 48 76 50 18

P

. d#u-HvP -
---M-.GE T /index

fa f0 c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78

2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
39 2e 32 34 39 0od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 ©Od Ga Od Ga n: close

Len:

[SEED Labs] vibrantcloud2.p¢ I P h d D O G App
File Edit View Go Capture Analyze Statistics Telephoml'3 I“'im'ﬂﬂ Tanle  Haln ea er Transport
= = = § e
A = (N & G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Header . i
B B 0 Version L‘ h Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1 P FI
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification ags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 1 x DM 20
4 2025-10-83 16:0.. 192.168.159.129 @ B
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 Source A (Internet
9 2025-10-03 16:0.. 192.168.159.129 1 Header
10 2025-10-03 16:0.. 173.201.179.249 1 | — ——— ———— — — ) i i — ——————— Length)
16 ination A S8
19 2025-10-03 16:6.. 192.168.159.129 1 S S S T S i S S S S S ——— ——
20 2025-10-03 16:0.. 192.168.159.129 1 20 i i
21 2825-10-03 16:0.. 13.89.179.11 11 | jon (variable th, optional, not commaon)
: 22 2025-10-03 16:0.. 13.89.179.11 1 l I s s . P I P————
» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96) Bit 0123 4 78 8 0 1 3 4 56 7 8 8 0 1234567883 0 1
Type: IPv4 (0x0800) Nibble Byte Word >|
Internet Protocol Version 4, Src: 192.168.159.
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
+ Differentiated Services Field: ©0x00 (DSCP: CS@ N: Not-ECT)

70
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Layer 3: I[P header

[SEED Labs] vibrantcloud2.p¢ B OO App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Waln IP header Transport
. . > ) Byte
A = (N & G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 ] x DM 20
4 2025-10-03 16:0.. 192.168.159.129 El 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 i — ———— —— 1 A [ A S S | A N S S S Length)
16 s‘[inatior] Address
19 2025-10-03 16:0.. 192.168.159.129 it T —— | A I S S S S S S
20 2025-10-03 16:0.. 192.168.159.129 1 9p ; l
21 2025-10-03 16:0.. 13.89.179.11 1 (variable length, optional, not common)
22 2025-10-03 16:0.. 13.89.179.11 1 l T T T , T l SRR F A B
1
» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96) Bit 0 1 0 123 45% 7 88 0 1234567883 0

Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.159.

g
d
i A

0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)

Differentiated Services Field: ©x00 (DSCP: CS®, ECN,

Total Length: 118

Identification: @x6972 (26994)

Flags: x40, Don't fragment

...0 OOOO POEE ©OEO = Fragment Offset:

Time to Live: 64

Protocol: TCP (6)

Header Checksum: 0x0f2b [validg

[Header checksum status: Uny

Source Address: 192.168.159.129

Destination Address: 173.201.179.249

~ Transmission Control Protocol, Src Port: 3
Source Port: 33700
Destination Port: 860
[Stream index: @]

F o oot oo oo Lot oo ooo . Mo

Source IP address
192.168.159.129 = 0xC0.A8.9F.81

p#on disabled]

, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

o LTTu nATA fnana
00 50 56 f5 9e 21 @0 O¢c 29 ad do 96 08 00 [Nl
00 6e 69 72 40 00 40 06 Of 2b c0 a8 9f 81 ad c9
[EME: 83 a4 00 50 91 @b 64 23 a7 48 6 50 18 -+ -P.. d#u HvP.
fa f0 c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
39 2e 32 34 39 0od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 ©Od Ga Od Ga n: close
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Layer 3: I[P header

[SEED Labs] vibrantcloud2.p¢ B OO App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Waln IP header Transport
= = > ) Byte
A = (N & G & € P ¥ I+ oise I Network
IE : TENENEN BNENEN AEENENEN BN SEN NN S AN A N LT S A
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 ] x DM 20
4 2025-10-03 16:0.. 192.168.159.129 El 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 A | S A S | S S S S SN A S (S S A [ S SN A I S SN S S S Length)
16 Destination Address
19 2025-10-03 16:0.. 192.168.159.129 it i —— S S S S [ S S S S S
20 2025-10-03 16:0.. 192.168.159.129 i p l
21 2025-10-03 16:0.. 13.89.179.11 1 20 |P”3b|9 length, optional, not common)
22 2025-10-03 16:0.. 13.89.179.11 1 l T T T T T l SRR F A B
1
» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96) Bit 0123 456 123 45% 7 88 0 1234567883 0

Type: IPv4 (0x0800) Nibhble
Internet Protocol Version 4, Src: 192.168.159.

0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)

Differentiated Services Field: @x00 (DSCP: CS®, ECN: Not-

Total Length: 118

Identification: @x6972 (26994)

Flags: x40, Don't fragment

...0 OO0 GOEE 0OEO = Fragment Offset: @

Time to Live: 64

Protocol: TCP (6)

Header Checksum: 8x0f2b [validation dig

[Header checksum status: Unverified

Source Address: 192.168.159.129

Destination Address: 173.201.179.249

~ Transmission Control Protocol, Src Port: 33
Source Port: 33700
Destination Port: 860

[Stream index: @]

P RN, [Py . Yy

Destination IP address
173.201.179.249 = 0xAD.C9.B3.F9

D, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

< . d#u-HvP -
O c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17
32 34 39 od 0a 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
20 63 6c 6f 73 65 0d Ga od Ga n: close
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Layer 3: I[P header

Internet Protocol Version 4, Src: 192.168.159.
0100

.... = Version: 4
. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field: ©x00 (DSCP: CS®, ECN: Not-ECT)
Total Length: 118
Identification: @x6972 (26994)

Flags: x40, Don't fragment

...0 OO0 GOEE 0OEO = Fragment Offset: @
Time to Live: 64

Protocol: TCP (6)

Header Checksum: 8x0f2b [validation disabled]
[Header checksum status: Unverified]

Source Address: 192.168.159.129

Destination Address: 173.201.179.249

Source Port: 33700
Destination Port: 860
[Stream index: @]

[ PRI SR, [PPSR,

PO B
00 50 56 f5 9e 21 @0 O¢c 29 a8 do 96 08 00 [Nl
00 6e 69 72 40 00 40 06 Of 2b c0 a8 9f 81 ad c9
PEME: 83 a4 00 50 91 @b 64 23 75 d7 48 76 50 18 R
fa f0 c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78
68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 od Ga
6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37
2e 32 34 39 @d Ba 43 6f 6e 6e 65 63 74 69 6T
3a 20 63 6c 6f 73 65 0d Ga od Ga n:

LITTLL mATA  Foa )]

close

~ Transmission Control Protocol, Src Port: 33708, Dst Port: 80, Seq: 2433442851, Ack: 1977043062,

[SEED Labs] vibrantcloud2.p¢ D O G App
File Edit View Go Capture Analyze Statistics Telephorv Wiralace Tanle  Waln IP header Transport
. _ . . Byte
7 .". o
A = ® 0D G & € P ¥ I+ oise a | | | I2 | E I| Network
|.| - | 1 | - 1 1 | - 1 | - 1 |
tcp or htt ( . IHL (Head . i
B B 0 Version L‘ E: e Type of Service (TOS) Total Length Lmk‘_
No. Time Source Di ength) Physical
1 2025-10-03 16:0.. 192.168.159.129 1
2 2025-10-03 16:0.. 173.201.179.249 1 4 Identification IP Flags Fragment Offset
3 2025-10-03 16:0.. 192.168.159.129 il x DM 20
4 2025-10-03 16:0.. 192.168.159.129 & 5
D AeelndlEeis) Motk AT il i), 258 = 8 Time To Live (TTL) Protocol Header Checksum ylos
6 2025-10-03 16:0.. 173.201.179.249 1
7 2025-10-03 16:0.. 192.168.159.129 1 IHL
8 2025-10-03 16:0.. 173.201.179.249 1 12 (Internet
9 2025-10-03 16:0.. 192.168.159.129 i Source Address Header
10 2025-10-03 16:0.. 173.201.179.249 1 S A S S S S [ S S S S S S S S S S S S S [ S S Length)
16 Destination Address
19 2025-160-03 16:0.. 192.168.159.129 1 A | S S S [N S S S I S S S S S S S [ S S S S S S S S
20 2025-10-03 16:0.. 192.168.159.129 1 ) . _
91 20951603 16-6. 13 89 179 11 R 2 IP Option (variable length, optional, not common)
: 22 2025-10-03 16:0.. 13.89.179.11 1 l SR S B R l SIS L B
» Source: VMware_ag8:d0:96 (00:0c:29:a8:d0:96) Bit 012345867838 0 123 45% 7 88 0 1234567883 0 1
Type: IPv4 (0x0800) Nibble Byte Word |

No optional fields here

Len: 70

d#u-HvP -
---M-.GE T /index
.html HT TP/1.1.

Host: 17 3.201.17
9.249. -C onnectio
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Layer 2: MAC header

[SEED Labs] vibrantcloud2.pcapng & O & App
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Transport
A = DIRE A >»I——-EZ=FQRQAQE Network
[A]tcp or http ] - @ Link
Mo. Time Source Destination Protocol Length Info 3 Physical
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=¢
3 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-10-03 :B... 5 4 5 5 1 S 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-16-03 16:0.. 173.2601.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 OK (text/html)
9 2025-160-03 16:0.. 192.168.155.129 173.201.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045398 Win=62780 Len=t
16 2625-16-63 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
19 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240 Len=0 —
20 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 66 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2p25-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello _Retrv Reauest. Chanoe Cipher Spec %

+ Frame 4: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface eth@, id @ -
I-Ethernet II, Src: VMware_aB:d0:96 (00:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

» Destination: VMNMare_f5:9e:21 (00:50:56:f5:9e:21)
» Source: VMware aB8:d0:96 (00:0c:29:a8:d9:96)
Type: IPv4 (0Ox0800)
~ Internet Protocol Version 4, Src: 192.168.159.129, Dst: 173.201.179.249
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©Ox@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 110
Identification: Ox6972 (26994)
+ Flags: 0x40, Don't fragment
...0 0OEO EEEE EOee = Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 0x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

CELICAMOe S50 56 f5 9¢ 21 @0 Bc 29 a8 do@ 96 08 OOREGECL]
00 6e 69 72 40 00 40 06 Of 2b c@ a8 9f 81 ad c9
b3 f9 83 a4 00 50 91 6b 64 23 75 d7 48 76 50 18 .
fa fo c2 4d 00 90 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2Ze 32 30 31 2e 31 37 Host: 17 3.291.17
39 2e 32 34 39 0d 0a 43 6f 6e 6e 65 63 74 69 6 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 @d Ga 6d Pa n: close
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Layer 2: MAC header

[SEED Labs] vibrantcloud2.pcapng B & &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ry PDIRE A I =2RQQE
[A]tcp or http HBEd -|o
Mo. Time Source Destination Protocol Length Info 3
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=¢
3 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-10-03 1 0.. . . . . . .24 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-16-03 16:0.. 173.2601.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 OK (text/html)
9 2025-16-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045358 Win=62780 Len=€
16 2625-16-63 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
I 19 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240 Len=0 —
20 2625-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 66 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2p25-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello _Retrv Reauest. Chanoe Cipher Spec %

+ Frame 4: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface eth@, id @ -
Bl Ethernet II, Src: VMware_aB:d@:96 (00:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)
l » Destination: VMNMare_f5:9e:21 (00:50:56:f5:9e:21) '
» Source: VMware aB8:d0:96 (00:0c:29:a8:d9:96)
Type: IPv4 (0Ox0800)

~ Internet Protocol Version 4, Src: 192.168.159.129, Dst: 173.201.179.249 Destination MAC address
0100 .... = Version: 4
00:50:56:F5:9E:21

. 9101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©Ox@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 110
Identification: Ox6972 (26994)
+ Flags: 0x40, Don't fragment
...0 0OEO EEEE EOee = Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 0x0f2b [validation dis
[Header checksum status: Unverified
Source Address: 192.168.159.129
Destination Address: 173.2
~ Transmission Control Pp

CELICAMOe S50 56 f5 9¢ 21 @0 Bc 29 a8 do@ 96 08 OOREGECL]

OO0 40 06 Of 2b co® a8 9f 81 ad c9
a4 00 50 91 @b 64 23 75 d7 48 76 50 18 .
4d 00 00 47 45 54 20 2f 69 6e 64 65 78 -++M..GE T /index
6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
74 3a 20 31 37 33 2Z2e 32 30 31 2e 31 37 Host: 17 3.291.17
34 39 0d Ga 43 6f 6e 6e 65 63 74 69 6T 9.249. .C onnectio
63 6c 6f 73 65 ©d Ga ed Pa n: close

, Src Port: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70
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Layer 2: MAC header

[SEED Labs] vibrantcloud2.pcapng B & &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ry PDIRE A I =2RQQE
[A]tcp or http HBEd -|o
Mo. Time Source Destination Protocol Length Info 3
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=¢
3 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-10-03 1 0.. . . . . . .24 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-16-03 16:0.. 173.2601.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 OK (text/html)
9 2025-16-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045358 Win=62780 Len=€
16 2625-16-63 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
I 19 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240 Len=0 —
20 2625-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 66 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2p25-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello _Retrv Reauest. Chanoe Cipher Spec %

+ Frame 4: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface eth@, id @ -
I-Ethernet II, Src: VMware_aB:d0:96 (00:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

» Destination: VMNMare_f5:9e:21 (00:50:56:f5:9e:21)
» Source: VMware aB8:d0:96 (00:0c:29:a8:d9:96)
Type: IPv4 (0Ox0800)
~ Internet Protocol Version 4, Src: 192.168.159.129, Dst: 173.201.179.249
0100 . = Version: 4
. 9101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©Ox@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 110
Identification: Ox6972 (26994)
+ Flags: 0x40, Don't fragment
...0 0OEO EEEE EOee = Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 0x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.24
~ Transmission Control Protocol, Srg

AnTAn

Source MAC address
00:0C:29:A8:D0:96

t: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

P Plimet .

0000

00 50 56 f5 9¢ 21 @0 Bc 29 a8 do@ 96 08 OONEGNC]
00 G6e 69 72 40 00 “FUNUONNE geCe™a® of 81 ad c9
b3 f9 83 a4 00 50 91 6b 64 23 75 d7 48 76 50 18
fa fo c2 4d 00 90 47 45 54 20 2f 69 6e 64 65 78
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga
48 6f 73 74 3a 20 31 37 33 2Ze 32 30 31 2e 31 37 Host: 17 3.291.17
39 2e 32 34 39 0d 0a 43 6f 6e 6e 65 63 74 69 6 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 @d Ga 6d Pa n: close

<M. .GE T /index
.html HT TP/1.1.
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Layer 2: MAC header

[SEED Labs] vibrantcloud2.pcapng B & &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ry PDIRE A I =2RQQE
[A]tcp or http HBEd -|o
Mo. Time Source Destination Protocol Length Info 3
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=¢
3 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-10-03 1 0.. . . . . . .24 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-16-03 16:0.. 173.2601.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 OK (text/html)
9 2025-16-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045358 Win=62780 Len=€
16 2625-16-63 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0
I 19 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240 Len=0 —
20 2625-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 66 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2p25-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello _Retrv Reauest. Chanoe Cipher Spec %

+ Frame 4: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface eth@, id @ -
I-Ethernet II, Src: VMware_aB:d0:96 (00:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

» Destination: VMNMare_f5:9e:21 (00:50:56:f5:9e:21)

» Source: VMware aB8:d0:96 (00:0c:29:a8:d9:96)
Type: IPv4 (0Ox0800)
~ Internet Protocol Version 4, Src: 192.168.159.129, DSt Lo U Erosste— Type = IPV4

0100 .... = Version: 4
» Diff.efégti;tgﬁagg:vigggtzieig:bzigg Egs);CP: CS®, ECN: Not-ECT) IPV4 0X0800
IPv6 = 0x86DD
Network stack knows next layer is IPv4

Total Length: 110
Identification: Ox6972 (26994)
+ Flags: 0x40, Don't fragment
...0 0OEO EEEE EOee = Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: 0x0f2b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.159.129
Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33700

G0 5o 50 75 e 21 00 oc 20 a0 o 95 o5 ooy
00 6e 69 72 40 00 40 06 ©Of 2b co a8 g™ ad c9
b3 f9 83 a4 00 50 91 0b 64 23 75 d7 48 76 50 18
fa fo c2 4d 00 00 47 45 54 20 2f 69 6e 64 65 78 <.-M..GE T /index
2e 68 74 6d 6c 20 48 54 54 50 2f 31 2e 31 @d Ga .html HT TP/1.1.
48 6f 73 74 3a 20 31 37 33 2e 32 30 31 2e 31 37 Host: 17 3.201.17

39 2e 32 34 39 0d 0a 43 6f 6e 6e 65 63 74 69 6 9.249. .C onnectio
6e 3a 20 63 6c 6f 73 65 @d Ga 6d Pa n: close

80, Seq: 2433442851, Ack: 1977043062, Len: 70
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Layer 2: MAC header

[SEED Labs] vibrantcloud2.pcapng B & &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ry PDIRE A I =2RQQE

[A]tcp or http HBEd -|o

Mo. Time Source Destination Protocol Length Info 3
1 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 74 33700 — 80 [SYN] Seq=2433442850 Win=64240 Len=0 MSS=1460 SACK_PERM-——
2 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 TCP 60 80 — 33700 [SYN, ACK] Seq=1977043061 Ack=2433442851 Win=64240 Len=¢
3 2025-10-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442851 Ack=1977043062 Win=64240 Len=0
4 2025-10-03 1 0.. . . . . . .2 124 GET /index.html HTTP/1.1
5 2025-16-83 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=0 -
6 2025-16-03 16:0.. 173.2601.179.249 192.168.159.129 TCP 1514 80 — 33700 [PSH, ACK] Seq=1977043062 Ack=2433442921 Win=64240 Len=1
7 2025-10-03 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [ACK] Seq=2433442921 Ack=1977044522 Win=62780 Len=0
8 2025-10-03 16:0.. 173.201.179.249 192.168.159.129 HTTP 929 HTTP/1.1 200 OK (text/html)
9 2025-16-83 16:0.. 192.168.159.129 173.201.179.249 TCP 54 33700 — 80 [FIN, ACK] Seq=2433442921 Ack=1977045358 Win=62780 Len=€
16 2625-16-63 16:0.. 173.261.179.249 192.168.159.129 TCP 66 80 — 33700 [ACK] Seq=1977045398 Ack=2433442922 Win=64239 Len=0

I 19 2025-10-03 16:0.. 192.168.159.129 13.89.179.11 TCP 54 39692 — 443 [ACK] Seq=2712924825 Ack=4278642685 Win=64240 Len=0 —
20 2625-10-03 16:0.. 192.168.159.129 13.89.179.11 TLSv1.3 571 Client Hello
21 2025-10-03 16:0.. 13.89.179.11 192.168.159.129 TCP 66 443 — 39692 [ACK] Seq=4278642685 Ack=2712925342 Win=64240 Len=0
22 2p25-10-03 16:0.. 13.89.179.11 192.168.159.129 TLSv1.3 153 Hello _Retrv Reauest. Chanoe Cipher Spec %

+ Frame 4: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface eth@, id @ -
I-Ethernet II, Src: VMware_aB:d0:96 (00:0c:29:a8:d0:96), Dst: VMware_f5:9e:21 (00:50:56:f5:9e:21)

» Destination: VMNMare_f5:9e:21 (00:50:56:f5:9e:21)

» Source: VMware aB8:d0:96 (00:0c:29:a8:d9:96)
Type: IPv4 (0Ox0800)

~ Internet Protocol Version 4, Src: 192.168.159.129, Dst: 173.201.179.249
0100 .... = Version: 4
. 9101 = Header Length: 20 bytes (5)

» Differentiated Services Field: ©Ox@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 110
Identification: Ox6972 (26994)

+ Flags: 0x40, Don't fragment
...0 0OEO EEEE EOee = Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)

Header Checksum: 0x8f2b [validation disabled] MAC IP TCP APP
[Header checksum status: Unverified]
Source Address: 192.168.159.129 layer 2 3 4 7

Destination Address: 173.201.179.249
~ Transmission Control Protocol, Src Port: 33700, Dst Port: 80, Seq: 2433442851, Ack: 1977043062, Len: 70

P Flmwe+ . A97AA

<M. .GE T /index
.html HT TP/1.1.
Host: 17 3.291.17
9.249. -C onnectio
n: close
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