UGH,

L HATE
READING
YOUR (ODE.

N\
)

TS LIKE You RAN OCR ON
A PHOTD OF A SCRABBLE
BOARD FROM A GAME WUHERE
JAVASCRIPT RESERVED LJORDS
COUNTED FOR TRIPLE POINTS.

\

ITLOOKS LIKE SOMEONE

TRANSCRIBEL A NAWAL LEATHER
FORECAST WHILE. LJOODPECKERS
HAMMERED THEIR, SHIFT KEYS,
THEN RANDOMLY INDENTED IT.

I KNOU,
I KNOL).

)

\

IS LIKE AN EE CUMIMINGS
POEM URITTEN USING ONLY
THE USERNAMES A WEBSITE
SUGGESTS WHEN THE ONE
YOU WANT IS TAKEN.

\

THIS LOOKS LIKE THE OUTPUT OF A MARKOV
BOT THAT'S BEEN FED BUS TIMETRBLES FROM
A CITy’ WHERE THE BUSES CRASH CONSTANTLY,

\ WHATEVER, IT RUNS FINE. FOR NoL.

50 DOES A \\:'
BURNING BUS. K

N

https://xkcd.com/1695/
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Review from last class

Ethernet is the dominant Layer 2 wired protocol

Ethernet frame format:

* Preamble
» dstand src MAC addresses You see 14 header bytes
plus payload
© Type " NIC strips off bl
. strips off preamble
Payload (normally an IP packet) ] and CRe
e CRC

CRC error detection is more sophisticated than a checksum; it
guarantees detection of all burst errors less than r + 1 bits

Switches associate a MAC address with a port when a device transmits
Does a host need to send to a

. router for a dst in its subnet?
Switch do not (normally) have a MAC address How does it work? ’



Review: Physical layer moves bits

across a Local Area Network

Conceptual network layers

7) Application

4) Transport

3) Network (IP)

2) Link (MAC)

1) Physical

https://www.ibm.com/think/topics/osi-model

Interacts with application programs to send messages
Applications assigned a port, multiple instances can run (many browser pages)
Examples: HTTP, SSH, FTP, SMTP, DNS

Moves segments or datagrams

May provide error control, flow control, application addressing (ports)
Examples: TCP (connection-oriented), UDP (connectionless)

TCP provides sequencing, dropped packet resend, traffic congestion control

Moves packets between local area networks (routing)
Each computer on the Internet identified by an IP address (IP v4 or v6)
Also called Layer 3 or IP layer (ICMP Ping is here)

Moves frames within a local area network (switching)
Each computer identified by a MAC address on its Network Interface Card (NIC)
Also called Layer 2, MAC layer, Data Link layer, or Ethernet layer

Last day for this slide!
How data is physically transmitted

* Transmitter converts logical 1 and O bits to electrical/light pulses or
phase/amplitude of radio frequency (RF) and sends down wire or over air
* Receiver converts electrical/light or RF back to logical 1 and 0 bits



» 1

2.

Wired physical layer

Wireless networks

. Modulation schemes

Wi-Fi



Copper wire is often used for wired

connections

Sender

4) Transport

3) Network (IP)

App data
goes down
the network
stack to the
physical layer

2link(MAC) [N - 2) Link (MAC)
1) Physical — _— // 1) Physical
/’ """" -

Speeds up to 40 Gbs possible over Cat 8 copper Receiver

NRZ = Non-Return to Zero Sender and receiver
must get and keep

e | T UTHUUUUUUY  clocks in sync

Clock ticks at steady rate

pan o [ Lo oo e ] Bits delivered to————
Data bits to send Link layer and up

Signal

the stack to App

4) Transport

3) Network (IP)

Digital to Analog Analog to Digital

Converter (DAC) send electrical Converter (ADC)
At each clock pulses over converts

cycle, create copper wire electrical pulses
electrical pulses into bits

* 1bit=high * High =1 bit

e 0Obit=Ilow * Low =0 bit ;

Adapted from https://www.tech nologyuk. net/telecommunications/telecom-principles /line-coding-tech niques.s html



Ethernet preamble keeps sender and

receiver’s clocks in sync

Sender Receiver

Sending interface adds a preamble to the
Link Layer data

tylpe
ot | 5| 55| | gomiporon |
[
3) Network (IP) Preamble Y 3) Network (IP)
2) Link (MAC) ’ 2) Link (MAC)
s = Used to synchronize receiver and sender clocks |EEZE

=7 bytes of 10101010 repeated (hey, I’'m going to send)
=] byte of 10101011 (SFD = Start of Frame Delimiter)
= Receiver knows when frame starts

= Clocks may drift, possible to lose synchronization if
many 1’s or O’s in a row

p from https://www.tech nologyuk. net/telecommunications/telecom-principles/line-coding-tech niques.s html



Manchester encoding can help keep clocks

in sync and reduce errors

Sender Receiver

Clock"||“‘||“‘||“‘||“‘||‘

Same clock as before, same data

Data @ 1 0 0 1 0 1 1 0 1 1 0
+ve
Signal

3) Network (IP) 1Ena Ov 3) Network (IP)
2) Link (MAC) ‘ ‘ S ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ 2) Link (MAC)
1) Physical /. . . “ve 1) Pl:ysica|

Low to high High to low

0 bit 1 bit

At each clock cycle always transition

* 0 bit = transition from low to high

* 1 bit = transition from high to low

Transitions keep clocks in sync

There must be an error if no transition during clock cycle
Works better than NRZ in noisy circuits ’

et/telecommunications/telecom-principles/line-coding-tech niqu es.s html



Fiber is also common these days

Sender Two types of fiber Receiver
1. Single mode — long range (~40 km without repeaters)

2. Multimode — short range (< 100m)
Petabit speeds theoretically possible

Could Manchester encoding be used with fiber?
Yes!

4) Transport

Laser or LED Photo diode 4) Transport

3) Network (IP) 3) Network (IP)

2) Link (MAC)

2) Link (MAC)
— ADC 1) Physical

1) Physical

Analog to Digital

Digital to Analog

Converter (DAC) Send light pulses Converter (ADC)
At each clock over fiber optic converts light
cycle, create light cable pulses into bits
pulses * Light =1 bit

1 bit=Iaser on * No light =0 bit

* 0 bit = laser off .

Adapted from https://www.tech nologyuk. net/telecommunications/telecom-principles /line-coding-tech niques.s html



Dense Wave Division Multiplexing allows

multiple simultaneous streams of data

Sender Receiver

Composite Signal

% Data Stream 1

Data Stream 2

% Data Stream 3

L“—-%‘* Data Stream 4

% Data Stream 5

Data Stream 1 %

Data Stream 2

Data Stream 3 %

Data Stream 4

Single Fiber

¥

\
y

Joxs|diynin
Jaxa|dninweqg

3) Network (IP) 3) Network (IP)

2) Link (MAC)

2) Link (MAC)

— 1) Physical

Cladding

1) Physical —

Core

Dense Wave Division Multiplexing (DWDM)
* Sender gives each data stream a different color of light
° Transmits a” Colors at once Could you encode muItipIe frequencies

, on copper cable
* Separate colors at receiver Yes! P

Multiple data streams sent at once (Wi- F| does th|s too W|th RF') 10

d fro ps://w uk. net/telec ns/telec iples/line-coding-tech niques.s html



1.

» 2

. Modulation schemes

Wired physical layer

Wireless networks

Wi-Fi

11



Lots of connected loT devices, and

more soon!

60

50

45 72

- loT
What is loT?
Internet of Things

40 37.24
-
i I

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023* 2024* 2025* 2026* 2027 2028

number of devices (in billions)

| PC, laptops,
tablets, phones

® Fixed phones @ Mobile phones PC/Laptop/Tablet @ Short-Range-loT @& Wide-Area-loT

12

https://www.statista.com/statistics/512650/worldwide-connected-devices-amount/ Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Wireless and Mobile Networks: context

= More mobile-broadband-
connected (cellular) devices
than fixed-broadband-
connected devices (5-1 ratio by =

2019)! - e
* Wireless connectivity even  § . ,/
greater When W|'Fi users are é 4000 Mobile broadband subscribers (M)

©

considered (80% of S
broadband homes use Wi-Fi) =

e 60% of Internet traffic from
major web sites destined to
mobile devices

100

Data source: www.statista.com (1/25)



A wireless network comprises an access

network and a core network

Core network
Servers, routers, switches

» °
= % - Normally wwe/z/c\i

, Storage

To
Internet

Gateway

(«j»)
Wireless access Wireless Core
network Network

Wireless access network connects devices to larger networks
* One organization controls access network
* Called a Radio Access Network (RAN) or Wireless LAN (WLAN) 14




Elements of a wireless network

oy <
r Q wired network

infrastructure

15



Elements of a wireless network

- ~ Wireless hosts e
= Laptop, smartphone, IoTﬂi C‘!
= Run applications

= May be stationary (non-mobile) or mobile

* Wireless does not always mean
mobility!

&2

5 ﬂ wired network

infrastructure

16



Elements of a wireless network

(7
€& (o} D)(«)D)
b - Base station ——— % \é

= Typically connected to wired network

= Relay - responsible for sending packets
L between wired network and wireless
< < wired network host(s) in its “area”

infrastructure * 4G/5G cell towers
e 802.11 (Wi-Fi) access points (APs)

No real counterpart to Base
ﬂ Stations in wired networks




Elements of a wireless network

- Wireless link — (@D> -

= Typically used to connect device(s) to
base station, also used as backbone link

= Multiple access protocol coordinates link
access (random access, FDMA, TDMA,

5 Q wired network CDMA, polling)

infrastructure = \arious transmission rates and distances,
frequency bands

C! D Ad hoc
</ C! - networks: not

7 \ 4
(( )») _@ED W R all wireless
fa=i g _> CCE >
CE networks are

r < </ connected
into a larger
network

Lab 4 will create ad-hoc (Bluetooth)

communication between devices »

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Elements of a wireless network

z - Wireless device radio — (CC"D> .
ﬂ = Wireless devices has different g

radios for different networks

How many antennas

@ _ are in an iPhone 16?
ﬂ wired network
infrastructure PO

< B

= 5> N — : ] I (Cciﬁ::
- - o L r]
»;7 < </

19



Elements of a wireless network

z - Wireless device radio — (CC"D> .
ﬂ = Wireless devices has different  —gu—

radios for different networks

= iPhonel6: has ~11 different
radios, many antennas

ﬂ Q wired network = 5 different cellular radios,
infrastructure Wi-Fi, Bluetooth, UWB, =

/ satellite, NFC, GPS

< B

= 5> N —: ] I (Cc!ﬁ::
E 55> )
;] < </




Characteristics of selected wireless

links

14 Gbps
10 Gbps

3.5 Gbps
600 Mbps
54 Mbps

11 Mbps
2 Mbps

Generally:

Go fast over short distances

OR

802.11ax
5G
802.11ac
802'][1 af,ah
802.11n
4G LTE, 5G eMBB
802.11g LEOS
802.11b
Bluetooth |
Indoor Outdoor Midrange Longrange  Space (100’s
outdoor outdoor of Km)
10-30m 50-200m 200m-4Km 4Km-15Km
21

Go slow over long distances

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Electromagnetics: enabling

commuhnication

receiver

transmitter (1) current at one location (transmitter) ....
(2) creates an EM field in space ....
(3) induces a current at remote
location (receiver)....

22
slide conce pt: S. Rangan (NYU) Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Radio basics: frequency is how many times
per second a signal repeats

Frequency is how many times

I
: % I
\_H_,;’I ‘xug”] \uﬂ =3 Hz per second a signal repeats
* Measured in Hertz (Hz)

« T=1s »

23



Radio basics: frequency is how many times

per second a signal repeats

/ ﬁ“‘\~ H\m ﬂ“\ﬂ | Frequency is how many times
A =13 Hz per second a signal repeats

/@DJ\@ /@ h@ /@ l@: + Measured in Hertz (Hz)

- T=1s >

24



Radio basics: frequency is how many times

per second a signal repeats

I

| Frequency is how many times
A = 3 Hz per second a signal repeats

I

I

* Measured in Hertz (Hz)
* More times a signal repeats
=6 Hz per second = higher
frequency (12 Hz has 12
repeatsin 1 second)
=12 Hz * Fewer times a signal repeats
per second = lower
frequency (3 Hz signal has 3
repeatsin 1 second)

25

Adapted from https://www.tech playon.com/wavelength-freque ncy-amplitude-ph ase-de fining-waves/



Radio basics: Amplitude measures the

strength of the signal

Amplitude measures signal

strength
Amplitude  Measured from average
\ power to peak
* Not from peak to trough
\/ \/h

We will measure signal strength in Lab 4

RSSI = Received Signal Strength Indicator

Some Wi-Fi cards will provide this measurement per frame (dongles will)

A few cards provide Channel State Information (gives per subcarrier phase and amplitude)
How might that information be useful?

26

Adapted from https://www.tech playon.com/wavelen gth-freque ncy-amplitude-ph ase-de fining-waves,



Radio signal characteristics

Power: antenna receive/transmit

energy per unit time Power spectral density:

= | inear: measured in watts (or = Power present in signal as a

mllllw.atts). . function of frequency
= L ogarithmic: measured in ”
decibels (dBm Power relative
( ) > tol mW £ !
P =10 |og10( mw )  RSSI reports in dBm f
1mW (Lab 4) :
= Example: « Expected RSSI value? & | |
*  Wi-Fi normally about

.9975 1.00 1.0025 frequency (GHz)
1

P = 250 mW (typical max
mobile transmit power) -90 to -20 dBm |
>somwy  ° Don’tbealarmed by  carrier (center) frequency
1mw ) negative RSSI!

Pagm =10" |Og10(
=24 dBm Power density is the amount of energy in an area (e.g., Watts/m?)
Higher power implies higher signal amplitude

3 dBm increase is roughly a doubling power 27

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Radio basics: electromagnetic wave

summary

Electromagnetic wave has:
= Wavelength (A)

" Frequency: speed of light / wavelength = c/A .

Slide concept: S. Rangan (NYU)

Frequency measured in Hertz

(cycles/sec)

Wi-Fi wavelength:

e ~12 cm (2.4 GHz)

e ~6cm (5 GHz band)

Why?

* Signal moving at speed of light

* Frequency gives cycles/sec

 Wavelength gives how far
signal travels in one cycle

* Lower frequency = longer

wavelength

Higher frequency = shorter

wavelength

28

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Radio basics: electromagnetic wave
summary

wave propagation:

Electromagnetic wave has:

= \Wavelength (A)

= Frequency: speed of light / wavelength = c/A
= Directionality (of propagation)

= Time-varying amplitude

29
Sl|de conce pt s Rangan (NYU) Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Signals must be recovered in the presence

of noise

= [nterference: other transmitters/EM
radiaters in same frequency band

* Hundreds of consumer devices
operate in unlicensed 2.4 GHz band
(ISM = Industrial, Scientific, and
Medical band):

 Comms: Wi-Fi, Bluetooth, Zigbhee

noise

* Others: Microwave ovens, garage
door openers, baby monitors,
cordless phones, wireless
mics/speakers, radio-controlled Received signal is the

drones and toys, amateur radio, ... superposition of the
signal plus noise

Original signal, noise, and noisy received signal

" Thermal and electronic noise in receiver:
* Natural thermal variations, imperfections in electronics 35

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Signal to Noise Ratio (SNR) measures the

difference

SNR: ratio of signhal power to noise power (often measured in dB)

» Fundamental measure of channel “quality”

SNR(dB)::10"0g10(reiiﬁfﬁﬁiﬁlpo“@r)

o _ B VA VAVAVAVAVAVAVAVAVAVAY,
= SNR of 0 implies equal signal and noise

=High (or low) SNR: easy (or hard)to T o

extract signal from signal+noise

= Typical ranges for current radios for

gOOd thro ughput: Original signal, noise, and noisy received signal
- Lower limit for cellular: -10 to -6 dB

. Lower limit for Wi-Fi: around 20dB
depending on modulation

36



Signals attenuate (weaken) as they travel

Wireless radio signal attenuates (loses power) as it propagates

—  Path loss
(aka fading) reduction in power density (attenuation) of an

electromagnetic wave as it propagates from transmitter to receiver

A \2

P.=P; -Gy « Gy - Hd .

P. = power received

P, = power transmitted B

G, = gain of the transmitting antenna el
G, = gain of the receiving antenna 2 =
A = wavelength

d = distance between transmitter and receiver 3d

Inverse Square Law: Signal strength attenuates with the square of distance in free space

Double the distance, means 4 power .

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Lab 4 uses path loss to rescue survivors in

an emergency like an earthquake or fire

Rescuer searches for

survivor
signal strength (RSSI)
0.4 dBm
rescuer (drag) _
H ’ u . .
SurVI"or S smart WatCh survivor beacon : j:::iz:;e(s:;rl‘vor—»rescuer)
t ra n s m it s e m e rge n cy The graph plots RSS! over time as you walk. "Closer" should mean "louder" — multipath breaks that.
beacon Multipath OFF (ideal)
s e T Measure beacon signal strength
Due to Inverse Square Law, if
Scenario: rescuer is:
After an earthquake survivors are trapped * MOV'":‘:{ closer, signal strength
Suppose a survivor’s smart watch sends a ShOU!d Increase
Wi-Fi emergency beacon * Moving farther, signal
Rescuers pick up beacon to locate survivor strength should decrease

38
https://tjp.cs.dartmouth.edu/cs60/code/day11/rescuer.html



Lab 4 uses path loss to rescue survivors in

an emergency like an earthquake or fire

Move closer
Signal strength increases

\ \ signal strength (RSSI)
3.7 dBm

rescuer (drag)

each step you take as you move)

survivor beacon === direct path (survivor — rescuer)
== wall-bounce path

The graph plots RSSI over time as you walk. "Closer" should mean "louder" — multipath breaks that.

Multipath OFF (ideal)

Drag the rescuer. Watch RSSI as you approach — you'll pass through dead
spots where the bounced signal cancels the direct one, even though you're
getting closer.

39
https://tjp.cs.dartmouth.edu/cs60/code/day11/rescuer.html



Lab 4 uses path loss to rescue survivors in

an emergency like an earthquake or fire

Move closer
Signal strength increases further

x \ \ signal strength (RSSI)

16.5 dBm

survivor beacon === direct path (survivor — rescuer)
=== wall-bounce path
The graph plots RSSI over time as you walk. "Closer" should mean "louder" — multipath breaks that.

Multipath OFF (ideal) Clear trai

the rescuer. Watch RSSI as you approach ou'll pass through dead

ggggggggggggg ;

Be careful!
. i . What is multipath?
Multipath can cause misleading cues P

This approach gives a rough estimate of
whether rescuer is moving closer/farther

(but normally works reasonably well) ~_ Try it yourself 40
https://tjp.cs.dartmouth.edu/cs60/code/day11/rescuer.htm| ===




Signals can reflect from object causing

multiple paths to the receiver

Multipath propagation: radio signal reflects off objects ground,
built environment, arriving at destination at slightly different times

reflected path

D)
B

4 — e L L%

p
\(;A

line of sight <"<'f';'v:>;__i_—

(LOS) path !66%1 reflected path

Multipath = multiple copies of the signal arrive at the receiver

* Line of Sight (LoS) component is usually present unless occluded
* Plus, all reflected paths

* All paths are superimposed on each other at the receiver

We will use multipath in Lab 4 to create a secret on two devices

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



Multipath can cause constructive or

destructive interference

Strong
superimposed
signal

Reflected

Constructive Interference

If signals that took multiple paths

arrive in phase with each other

 Waves add up

e Results in greater signal
strength than LoS alone

e Called Constructive
Interference

43



Multipath can cause constructive or

destructive interference

LoS Weak
superimposed
+ ____ signal
Reflected \/\WReflected
Constructive Interference Destructive Interference
If signals that took multiple paths If signals that took multiple paths
arrive in phase with each other arrive out of phase with each other
 Waves add up  Waves cancel each other
e Results in greater signal * Results in lower signal strength
strength than LoS alone than LoS alone
e Called Constructive * Called Destructive Interference
Interference Superimposed signal tends not to

44

cancel completely. Why?



Destructive interference tends not to

cancel the signal completely

Reflected

LoS Weak
superimposed

+ ____ signal

\/\WReflected

Constructive Interference

If signals that took multiple paths

arrive in phase with each other

 Waves add up

e Results in greater signal
strength than LoS alone

e Called Constructive
Interference

Destructive Interference

Superimposed signal at receiver

* LoS signal will travel the
shortest distance (straight line
between two points)

* Multipath signal will attenuate
more as it travels further
(Inverse Square Law) than koS



Lab 4 uses constructive/destructive

interference to generate an encryption key

Signal reflects from CONSTRUCTIVE — signals reinforce
your hand nend (grg)

Causes constructive
mterference here
reflecesorenmm Rx /
Reflected path is 2

wavelengths longer

than LoS, so signals add
up constructively

=== direct (line-of-sight) wave

== reflected wave

=== sum — what the receiver actually gets

Drag the amber reflector. Moving it changes the bounced path's length,

which shifts its phase relative to the direct path. path difference phase difference  received strength

24.8 cm (1.98 A) 353° 2.00/2.00

Wavelength A — 12.56 cm — 2.4 GHz

—

46
https://tjp.cs.dartmouth.edu/cs60/code/day11/multipath.html



Lab 4 uses constructive/destructive

interference to generate an encryption key

Hand moves DESTRUCTIVE — signals cancel

] S
Causes destructive hand (grag)

interference in this
position \
Tx dirbet BACaR cm Rx
Reflected path is 1.5 %@%
times LoS, so signals
add up destructive

=== direct (line-of-sight) wave
== reflected wave
=== sum — what the receiver actually gets

Drag the amber reflector. Moving it changes the bounced path's length,

which shifts its phase relative to the direct path. path difference phase difference  received strength

19.5cm (1.56 A) 201° 0.37/2.00
Wavelength A — 12.5 cm — 2.4 GHz
As you wave your hand near two devices ——
Each device receives the same pattern of strong or weak signal (constructive or
destructive interference)
Each device uses this pattern to independently compute a key it can use for encryption
Dartmouth student’s senior thesis
Received U.S. Patent Try it yourself
/ 47

https://tjp.cs.dartmouth.edu/cs60/code/day11/multipath.html



Lab 4 uses constructive/destructive

interference to generate an encryption key

Hand moves

Causes destructive =~
interference in this

position "
Tx diriet 2P cm Rx

h
and (gfag)

B

Drag the amber reflector. Moving it changes the bounced path's length, To make a key:
which shifts its phase relative to the direct path. Convert high RSSI into a 1 bit
Convert low RSSI into a 0 bit
As you wave your hand near two devices
Each device receives the same pattern of strong or weak signal (constructive or
destructive interference)
Each device uses this pattern to independently compute a key it can use for encryption
Dartmouth student’s senior thesis
Received U.S. Patent Try it yourself
/ 48

https://tjp.cs.dartmouth.edu/cs60/code/day11/multipath.html



Antennas

MIMO: Multiple input
. _ , multiple output
Antennas both transmit and receive radio waves antenna

Single antenna: old school

Multiple antennas: common now in wireless networks
Who knows what kind of antenna?
Read tech specs to find out

= Gigabit LTE with

o 4x4 MIMO
ipole o
antenna —— = Wi-Fi 6
’L ; (802.11ax) with
—1 & 2x2 MIMO
/ Micropatch
Probably Yagi (maybe (others?)

Log-Periodic) antenna antenna 49

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



MIMO transmission: single user

Single User MIMO: spatial diversity
= Multiple transmit/receive antenna to/at one user at same time
= Exploit multipath: use multiple antennas to increase number of

paths for transmitted signal between transmitter and receiver

* Multipath: signals arriving at
receiver not the same (e.g.,

some at higher quality)

* Antenna gain: increase SNR

by combining multiple
signals

sender

o))

_.¢>

U

D

)

%.:
P ——ul

receiver

12 signal paths from one sender (with two
antennas) to one receiver (with two antennas)

50

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



MIMO: spatial diversity

W
)))))))))»

= |Increase reliability, range by
sending / receiving redundant ‘:

streams of information in
parallel along different spatial

.A.,
paths between transmit and sender % receiver
receive antennas

= Improved reliability: unlikely that all paths degraded at same time

" Improved range: multiple antennas gather more signal at receiver

51



MIMO: spatial diversity

x: signal transmitted

y;: signal received at antenna j

H; i(x): transformation of signal x
from transmitter antenna i to
receiver antennaj

* Estimated by receiver
(perhaps with preamble)

Signal processing at receiver?

* Don’t want to just add y1, y2

= Take stronger or smaller SNR
ofyl, y2?

= Re-align phases, coherently
add

Y1=Hy 1(x) + Hy 4(x)

Hi,10 ‘

»

73y

Hy 5() Yo= Hj o(x) + Hy 5(x)

Transmitter
Receiver

X
—

X
—

52

Adapted from Kurose and Ross: Computer Networking: A Top-Down Approach



MIMO: spatial multiplexing

= Send two different streams of
information, x, and x, in
parallel along different spatial
paths from transmitter to
receiver

= Spatial multiplexing differs from
spatial diversity

Big idea is more data throughput
from multiple streams, not more
range or reliability

U

)))))))))

W

y1=Hy1(x1)
+Hy 4(X2)

v

receiver

transmitter

g A
Yo=Hj o(x4)
+ Hp 5(x))

Hil) Y1=Hy,1(x1) + Hy(x2)

Transmitter

Xq
X
—lp

.

Y

S0 L
Hy 20
H i

—_—

Receiver

H.
2.0 Yo=Hy o(x1) + Hp 5(x2)

Adapted from Kurose

53

and Ross: Computer Networking: A Top-Down Approach



Beamforming with multiple antennas can

electronically steer a beam in any direction

Phased array
* Physically arrange an array of
transmitting antennas
Linear antenna array * Change phase for each transmitting

antenna
\ * Can electronically steer the main lobe
/ of the beam in any direction

-

55




Beamforming can create Multi-user MIMO

= Multiple transmit antenna send
to different users at same time
e “spatial multiplexing” L
= Exploit directional antenna: send ’]/
to geographically separated users V&

at same time via beamforming

= single user multi-user
—».\\ C]! MIMO MIMO

56




Fighter jets do something similar to track
multiple targets simultaneously




1.

Wired physical layer

. Wireless networks

. Modulation schemes

. WI-Fi

65



Amplitude and frequency can be used to

encode data

Digital signal to send
Digital signal 1 0O 011011 0O 0 O|1]0}|1
re —————— - - - - e

We will modulate a carrier
l\ wave to send data
mw- No data can be received if
|| carrier is not modulated
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Amplitude and frequency can be used to

encode data

Digital signal ‘1 0O 011101 0O 0 O0}11]10 1|

representing
binary data

High | |
frequency ------ J X

caior lﬁ-r-f--;.\-

Amplitude
shitt  ---—-—--
keying

Digital signal to send

We will modulate a carrier
wave to send data

No data can be received if
carrier is not modulated

Amplitude Shift Keying (ASK)

* High amplitude = 1 bit

* Low amplitude = 0 bit

e Simplest is no transmission for
low amplitude (On/Off Keying)
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Amplitude and frequency can be used to

encode data

Digital signal
representing
binary data

High
frequency
carrier

Amplitude
shift
keying

Frequency
shift
keying

pted from https://www.technologyuk. net/telecommunication s/telecom-principles/digital-modulation-part-one.shtml|

Digital signal to send

We will modulate a carrier
wave to send data

No data can be received if
carrier is not modulated

Amplitude Shift Keying (ASK)

* High amplitude =1 bit

* Low amplitude = 0 bit

e Simplest is no transmission for
low amplitude (On/Off Keying)

Frequency Shift Keying (FSK)
* High frequency = 1 bit
* Low frequency = 0 bit
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We can also modulate the phase of the

signal to transmit data

Amplitude shift keying (ASK):  bitvake 0 =0 1 0 1 1 ‘
signal’s amplitude encodes bits time

0: —
1: signal
" — -

Binary Phase shift keying
(BPSK): signal’s phase encode bits

0: % signal
1: INl time

BPSK: 0 and 1 signals out of phase by
180°, but at same carrier frequency




QPSK uses four phases to carry two bits per

symbol

Why stop at just two phases?
= Two bits grouped to become one “symbol” (2 bits -> 4 symbols)

= QPSK: Quadrature Phase Shift Keying: 4 symbols encoded using

4 phases

symbol signal | | |
“00” 000110011111 , QPSKfrequency

el R L same as BPSK,
or’ b%ﬁ . . . " but twice the
o ;ﬂ]q o | data rate!

| time
0 v - r

“11” l\ﬂ; *— L L

Fun interactive QPSK tool: https://www.geogebra.org/m/enkymitg
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We can plot the phase and amplitude of a

signal in the complex plane

angle = 5° 1 1
9 imag (Q) : One CYCle :
——————— b-----, 1
1 1
1 1
1 1
1 1
1 1
1 1
Q
I— 77T ) B s
o d —_— —a
§
Phase 6 — 0°
. P Resume rotation Reset® =0

== Phasor (complex plane): an arrow of fixed length at angle (2rtt + ). It spins counter-clockwise at the signal's frequency.
== Wave (time domain): the horizontal projection of the spinning arrow, traced out over time — a cosine.

Drag the phase slider: the arrow's starting angle rotates, and the whole wave slides sideways by the same amount. A 90° rotation = a quarter-cycle
shift. Same number, two pictures. This is exactly what a constellation point encodes.

72
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We can plot the phase and amplitude of a

signal in the complex plane

In the complex plane:
* Phase is a rotation around the origin
 Amplitude is distance from the origin

le =5° 1 1
chi imag (Q) 1 O ne Cyc Ie !
1 1
------- b-----; i
1 1
1 1
1 1
1 1
1 1
1 1
8
2
=
§
hase 0 g =
Phase 6 — 0°
. P Resume rotation Reset® =0

== Phasor (complex plane): an arrow of fixed length at angle (2rtt + ). It spins counter-clockwise at the signal's frequency.
== Wave (time domain): the horizontal projection of the spinning arrow, traced out over time — a cosine.

Drag the phase slider: the arrow's starting angle rotates, and the whole wave slides sideways by the same amount. A 90° rotation = a quarter-cycle
shift. Same number, two pictures. This is exactly what a constellation point encodes.
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We can plot the phase and amplitude of a

signal in the complex plane

In the complex plane:
* Phase is a rotation around the origin
 Amplitude is distance from the origin

angle = 5° 1 1
imag (Q) 1 1
: One cycle i
1 1
1 1
1 1
1 1
1 1
. 1 1
g |
-~ 1
1
1
1
1
1
1
:
+ Phase 90 tna
I:ase e P Resume rotation Reset 6 = ((or “/ 2)

== Phasor (complex plane): an arrow of fixed length at angle (2rtt + ). It spins counter-clockwise at the signal's frequency.
== Wave (time domain): the horizontal projection of the spinning arrow, traced out over time — a cosine.

Drag the phase slider: the arrow's starting angle rotates, and the whole wave slides sideways by the same amount. A 90° rotation = a quarter-cycle
shift. Same number, two pictures. This is exactly what a constellation point encodes.
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We can plot the phase and amplitude of a

signal in the complex plane

In the complex plane:
* Phase is a rotation around the origin
 Amplitude is distance from the origin

angle = 5° ima I
g(Q) One cyCIe E now

i

180 |

M | |

——b%eal() — 3

\ v =& :

E 1

1

1

1

1

1

1

:

i Phase 180 g~
l:ase T » Resume rotation Reset 6 = t(or “)

== Phasor (complex plane): an arrow of fixed length at angle (2rtt + ). It spins counter-clockwise at the signal's frequency.
== Wave (time domain): the horizontal projection of the spinning arrow, traced out over time — a cosine.

Drag the phase slider: the arrow's starting angle rotates, and the whole wave slides sideways by the same amount. A 90° rotation = a quarter-cycle
shift. Same number, two pictures. This is exactly what a constellation point encodes.
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We can plot the phase and amplitude of a

signal in the complex plane

In the complex plane:
* Phase is a rotation around the origin
 Amplitude is distance from the origin

angle = 5° — 1 1
A | One cycle |
"""" |/ i
1 1
1 1
1 1
A | |
270 \ — () — é
L T = B |
1
1
1
1
1
1
P !
1
— : timg -
Phase 6 — 0° = Phase 270
. P Resume rotation Reset® =0

(or 3/2m)

== Phasor (complex plane): an arrow of fixed length at angle (2rtt + ). It spins counter-clockwise at the signal's frequency.
== Wave (time domain): the horizontal projection of the spinning arrow, traced out over time — a cosine.

Drag the phase slider: the arrow's starting angle rotates, and the whole wave slides sideways by the same amount. A 90° rotation = a quarter-cycle
shift. Same number, two pictures. This is exactly what a constellation point encodes.

76
https://tjp.cs.dartmouth.edu/cs60/code/day11/phase.html



We can plot the phase and amplitude of a

signal in the complex plane

In the complex plane:
* Phase is a rotation around the origin
 Amplitude is distance from the origin

angle = 5° — 1 1
@ | One cycle |
_______ :______ _______________________:______
1 1
1 1
1 1
1 1
r\ . ! !
eal (1) — E
T % i
360 TN /|
)
1
1
1
1 :
1 timg —
Phase 6 — 0° BaCk tO
. P Resume rotation Reset® =0 Phase 0

== Phasor (complex plane): an arrow of fixed length at angle (2rtt + ). It spins counter-clockwise at the signal's frequency.
== Wave (time domain): the horizontal projection of the spinning arrow, traced out over time — a cosine.

Drag the phase slider: the arrow's starting angle rotates, and the whole wave slides sideways by the same amount. A 90° rotation = a quarter-cycle
shift. Same number, two pictures. This is exactly what a constellation point encodes.
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Constellation diagrams show phase and

amplitude in the complex plane

Graphical characterization of modulation: amplitude, phase of symbols

. Each constellation point
in the complex pIane can represent 2 bits

0,1 1,1
o, o = Point in constellation diagram
™ & depicts symbol’s phase
7’@ (degrees counterclockwise
//\\ from east) and amplitude
éﬁ,ﬁ < (distance from origin)
y \ = QPSK constellation diagram:
00 ° * 10 four symbols represented by
QPSK constellation diagram four signal waveforms:

= Four different phases
= |dentical amplitude
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Quadrature Amplitude Modulation

ohase/amplitude combinations

Add more phase/amplitude combinations

= Generalizing QPSK where each represents multiple bits
= m-QAM: using m different 6 bits/symbol
: 64-QAM bob1b;b3b,bs
amplitude/phase values to
d I b' 000gl00  00}gl00 01100 01100 | 10200 11100 10100 100000
e nCO e ng( m ) ItS 000.101 OOUD[ Olblol 01%101 __]0.10] l||.1()| l(}l.l()] IO(H(H
4bits/symbol 00011 00lILl o1l oIl | igdll 11l 101l 10011
16-QAM bobb,b;
Zbits/symbOI w0 g | 1o loo 000g10 00giio ogtio o1guio {10410 11110 10jb10 10010
4_QAM bobl 00(&[0 OOI;H() 01*}[0 l%) __lOélﬂ lllélU é moém
0011 0L 11 1111 1011
ul 11 [J e T o [}
° ° | | 000QIL 00IQLL OLOLL 01GQIL | 1011 I 1011 10011
00 10 %" o9 1'% e 000goL 001001 01101 01q01 | 10go1 111 Q0L 10101 1000
[ ] [ ] T
0000 0100 | 1100 10,90 000000 001000 011000 010000 | 10000 111000 101000 100000

Bit encodings for 4-QAM, 16-QAM, 64-QAM (for Wi-Fi)
More complex modulation schemes carry more data bits per symbol



Constellation diagrams: how bit errors

OCCUr

Transmitter transmits 12 waveforms for
1111 symbols, sequentially

16-QAM bob1b;b; phase/amplitude of

0010 0l10 | 1110 1010 @ transmitted signal

. ® phase/amplitude of received
0011 0111 __“. ol1011 5|gna|5
U = Receiver measures amplitude, phase

00 00 01 00

These received signals are
correctly classified as 1111
(received amplitude and phases

closest to 1111)

of received signal

= Receiver classifies symbol as bit
pattern with amplitude, phase closest
to received signal amplitude, phase

10 0

This received signal, is misclassified as 1011 since its

amplitude and phase is closer to 1011 than 1111
80
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Simple modulation schemes can tolerate

noise

QPSK (4-QAM) tolerates a lot of noise
Why?
@ Modulation r'd Lot of space between constellation points

m 16-QAM - 4 bits 64-QAM - 6 bits

Signal-to-noise ratio — 12 dB

+ ik 4+
Decoded message
| HELLO CS6@ PHY LAYER
~:1 1 \ .
symbols  bits/symbol bit error rate No decodi ng errors, even
80 2 0.0% ith |
with low SNR
Clean channel — every point lands near its own symbol, message perfect.
+ 1+ +

° ideal symbol ° received point (color = correctly decoded, red =
bit error)
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Moderate modulation schemes can

tolerate less noise

Q
+ + 31 & +
+ + 11+ +
I
3 ) 1 3
+ + 11 & +
+ + 31 & +

° ideal symbol ‘ received point (color = correctly decoded, red =
bit error)

16-QAM tolerates less noise but
! sends 4 data bits per symbol

Modulation

QPSK - 2 bits 16-QAM - 4 bits 64-QAM - 6 bits

Signal-to-noise ratio — 12 dB

—

Decoded message

HELLO CS60 PHY LAyER

symbols bits / symbol bit error rate RECOVETEd message haS
40 4 0.6% some decoding errors

Afew points stray, but most symbols still classify correctly. Notice 16-QAM packs points closer, so the SAME
noise flips more bits than QPSK would.

82

https://tjp.cs.dartmouth.edu/cs60/code/day11/constellation.html



Complex modulation schemes can tolerate

little noise

64-QAM struggles with high noise
but sends 6 data bits per symbol

Q
Modulation \
+° + + +71 + + + + . . i
~ QPSK - 2 bits 16-QAM - 4 bits 64-QAM - 6 bits
P L ]
+ + + +51 + o+ + + Signal-to-noise ratio — 12 dB
—

Decoded message

+ + + +1+ + + + + LEADO" AWVQ" YLI (HQ-mR

+ .,5. .i ~ +1 + 3. 3. + symbols  bits/symbol  bit error rate Recovered message has
27 6 13.6% decodi
many aecoding errors

Noise swamps the spacing between symbols. The receiver is guessing. Notice 64-QAM packs points closer, so
. the SAME noise flips more bits than QPSK would.

P Generally want SNR above 20 dB to
use complex modulation schemes

° ideal symbol ° received point (color = correctly decoded, red =
bit error)

Idea: Change modulation scheme, power on the fly, getting
highest data rate possible (at acceptable bit error rate (BER),
acceptable energy expenditure), as SNR changes

83
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Wired physical layer

. Wireless networks

. Modulation schemes

. WI-Fi
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Wi-Fi primarily uses two frequency bands
(plus a new third band)

Most recently added
More than 250 configurable/selectable Wi-Fi
channels of different transmission rates

More than 150 (configurable/selectable Wi-Fi channels) of
different transmission rates

Divided into 11-14 channels, depending on country 802.11
b/g/n/ax

= Other 802.11 Wi-Fi spectrum bands, but not in widespread use

86
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802.11 Layer 2 frame differs from Ethernet

Address 1: dst MAC

Address 2: src MAC

Payload: layer 3 packet

0-2312

CRC error detection

Address 4: used only in
ad-hoc mode

Address 3: MAC address of
router interface to which AP
is attached

An observer can see src and dst MAC addresses from
transmitter, even if not associated with an AP

92
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A Wi-Fi Access Point typically converts

from Wi-Fi Layer 2 to wired Ethernet

@ Internet
e e
802.3 Ethernet frame

MAC dest addr MAC source addr

address 1 address 2 address 3
802.11 Wi-Fi frame

AP receives wireless Wi-Fi bits
Strips Wi-Fi header bits
Adds Ethernet header

Sends to wired network .



OFDM sends data on multiple subcarriers

simultaneously

15, ———r —— Orthogonal Frequency Division
Orthogonally spaced overlapping subcamiers Multiplexing (OFDM)

Subcarrier Peaks °

Amplitude

Sut_’cam'er Nulls
-5 -4 -3 -2 -1 0 1 2 3 4 5
Subcarners Index

W i-Fi uses 64 subcarriers per 20 MHz channel

Each subcarrier can carry a symbol of up to 10 bits/symbol (QAM 1024)

802.11ax can bond up to 8 channels

Each subcarrier is a different
frequency

Spacing between subcarriers is
carefully chosen so the peaks are
each subcarrier are at the nulls of
neighboring subcarriers (e.g., fregs
are orthogonal)

Each subcarriers carries a data symbol
Data symbol modulated with BPSK,
QPSK, 16 QAM, ...

So, 1, 2, 4, 6, ... bits/symbol
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OFDM sends data on multiple subcarriers

simultaneously

802.11ax max theoretical speed
* 1024-QAM encodes 10 bits per symbol (since

1.5¢ T T T T T T
Orthogonally spaced overlapping subcarriers Iog 2 (1024) = 10)
e Uses OFDM with:

bcadd Sy  Bits/symbol (Nb) = 10

Data subcarriers (Ns) = 1960
Coding rate (R) =5/6

Streams (S) = 8

Symbol duration (Symb): 13.6 ps
(including guard interval)

Amplitude

Max theoretical speed
=(Nb * Ns * R * S)/Symb
=(10*1960*5/6*8)/13.6
= 9.6 Gbps

Subcarrier Nulls

s 4 5 2 R . _ 8
Subcarriers Index ACtugjiE%%ﬁ%%?gg‘PWﬁFsg muglq {g&i)esl)f

W i-Fi uses 64 subcarriers per 20 MHz channel
Each channel can carry a symbol of up to 10 bits/symbol (QAM 1024) o

802.11ax can bond up to 8 channels



Use a preamble to deal with attenuation

and multipath to make sure data received

STF — get ready LTF - Solution:

here comes a frame measure CSI Add a preamble and transmit at

( pre-agreed upon phase and

} g imiviidaimosmiiinios amplitude

\ * Receiver knows what the phase
and amplitude the sender used

* Receiver measures phase and

s VA Masiremnt Trme Auie amplitude of received signal

e Adds a correction factor to
adjust what it received to what
it knows the sender transmitted

* Adjustment is called Channel
State Information (CSI)

e CSlis the change the channel
(environment) made to signal

The phase and amplitude a
receiver gets will be different
from what the sender
transmitted due to attenuation
and multipath




Channel State Information (CSI) from data

transmissions can be a side channel

Signal sent to receiver will be

modified by the environment

Receiver can estimate channel effects
with preamble Tt
Changes caused by channel can be 1*
used for?: A
 Device-free fall detection
 Key presses on keyboard A w

* Gesture and smoking detection "

* ldentification Data trans::;;sions are all

Backscattered background data around us (all the time)

transmissions can power devices :anttende(ljo for ||"l:o e:‘(chanlg:::_-
without batteries2 MY prediction: many loT devices ut can be a side channel to

go battery-less in the future infer other things

[1] Ma, Yongsen, Gang Zhou, and Shuangquan Wang. "WiFi sensing with channel state information: A survey." ACM Computing Surveys (CSUR) 52.3 (2019): 1-36.
[2] Liu, Vincent, et al. "Ambient backscatter: Wireless communication out of thin air." ACM SIGCOMM Computer Communication Review 43.4 (2013): 39-50.

“Reflected by
maving parson
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CSl can reveal pulse and respiration rate

also!

Vital-Radio transmits RF signal
R\ System measures reflection phase
Tx/Rx Tx/Rx Changes
Detects small differences in path length

(&) Inhale Motion o Emaeoion WHEN Someone breathes

Distance change induces phase change

Also measures heart rate!

Exhale RANANS This approach is purposefully trying to

15 a
£ os N collect information with single-purpose
< ( transmission
- \IlEhale Newer research collects data from data
150 02 04 06 08 1 12 14 16 18 2 . ..
Time (in minutes) background Wi-Fi transmissions

Other uses in business setting? 107

Adib, Fadel, et al. "Smart homes that monitor breathing and heart rate." Proceedings of the ACM conference on Human Factors in Computing Systems. 2015.
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  Max Theoretical Speed = 720  Mbps × 8 =   5 . 76  Gbps

